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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

[ Microsoft is a registered trademark of Microsoft Corp.

® Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7, 8, 10 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

® Other products may be trademarks or registered trademarks of their respective manufacturers.

Safety Instructions

® Read the installation guide thoroughly before you set up the router.

() The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

L Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
() Keep the package out of reach of children.
[ When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

@ Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2762 series is an ADSL2/2+ router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 2 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor2762
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G/4G WAN.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

|| 0) g 8 @ @ @ @ |
|

| Vigor2762

\ J

‘| 0 S 3 ¥ 0 2 @ © |
|

| Vigor2762n

\ J

|| 0 D N RN O @

I
&

Vigor2762ac

Vigor2762Vac

\ J
LED Status Explanation
| Blinking The router is powered on and running normally.
O (Activity) Off The router is powered off.
{- On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
(for “V” model) ginking A phone call comes.
5 4 On (Green) | The wireless access point is ready.
: Blinking The data is transmitting via wireless connection based
(Wireless LAN (Green) on the rate of 2.4Ghz.
On/Off/WPS) Blinking Blinks with one second cycle for two minutes. The WPS
(Orange) function is active.
Off The wireless access point is turned off.
5 N On (Green) | The wireless access point is ready.
o Blinking The data is transmitting via wireless connection based
(Wireless LAN (Green) on the rate of 5Ghz.
On/Off/WPS) Blinking Blinks with one second cycle for two minutes. The WPS
(Orange) function is active.
G_-.Tl (USB) On A USB device is connected and active.
Blinking The data is transmitting.
On The DSL port is connected.
& Blinking The router is ready.
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(Slowly)

Blinking The router is trying to connect to Internet.
(Quickly)
On The LAN port is connected.
Blinking The data is transmitting.
- Off The LAN port is disconnected.

(LAN1/2/3/4)
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LT 1
=

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

WLAN WLAN On - Press the button and release it within 2 seconds. When the
ON/OFF/WPS wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off
the WLAN function. When the wireless function is not ready, the LED will
be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer).

GigaLAN1~LAN4 | Connectors for local networked devices.

DSL Connector for accessing the Internet.

Phone2/Phone1 | Connector of analog phone for VolP communication.
(for “V” model)

1/0 Power Switch.

PWR Connector for a power adapter.
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|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.

1.

@;

Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

Connect detachable antennas to the router (for n/ac model only).

Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

Power on the router.

Check the ACT and DSL, LAN LEDs to assure network connection.

Cable/DSL Modem
or Media Converter

@) Power Switch

Power Adapter

(For the detailed information of LED status, please refer to section I-1-1 Indicators and
Connectors.)
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I-2-2 Wall-Mounted Installation

Vigor2762 has keyhole type mounting slots on the underside.

1. A template is provided on the Vigor2762 packaging box to enable you to space the screws
correctly on the wall.

2. Place the template on the wall and drill the holes according to the recommended
instruction.

3. Fit screws into the wall using the appropriate type of wall plug.

Wall

v

Note The recommended drill diameter shall be 6.5mm (1/4”).

4. When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2.  Open All Programs>>Getting Started>>Devices and Printers.

] L
Snart WPN Client
— = Sma Ien

—

J[ Getting Started »

Cornputer

Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] ! Default Pragrarms
)

st Calculator Help and Support

Windowes Security

Log off | »
k &ll Pragrarms L|

3. Click Add a printer.

Devices and Printers

&

KN j IP;_:& * Control Panel = Hardware and Sound = Devices and Printel

Sdd a device | Add a printer

a Devices (3
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4. A dialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

= Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

I Finisn |

Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type pl (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

reer propertie

3 FREMMOWE dEviCe

| ™ Print Server Properties

Port Settings |

Paort Mame:

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Printer Marme ar [P Address:

X|

|192.168.1.1

|192.168.1.1

Protocol
’7 " Raw

& LPR

Raww Settings

Port Murrber IEIlUIJ

LPR Settings

Queue Mame: Ip]_l

[~ LPR Byte

Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

SMEAP Dewice Index |1

QK I Cancel
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I-3 Accessing Web Page

Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of

Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.

Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Dr GYTE k y lg'bl"27 62 Series

Username admin

Password senen

Login

Copyright €& 2000- 2017 DrayTek Corp. All Rights Reserved,

3.

1)

Info

Please type “admin/admin” as the Username/Password and click Login.

If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4.  Now, the Main Screen will appear.

DrayTek

Vigor2762 series AEMLD @

Dashbeard

LAK
Hotspot Wb Postal
Routing

NAT
Hasubwars Accuboemtion

Aggplication
Spstvem Malensscn
Disgasatics

AP
¥ atarnal Devices.

Product Regintzation
Service Siatus

A Mgt eyl

r_|Activate 3, Web Content Fiter, DrayDONG Licenss

“inins Attark Detectes

(1)

Info The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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I-4 Changing Password

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.

System Maintenance => Administrator Password Setup

Administrator Password

0Old Password Max: 83 characters
New Password Max. 83 characters
Confirm Password Max. 83 characters

Enable 'admin' account legin to Web UI from the Internet
Use only advanced authentication method for Admin "WAN" login
Mobile one-Time Passwords{mOTP)

PIN Code |**=** Sacrat |Frressressaas

2-Step Authentication

Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

1)

Info The maximum length of the password you can set is 23 characters.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

Dr GYTek m2 Series

Username admin

Password LT

Login

Copyright & 2000- 2017 DrayTek Corp. &ll Rights Reserved.

Info Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPvé6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Wiz ards
Online Status

A web page with default selections will be displayed on the screen. Refer to the following

figure:

Dashboard

e e e e e

2.\:‘5\

vigerzZ 762 vac

D 7 = @

System information = T W Quick Access

Model Mame Vigor2762Vac

System Up Time [45:48:04

§Istem Status

IPv4 LAN Information
IP Address

DHCP

IP Address

Router Name DrayTek Current Time Sun Jan 02 2000 21:47:37 Dynamic DN§

Firmware Version | 3.9.2_STD Build Date/Time |[Nov 26 2019 11:47:36 TR-069

DSL Version 07-07-06-0D-00-07 LAM MAC Address | 00-1D-AA-08-F5-20 IM/P2P Block
Schedule

ol

DHCP

| SysLog/MailAlert |
RADIUS

Firewall Object Setting

LAN1 102.168.1.1/24 W LANZ 102.168.2.1/24 v
IP Routed Subnet |192.168.0.1/24 v
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAN1 ADSL / PPPOE Disconnected 00-1D-AA-08-F5-21 00:00:00
WAN2 | Ethernet / --- Disconnected 00-1D-AA-08-F5-22 00:00:00
WAN3 |use /--- Disconnected 00-1D-AA-08-F5-23 00:00:00
Interface
DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WAN Connected : 0, WWAN1 (JWAN2 _JWAN3
JLAN Connected : 0, QPortl WPort2 JPort3 Port4
3 WLAN Connected : 0
J WLANSG | Connected : 0
Connected : 0, USBE 1
e o, :USB 2

18
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, LAN, or WAN, related web
setting page will be open for you to configure if required.

Dashhoard
= ~
@ 7 7 o e BBD DD o
.-"' iger2 7 A2 Vac ] N
] y

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WANx and etc.) below means you can
click it to open the configuration page for modification.

System Information

h:48:04
Current Time Sgn Jan 02 2000 21:47:37
rETTTTTTETE eSO 3.9.2 ETttTrEte e oy 26 2019 11:47:36

DSL Version 07-07-06-0D-00-07 LAM MAC Address | 00-1D-AA-08-F5-20

IPv4 LAN Information x

IP Address IP Address DHCP
LAN1 192.168.1.1/24 W LANZ 192.168.2.1/24 '
IP Routed Subnet |192.168.0.1/24 v

|PvA Internet Access

Li{ne / Mode IP Address MAC Address Up Time
WAN1 ApSL / PPPOE Disconnected 00-1D-A4-08-F5-21 00:00:00
WAN2 Ethernet / --- Disconnected 00-1D-A4-08-F5-22 00:00:00
WAN3 UEB / --- Disconnected 00-1D-AA-08-F5-23 00:00:00
DSL Connected : Down Stream : 0Kbps / Up Stream : OKbps
WAMN Connected : 0, WAN1 WAN2 WAN3
3 LAN Connected : 0, @Portl Port2 Port3 Port4
Ld WLAN Connected : 0
[J WLANSG | Connected : 0
Connected : 0, USE 1
Use 0, USE 2
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I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

Sygem Status

Dxnamic DHS
TR 069

IM/PZ2P Block
Schedule

SysLog / Mail Alert
RADIUS

Firewall Dhiem Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to

LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

DSL Connected : Down Stream : 0Kbps / Up Stream @ OKbps
WAN Connected : 0, WAN1 WAN2 WAN3
CALAN Connected : 0, @@Portl Port2 Port3 Port4
- LAN Connected : 0
_J WLANSG | Connected : O
Connected : 0O, USBE 1
USE 0, USB 2

_JIVPN Connected : 0 Remote Dial-in User / LAN to LAN
=2My\Vigor |Activate : 2, Web Content Filter, DrayDDNS License
_J Dos Attack Detected :

Note that there is a plus ( a ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAN to LAN
Current Page: 1 page Ma.
Name [ User Type I Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

Vigor2762 Series User’s Guide



3 LAN Connected © 3, (@LANL LAMNZ LarM3 LarMt LAME LAaMNG
Host ID IP Address MAC
ALPHA-MB 10.28.60.13 1C-4B-Da-02-D7-0R
10.228.60.14 Q0-15-AF-09-FE-F A
10.22.00.11 Q0-50-FF-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-5-4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click

the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard
Wizards

Online Status

WAN

LAN

Hotspot Web Portal

Vigor2762 Series User’s Guide

Cluick Start Wizard
Senice Activation Wizard
WPN Client Wizard

WPN Server Wizard
Wireless Wizard

WolP Wizard

Physical Connection
Wirtual YWAN

General Setup
Internet Access

Multi-P*%'C
WA Budget

General Setup
WLAN

Bind [P to MAC
LAN Port Mirror
Wired 802,14

Profile Setup

Certificate Management

VolP

Wireless LAN (2.4 GHz)

Wireless LAN (5 GHz)

Local Cerificate
Trusted CA Certificate

Certificate Backup
General Settings

General Setup

Security
Access Control

WS

WS

Advanced Setting
Station Control
Bandwidth Managernent
AP Discovery

Airtime Fairmess

Band Steering

Boaming
Station List

General Setup

Security
Access Control
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I-5-5 Web Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

¢ 192 168 1 1/doc/console htm - Google Chrome (=[=] = I
@ F=Z | 192.168.1.1/doc/console.htm

Type ? for command help
> 2

% Valid commands are:

adsl wvdsl csm ddns des exit
internet ip ipe ipf leg mngt
msubnet object port portmaptime ppa prn
qos gquit show smk XV switech
SYyS testmail f= upnp ushb vigbrg
fullbrg vlan wED Wan haportal wl

wl dual wol appdgos nand apm sfp
ethoam fw_backupmeode service

>
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I-6-6 Config Backup

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen to store the setting.
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I-5-7 Manual Download

AR NHE Do

Click this icon to open online user’s guide of Vigor router. This document offers detailed
information for the settings on web user interface.

) Yignr2762 Series | DrayTek - Mozilla Firefox
(i) @ hitps:thesy draortek cominpportimanualsiigord 762

DrayTek

Vigor2762 Series Manuals

o ETEEs i -  + BE#Emn

DrayTek

Vigor2 762 Series

ADSL2/2+ & VYDSL2 Router

I-5-8 Logout

A T ME 2>

Logout

Click this icon to exit the web user interface.
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I-5-9 Online Status

I-5-9-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: 1day 5:29:14
1Pvd IPvG
LAN Status
IP Address TX Packets RX Packets Router Primary  Router Secondary
192.168.1.1 5,620 15,414 8.8.8.8 8.8.4.4
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
es WDSLZ FPFOE oo, 0o: o0
P GW IP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
- --- 0By u] (=Y 1]
WAN 2 Status
Enable Line Name Mode Up Time
Mo Ethernet - 00:00:00
IP GWIP TX Bytes TX Rateibps) RX Bytes RX Rate(bps)
--- - 0By u] 0 (B} u]
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes LUSE - oo, 0o: a0 -
P GW IP TX Bytes TX Rateibps) RX Bytes RX Rate(bps)
- - 08} o 0 (B} ]
Line 1 Information {¥DSL2 Firmware Version: 779517_A/B/C )
Profile State UP Speed Down Speed SNR Upstream SNR Downstream
TRAINING 0 (Khps) 0 (Kbps) 0 (dB) 0 (de)
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: 2days 20:16:48

1Pvd IPv6

LAN Status

IP Address

FEEBO:: 210 AAFFFEOD:O/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1,065 0o 83,078 0
WAHN1 IPvb Status

Enable Mode Up Time

8 [x] Offline -

IP Gateway IP
WAN2 IPvG Status

Enable Mode Up Time

R [=] Offline -

IP Gateway IP
WAN3 IPv6 Status

Enable Mode Up Time

Mo Offline ==

IP Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPoE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
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Item

Description

interface.

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN IPv6 Status

Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

[-5-9-2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VolP service and so on.

The field of Application will list i-9the purpose of such WAN connection.
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-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Click
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password.

Old Password
Mew Password
Confirm Password

Hint: If you want to keep the password unchanged, leave the password blank and
press "Mext" button to skip this process.

On the next page as shown below, please select the WAN interface (WAN 1 to WAN3) that you
use. If DSL interface is used, please choose WANT1; if Ethernet interface is used, please choose
WAN2; if 3G/4G USB modem is used, please choose WAN3. For WAN2, choose Auto
negotiation as the physical type for your router.

Quick Start Wizard

WAN Interface

WAN Interface: VWANT ¥
Display Mame:
Physical Mode: ADSL / VDsL2
Physical Type: Auto negotiation ¥
YLAN Tag insertion (ADSL): Digable v
WLAN Tag insertion (VDSL2):
Tag value 0 {0~4095)
Priority 0 {0~7)

< Back Mext = Finish Cancel

WAN1~ WAN3 will bring up different configuration page. Refer to the following sections for
detailed information.
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1-6-1 For WAN1 (ADSL)

WANT1 is specified for ADSL or VDSL2 connection.

Quick Start Wizard

WAN Interface

WaN Interface:
Display Name:

Physical Mode:
Physical Type:

YLAN Tag insertion (ADSL):

YLAN Tag insertion (VDSL2):

WWANT ¥

ADSL / VDSL2
Auto negotiation ¥

Disable v

Tag walue 0 {0~4095)
Priarity 0 {(0~7
< Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Display Name

Type a name to identify such WAN.

VLAN Tag insertion
(VDSL2)/(ADSL)

The settings configured in this field are available for WAN1
and WAN2.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Enter the value as the VLAN ID number. The
range is from 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

Please select the appropriate Internet access type according to the information from your

ISP. Click Next.

PPPOE/PPPOA

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page. Choose PPPOE XXXX or PPPOA XXXXX as the protocol.

Vigor2762 Series User’s Guide
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Quick Start Wizard

Connect to Internet

WAN 1

Protocol PPPoE ¢ PPPoA v
For ADSL Only:

Encapsulation PPFoE LLC/ISNAR ¥

WPI 0 Auto detect
YWCI 33

Fixed IP ¥es @ MolDynamic IPY
IP address

Subnet Mask
Default Gateway

Primary DMS 5.8.8.8
Second DMNS 5544
< Back Next = Finish Cancel
Available settings are explained as follows:

Item Description
Protocol / Choose PPPoE/PPPoA for WAN1 interface.
Encapsulation
VPI Type in the value provided by ISP.

Auto detect - Click this button to have the VPI and VCI to be
detected by the system automatically

VCI Type in the value provided by ISP.

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Enter the IP address if Fixed IP is enabled.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2.  After finished the above settings, simply click Next.
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Quick Start Wizard

Set PPPoE / PPPoA
WAN 1
Service Name (Optional) B34005755@ hinet. net
Username 34005755
Password 0 |amemeenan
Confirm Password  [sessesees
< Back MNext > Finish Cancel

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

User Name Type in the valid user name (maximum 63 characters)
provided by the ISP in this field.

Password Type a valid password provided by the ISP.

Confirm Password

ReEnter the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Then click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAl Interface:

Physical Mode:

WPI:

WCI

Protocal / Encapsulation:
Fized IF:

Primary DNS:

Secondary DNS:

WANT

&DSL /S wDSL2
u]

33

PPPoE / LLC
Mo

8.8.8.8
8.8.4.4

< Back

Mext =

Finizh

Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.
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5.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.

MPoA

1.

Choose WAN1 as WAN Interface and click the Next button; you will get the following

page.

Quick Start Wizard

Connect to Internet

WAN 1
Protocol

MPoA / Static or Dynamic [P ¥

Subnet Mask
Default Gateway
Primary DNS
Second DMS

For ADSL Only:

Encapsulation 14583 Bridged IP LLC v
WRI i} Auto detect
YCI 33

Fixed IP ¥es  '® NolDynamic IP)
IP address

5.5.8.8
g.8.4.4

« Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Protocol

There are two modes offered for you to choose for WANT1
interface. Choose MPOA as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and Enter the values for VPl and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged P LLC b

1483 Bridged IP LLC '
1433 Routed IP LLC
1483 Bridged IP v C-Mux

1483 Routed 1P WC-Mux (IPod)

1453 Bridged IP (IFoE)
T i%es  RofDynamic TP

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Enter the IP address if Fixed IP is enabled.

Subnet Mask

Enter the subnet mask.

Default Gateway

Enter the IP address as the default gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaAN Interface:
Physical Mode:
WP
YWCI

Fized IP:
Primary DMS:
Secondary DMS:

Protocol / Encapsulation:

W AN

aDSL / WDSL2
u]

33

1483 Bridge LLC
Mo

8.8.8.8

8.8.4.4

= Back

Mext =

Finish

Cancel

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

4.  Now, you can enjoy surfing on the Internet.

1-6-2 For WAN2 (Ethernet)

WAN?2 is dedicated to physical mode in Ethernet. Please select the appropriate Internet

access type according to the information from your ISP. For example, you should select PPPoE
mode if the ISP provides you PPPoE interface.

Quick Start Wizard

WAN Interface

Vigor2762 Series User’s Guide

WAN Interface: WANZ ¥
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negatiation ¥
YLAN Tag insertion Enable *

Tag walue 0 {0~4095)

Prigrity 0 {0~7)

< Back Mext = Finish Cancel
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Available settings are explained as follows:

Item

Description

Display Name

Type a name for the router.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN2.

Disable - Disable the function of VLAN with tag.

Tag value - Enter the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

PPPoE

PPPoE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2

Select one of the following Internet Access types provided by your ISP,

® PPPOE
FRTR
LEZTP
Static IP
DHZP

34

< Back Mext = Finizh Cancel
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2.  Click PPPOE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 2

Enter the user name and password provided by your ISP,
Service Name {Optional) CHT
Username 84005657 @hinet.net
FPassword |e=eesas

Confirm Password  [e=eeees

< Back Mext =» Finish Cancel
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password ReEnter the password.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
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3.

4.

5.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WalN Interface: WWANZ

Physical Mode: Etherneat
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Wigor router.

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1.  Choose WAN2 as the WAN Interface and click the Next button. The following page will

be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,

PPPoE
® PPTP
L2TP
Static IP
DHCP

< Back Mext = Finish Cancel

2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPTP Client Mode

WAN 2

Enter the username, password, WaN IP configuration and PPTP server IP provided by
your ISP,

Username a7 dd4aec

Passwaord  |esesss

Confirm Password

WanN IP Configuration
Cbtain an [P address automatically
* Specify an IP address

IP Address 192.168.3.100
Subnet Mask 2552652550
Gateway 192.168.3.1
Primary DMS 5588
Second DNS 5.8.4.4

FPTP Server

< Back MNext =» Finish Cancel
Available settings are explained as follows:
Item Description
Username Assign a specific valid user name provided by the ISP.
The maximum length of the user name you can set is 63
characters.
Password Assign a valid password provided by the ISP.
The maximum length of the password you can set is 62
characters.
Confirm Password ReEnter the password.
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WAN IP Configuration | Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
manually.

® |P Address - Enter the IP address.

® Subnet Mask -Enter the subnet mask.

® Gateway - Enter the IP address of the gateway.
o

Primary DNS -Type in the primary IP address for the
router.

® Second DNS -Type in secondary IP address for necessity
in the future.

PPTP Server / L2TP Enter the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wal Interface: W ARZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PRTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Firnish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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Static IP

1.  Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,

PPROE
PPTP
L2TR

® Static IP
DHCP

< Back Mext = Firnish Cancel

2.  Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 2

Enter the Static IP configuration provided by your ISP,

WA IP 192.168.3.102
Subnet Mask 2552652550
Gateway 192.168.3.1
Primary DMS 5.5.88
Secondary DMS 5.5.4.4 (optional)
< Back Mext » Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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5.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WaN Interface: W ANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.

Vigor2762 Series User’s Guide



DHCP

1.  Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet
WAN 2
Select one of the following Internet Access types provided by your ISP,
PPPCE
PPTP
L2TP
Static IP
® DHCP

< Back Mesxt = Finish Cancel

2.  Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame {optional)

MAC 00 | -1D | -AA |00 | <00 | -02 [(optional)

< Back Mext = Finigh Cancel

Available settings are explained as follows:

Item Description

Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.

4.

5.

After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wwal Interface:
Physical Mode:
Physical Type:

Internet Access:

W ANZ
Ethernet

Auto negotiation

DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

% Back

Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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-6-3 For WAN3 (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAN Interface

WaMN Interface:
Display Mame:
Physical Mode:

WANT ¥

UsE

< Back Mext = Finish Cancel

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3
Internet Access :

SIM PIM code
Modem Initial String

APMN Mame

3G/4G USB Modem{PPP mode)

3GAG USE Madem(PPP mode)

USE Modem(PPP mode)

ATE&FEDW1X18028C150=0
(Default: ATERFEOY 1X18D28C150=0)

Apply

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Internet Access

Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem
(PPP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet. The maximum length of the pin code you
can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.
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3.

5.

APN Name - APN means Access Point Name which is provided
and required by some ISPs. Enter the name and click Apply.

Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaM Interface: WANI
Physical Mode: USB
Internet Access: PPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router.

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a

quick and easy way. For the Service Activation Wizard is only available for admin

operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For

using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

(1)

Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

2.

. Service Actiration lﬁ.ﬁzz-

Service Activation Wizard

In the following page, you can activate the web content filter services, APP
Enforcement service and Dynamic DNS Service at the same time or individually. When
you finish the selection, check the box of “I have read...” and click Next.

Select the service type that you want to activate

Activation Date : 2019-02-01

Web Content Filter{WCF) Service :

« BPiM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee and will expire
one year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period you
may purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{APPE) Service :

« DT-APPE License Agreement

Upgrade APPE Signature automatically.

Dynamic DNS(DDNS) Service :

« DT-DDNS License Agreement

This Dynamic Domain Name service is provided by DrayTek Corporation. To active the DrayDDNS (Global) service, please select
this option to active the license. This is a 1-year free license key. For re-activation after expiry, you have to obtain a new license
from MyVigor website (https://myvigor.draytek.com).
# 1 agree to let the MyVigor server record the WAN or Internet IP address of this router in order to activate the
DrayDDNS service.
You can stop this service and clear your IP address at any time.

Domain Name : | 2019020111592701 .drayddns.com

[ [#l 1 have read and accept the above Agreement. (Please check this box). ]

[ | Next> | |]Cance\
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Info

BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
family to provide more Internet security for youngsters.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

DT-DDNS, developed by DrayTek, offers one year free charge service of
dynamic DNS service for internal use.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type @ Trial version

Sevice Activated : web Content Filter ( BPjM )
APP Enforcement ( DT-APPE )
Dynamic DNS ( 2019020111592701.drayddns.com )

Please click Back to re-select service type you to activate.

1)

| <Back | | Activate | | Cancel |

Info

The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

4.  Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation
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Service Name Start Date Expire Date Status

Web Content filter 2019-02-01 2019-03-03 Cyren

APP Enforcement --- --- Mot Activated
DDMS 2019-02-01 2020-02-01 DT-DDNS

Copyright ® DrayTek Corp. All Rights Reserved.

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin” as
User Name / Password.

DrayTek

Username admin

Password [TLIT

Login

2 Click Support Area>>Production Registration from the home page.

H:pnrt Area

3 A Login page will be shown on the screen. Please Enter the account and password that
you created previously. And click Login.

Dray Tek MyVigor English -

Connect everything

P ( L WIRELESS FIREWALL FIBER VP MULTI-PLAY CENTRAL MANAGEMENT

9
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Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.

The following page will be displayed after you logging in MyVigor. Type a nickname for
the router, then click Add.

Drayrek & Login User : carrieni { Logout) ; Mnygor

HTTTT S A e

D about us
SN RGAton Registration Device : Last login time : 20160912
*Nickname:  [Carrie_Vigor2762 13:53:29
z:: l;:st:v:rsd Registration Date:  01-17-2017 Last login from : 111.251.222.175
> High Avalabilty Setiings Serial number:  2017011710270702
> Account Disabled [ Deleted
= Vigor Series
*. Product Registration
b Customer Survey Rows:[10 4 Page: (1 %
Serial Number / Host ID Device Name Madel Note
111900326027 2130 Vigor2130
2013030811172502 igor2760 Vigoi2760
1 1 il Vigor2132ac Vigor2132

Copyrights @ DrayTek Corp.
< >

When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DrayTek 5 Login User: carrieni {Logout) 3 .fVi)-’Vl.gOf

- - My Information - by Products

O My Infarmat
ly Information Last login time : 20160912

13:453:29
> My Password Last login from : 111.251.222.175
> My Settings
> High Avallabiity Settings
> Account Disabled / Deleted Rows:(10 Fage:|! i
<= Vigor Series . =TT Devica Naima e
5 Customer Survey
ANI00GRS0AT 2130 Vigor2130
1 117 wigor2760 Vigor2760
s e Sonilis Sonlin
)
I 2015030413341201 Vigor2762 Vigor2762 |

Copyrights @ DrayTek Corp.

< >
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(—@ It means wide area network. Public IP will be used in
CAW( WAN.
WAN

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
LAN structure is related to what type of public IP addresses
coming from your ISP.

®

When the data flow passing through, the Network

NAT

©

Applications

Routing
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It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPoE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor2762
adds the function of 3G/4G network connection for such purpose. By connecting 3G/4G USB
Modem to the USB port of Vigor2762, it can support LTE/HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G/4G standard (HSUPA, etc). Vigor2762n with 3G/4G USB Modem allows you to
receive 3G/4G signals at any place such as your car or certain location holding outdoor
activity and share the bandwidth for using by more people. Users can use LAN ports on the
router to access Internet. Also, they can access Internet via 802.11(a/b/g/n/ac) wireless
standard, and enjoy the powerful firewall, bandwidth management, and VPN features of
Vigor2762n series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4 port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.
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lI-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2 and WAN3 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 and
WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, and WAN3 respectively. In
default, WAN2 is disabled. If you want to enable it, simply click the WAN2 link and select Yes
in the field of Enable.

WAN == General Setup

Load Balance Mode: | Auto Weight v IP Based v Advance
Index Enable Physical Active Mode Load Balance
Mode/Type
WAN1 v ADSL/- Always On v
WAN2 LAM Port 4
WAN3 ' usBe/- Failover W
Note:
When WAN2 is enabled, LAN P4 port will be used as WAN2.
OK Cancel

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

® |P Based - The same source / destination IP pair will
select the same WAN interface as policy. It is the
default setting.

®  Sesseion Based- All of the WAN interfaces will be used
(as out-going WAN) for passing through new sessions to
get better transmission speed. Though good speed test
result for throughput might be reached; however, some
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web site may not open smoothly, especially the site
need authentication, e.g., FTP.

® Advance - Load Balance for the traffic of STUN, google
STUN, and SIP are disabled in default to prevent from
conflict. The following dialog allows you to define
protocol, port and name for the traffic not to be
applied with load balance. That is, when an item is
enabled (checked), it might not be affected by load

balance.
@ Load Balance Advanced - Google Chrome [=[E] = ]
@ T==2 | 192.168.1.1/doc/Ibcadvance.htm

Disable Load Balance for following traffic:

Index Enable Protocol port comment{11 char max.)

i v UDP v 3473 STUN
2. ” UDP A 19302 Goeogle STUN
3. < TCP/UDP v 5060 SIP
4. TCP 80 HTTP
5. TCP 443 SSL
6. TCP/UDP 0
Te TCP/UDP 0
8. TCP/UDP 0

<< 18| 916 | 17-24 | 25-32 > > Next >

OK Clear All Close

If you have no strong demand about speed test result, keep
default settings as IP based.

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable Check the box to enable this WAN interface.
Uncheck the box to disable this WAN interface.

Physical Mode / Type Display the physical mode and physical type of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or
backup device.

Load Balance V means the function of load balance for this WAN interface
is enabled.

After finished the above settings, click OK to save the settings.

[1-1-1-1 WAN1 (ADSL/VDSL)

Vigor router will detect the physical line is connected by ADSL automatically. Therefore, this
page allows you to configure settings for ADSL at one time. That is, it is not necessary for you
to configure different profile settings for ADSL respectively.
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WAN == General Setup

WAN 1
Enable: Yes -
Display Name:
Physical Mode: ADSL
DSL Mode: Auto -
DSL Modem Code: Default -
Line Speed(Kbps):
DownLink 0
UpLink 0
Active Mode: Always On

VLAN Tag insertion

Customer (TPID 0x8100)

Service (TPID 0x8100)

ADSL

Disable ~

Tag value Priority
0 0
(0~4095) (0~7)

VDSL2

Disable ~

Tag value Priority
0 0
(0~4095) (0~7)

Disable ~

Tag value Priority
0 0
(0~4095) (0~7)

Note:
Customer and service tag are used for different network environments. Customer tag is required for most ISPs
while Service tag is required when ISP needs QinQ packets.

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Enter the description for such interface.

Physical Mode Display the physical mode of such interface.

DSL Mode Specify the physical mode (VDSL or ADSL) for such router
manually.

DSL Modem Code Choose the correct DSL modem code for ensuring the

network connection.

Default L

Annext TTEAOT_772801

Annexd_TT4307_771801
If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

Such feature is offered to the user with the environment
supporting IEEE_802.1ad. In which, service is used for outer
tag; customer is used for inner tag.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN1.

Tag value - Enter the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

VLAN Tag insertion
(ADSL/VDSL)
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| Disable - Disable the function of VLAN with tag.

11-1-1-2 WAN2 (Ethernet)
Ethernet is the Physical Mode for WAN2.

WAN == General Setup

WAN 2
Enable: Yes w
Display Name:
Physical Mode: Ethernet
Physical Type: Auto negotiation -
Line Speed(Kbps):
DownLink 0
UpLink i
Active Mode: Failover  +
@ WAN Failure
VLAN Tag insertion Enable -
Tag value Priority
i} 0
(0~4095) (0~7)
Note:

Customer and service tag are used for different network environments. Customer tag is required for most ISPs
while Service tag is required when ISP needs QinQ packets.

| 0K | | Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name

Enter the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN1/WAN2/WAN3 or
choose Auto negotiation for determined by the system.

Active Mode

Always On - Choose it to make the WAN connection being
activated always.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN1.

Tag value - Enter the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

Disable - Disable the function of VLAN with tag.

After finished the above settings, click OK to save the settings.
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1I-1-1-3 WAN3 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or
WAN4 interface.

WAN == General Setup

WAN 3
Enable: Yes
Display Name:
Physical Mode: USB

DownLink
UpLink
Active Mode:

Line Speed(Kbps):

o

0

Failover =

@ WAN Failure

I oK I I Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Enter the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Active Mode

Always On - Choose it to make the WAN connection being
activated always.

Failover - Choose it to make the WAN connection as a backup
connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

After finished the above settings, click OK to save the settings.
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11-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3) for Internet Access. Due to different Physical Mode for WAN interface,
the Access Mode for these connections also varies. Refer to the following figures.

WAHN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA ADSL [/ WDSLE FPPOE f PPPOA w| [Details Page ] [IPvG |
Mone
WIAME Ethernet IPv6
sme FPPPOE i PPFOA
YAN3 MP oA Static or Cynaric 1P

[DHCP Client Option |

And,

VAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAM 1 ADEL /WDSLE PPPOE [ PPF oA v | [Details Page | [IPv6 |

WANZ Ethernet Mone w

WANS PPPoE
Static or Dynamic IP

[DHCF Client ption | PPTRILZTP

And,
WAHN >> Internet Access

Internet Access

Index Display Mame Physical Mode Access Mode

YUAN 1 ADSL fVDSL2 PPFPOE / PPPOA v | [ Details Page | [IPvE
WANZ Ethernat Mone v
YUAN3 Maone v

DHCP Client Option

More
3GM4G USE Modem(PPP maode)
3G/4G USHE Modem(DHCP made)

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3 that entered in

general setup.

Physical Mode

It shows the physical connection for WAN1-~2 (Ethernet)
/WAN3 (3G/4G USB Modem) according to the real network
connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page

This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.
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Note that Details Page will be changed slightly based on
physical mode.

IPv6

This button will open different web page (based on Physical
Mode) to setup IPvé Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option

This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status

Options List
Enable Interface Option Type Data

Enable:
Al WANL WANZ  WAN3  WAN4 WANS  WANG
] O O ] O O

Interface

Option Number:

DataType: @ ASCH Character (EX: Option: 18, Data: /path)
O Hexadecimal Digit (Ex: Option: 18, Data: 2f70617468)
O address List (EX: Option: 44, Data:172.16.2,10,172,16.2.20,..)

Data:

[ add ] [ Update | [ Delete ] [ Reset |

Note:

1.0ption 12 is reserved. You cannot configure it here, but you can configure it in "Router Hame" field of "WaN >>
Internet Access »= Details Page",

2, Option 55 is reserved and configured with value 1, 3, 6, 15 and 212, also 33 and 121 for some models.

3. Configuring option 61 here will override the setting in "WaAN »»> Internet Access" page's DHCP Client Identifier field.

Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100

Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

DataType - Choose the type (ASCII or Hex) for the data to be
stored.

Data - Enter the content of the data to be processed by the
function of DHCP option.

Info If you choose to configure option 61 here, the detailed settings in WAN>>Internet
Access will be overwritten.
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[I-1-2-1 Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

WAN >> Internet Access

WAN 1
PPPoE | PPPoA MPoA [ Static or Dynamic IP IPvb
* Enable Disable PPPIMP Setup
PPP Authentication PAP or CHAP ¥
ADSL Modem Settings IP Assignment (IPCP) Static ® Dynamic
Multi-PVC channel Channel 1 v Fixed 1P Address
VPl 0 WAN IP Alias
VCI 33
Encapsulating Type LLC/ISNAP v Dial-Out Schedule
Protocol PPPoE v Index(1-15) in Schedule Setup:
Modulation Multimode v Nene T = [None v
== | None ¥ |== | None v

ISP Access Setup

Username Max: 63 characters PPPoE Pass-through

; 2

Password Max: 62 characters For Wired LAN

More Options | For Wireless LAN
WAN Connection Detection MAC Address

Mode PPP Detect ¥ ® Default MAC Address

Use the following MAC Address

MTU 00 ;1D [|AA ;|08 [F5 21

1452 (Max:1500) | Path MTU Discovery

Note:

1.If PPPOE Pass-through for Wired LANM is checked while protcol is PPPoA, the router will behave like a
modem which only serves the PPPoE client on the LAN.

2.VPN feature may be affected when the value of MTU is changed, please also check your value of
VPN mss by using "VPMN mss set" command.
We recommend to put the same decreased value on VPM mss. For example, reducing the MTU from
1500 -= 1400, then it will need to reduct 100 from mss value.

OK Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ADSL Modem Settings Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of WAN >> Multi-PVC/VLAN. Select
M-PVCs Channel means no selection will be chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation -Default setting is Multimode. Choose the one

Vigor2762 Series User’s Guide 59



60

that fits the requirement of your router.

Modulation Multimode A

T1.413

5. Lite

. 0OMT
ADSL2(G.992.3)
ADSL2 annex M
ADSL2+(G 992 5)
ADSLE+ annex W

Multirnode

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

Password - Type in the password provided by ISP in this field.
More Options - It shows optional settings for configuration.

® Service Name - Enter the description of the specific
network service.

® Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask
you to type another group of account and password
additionally.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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B E R ela o el h e —

@ T2 | 192.168.1.1/doc/pathmtu.htm

Path MTU to: | IPvd Host v

MTU size start from 1500 (1000~1500)

MTU reduce size by 3 (1~100)
Detect

Note: Path MTU discovery will reduce the MTU size for 3 times.

Accept Cancel

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

IP Assignment (IPCP)- Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
ISP before you want to use this function.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

WAN IP Alias - If you have multiple public IP addresses and

would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other

than the current one you are using.

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

PPPOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPoE session (different with the Host PC) to access

into Internet.

To have PPPoA Pass-through, please choose PPPoA protocol
and check the box(es) here. The router will behave like a
modem which only serves the PPPoE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.
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MAC Address Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC

address for your necessity.

Use the following MAC Address - Type in the MAC address
for the router manually.

[I-1-2-2 Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:
ADSL)

MPoA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow different
LANs to send packets to each other via an ATM backbone.

To use MPoA / Static or Dynamic IP as the accessing protocol of the Internet, select MPoA /
Static or Dynamic IP from the WAN>>Internet Access >>WAN1 page. The following web page
will appear.

WAN == Internet Access

WAN1
PPPoE | PPPoA MPoA ! Static or Dynamic IP IPv6
Enable ® Disable WAN Connection Detection
Mode ARP Detect v
ADSL Modem Settings
Multi-PVC channel Channel 2 v MTU
Encapsulation 1483 Bridged IP LLC v 1452 (Max:1500) | Path MTU Discovery
VPI 0
RIP Routing
VCI 58
Enable RIP
Maodulation Multimode v
Bridge Mode

IP Network Settings Enable Bridge Mode

Obtain an IP address automatically
More Options i
* Specify an IP address
IP Address
Subnet Mask
Gateway IP Address

Enable Full Bridge Mode
Bridge Subnet LAN 1 v

MAC Address
* Default MAC Address
Use the following MAC Address

WAN IP Alias 00 [1D |:|AA 508 [F5 |21

DNS Server IP Address
Primary Server 5.

o

[5=]
co
o=
AN

Secondary Server

Note:

1. VPN feature may be affected when the value of MTU is changed, please also check your value of VPN mss
by using "VPN mss set" command.
We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from 1500 -
= 1400, then it will need to reduct 100 from mss value.

2. Full Bridge Mode supports forwarding packets with VLAN tags.
3. Full Bridge Mode doesn't support wireless LAN.

OK Cancel

Available settings are explained as follows:

Item Description
Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
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adjusted in this page will be invalid.

ADSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
Select M-PVCs Channel means no selection will be chosen.

Encapsulation - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.

IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

More Options - It shows optional settings for configuration.

® Router Name - Type in the router name provided by
ISP.

® Domain Name - Type in the domain name that you have
assigned.

® DHCP Client Identifier for some ISP - Check the box to
specify username and password as the DHCP client
identifier for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify
some data.

@® |P Address - Type in the private IP address.
® Subnet Mask - Type in the subnet mask.

® Gateway IP Address - Type in gateway IP address.

WAN [P Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Enter the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.

DNS Server IP Address

Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect,Ping Detect, Always On or Strict
ARP Detect for the system to execute for WAN detection. If
you choose Ping Detect as the detection mode, you have to
type required settings for the following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
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gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.
® TTL (Time to Live) - Set TTL value of PING operation.
® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.
Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.
Click Detect to open the following dialog.
D) 192.168.1 1/doc/pathimto htm
Path MTU to: | [Pwd Host &
MTU size start from 1500 (1000~ 15007
MTU reduce size by = F1~100)
Mote: Path MTU discovery will reduce the MTU size for 3 times.
[ Accept ] [ Cancel ]
® Path MTU to - Enter the IP address as the specific
transmit path.
® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.
® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.
® Detect - Click it to detect a suitable MTU value
®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.
RIP Routing Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.
Bridge Mode Enable Bridge Mode - If the function is enabled, the router

will work as a bridge modem.

Enable Full Bridge Mode - If the function is enabled, the
router will work as a bridge modem which is able to forward
incoming packets with VLAN tags.

® Bridge Subnet - Make a bridge between the selected
LAN subnet and such WAN interface.

MAC Address

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

Use the following MAC Address - Type in the MAC address
for the router manually.
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After finishing all the settings here, please click OK to activate them.

[1-1-2-3 Details Page for PPPoE in Etherenet WAN

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WAN1 page. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPILZTP IPv6
Enable * Disable PPPIMP Setup
PPP Authentication PAP or CHAP v
ISP Access Setup Idle Timeout 180 second(s)

Username IP Assignment (IPCP) Static ® Dynamic
Password Fixed IP Address

More Options & WAN IP Alias

WAN Connection Detection Dial.Out Schedule

Mode PPP Detect ¥ Index(1-15) in Schedule Setup:
MTU None ¥ == | Mone v
1492 | (Max:1500) | Path MTU Discovery => [None Y|=>[None ¥
TTL

¥/ Change the TTL value

® Default MAC Address
Use the following MAC Address
00 |:1D [|AA |-08 [F5 [{22

OK Cancel

Note:

VPN feature may be affected when the value of MTU is changed, please also check your value of VPN
mss by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 -= 1400, then it will need to reduct 100 from mss value,

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.

The maximum length of the password you can set is 62
characters.

More Options - It shows optional settings for configuration.

® Service Name - Enter the description of the specific
network service.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.
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Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1 .1/ 00/ pathimtn bt

Path MTU tao: | [Pwd Host »

MTU size start from 1500 (1000~ 1500)
MTU reduce size by = r1~1007

Note: Path MTU discovery will reduce the MTU size for 3 times.

[ Arcept ] [ Cancel ]

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Assignment (IPCP) - Usually ISP dynamically assigns IP
address to you each time you connect to it and request. In
some case, your ISP provides service to always assign you the
same IP address whenever you request. In this case, you can
fill in this IP address in the Fixed IP field. Please contact your
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ISP before you want to use this function.

Fixed IP Address - Click Yes to use this function and type in
a fixed IP address in the box of Fixed IP Address.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 8 public IP addresses other
than the current one you are using. Enter the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

Dial-Out Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

® Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

® Disable - TTL value will not be reduced. Then, when a
packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Enter the MAC address for the
router manually.

After finishing all the settings here, please click OK to activate them.

Vigor2762 Series User’s Guide

67



[1-1-2-4 Details Page for Static or Dynamic IP in Etherenet WAN

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPv6
Enable ® Disahle Keep WAN Connection
Enable PING to keep alive
IP Network Settings PING to the IP
Obtain an IP address automatically . .
X PING Interval 0 minute(s)
More Options w4
# Specify an IP address ML

IF Address ¥/ Change the TTL value

Subnet Mask

Gateway IP Address RIP Routing
WAN IP Alias Enable RIP
MAC Address

DNS Server IP Address

) » Default MAC Address
Primary Server 3.8.8.8

Use the following MAC Address
Secondary Server 5844 oo 1D laa Hos s k22

WAN Connection Detection

Mode ARP Detect Ad
MTU
1500 Path MTU Discovery
OK Cancel
Note:

VPN feature may be affected when the value of MTU is changed, please also check your value of VPN
mss by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 - 1400, then it will need to reduct 100 from mss value.

Available settings are explained as follows:

Item Description

Enable / Disable Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

IP Network Settings This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

More Options - It shows optional settings for configuration.
® Router Name: Type in the router name provided by ISP.
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® Domain Name: Type in the domain name that you have
assigned.

® DHCP Client Identifier for some ISP: Check the box to
specify username and password as the DHCP client
identifier for some ISP.

® Username: Type a name as username. The maximum
length of the user name you can set is 63 characters.

® Password: Type a password. The maximum length of
the password you can set is 62 characters.

Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.

® |P Address: Enter the IP address.
® Subnet Mask: Enter the subnet mask.

® Gateway IP Address: Enter the gateway IP address.

WAN [P Alias - If you have multiple public IP addresses and

would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 8 public IP addresses other

than the current one you are using.

DNS Server IP Address Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

@ Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

Vigor2762 Series User’s Guide 69



i) 192.168.1 .1/ 00/ pathimtn bt

Path MTU tao: | [Pwd Host »

MTU size start from 1500 (1000~ 1500)
MTU reduce size by = r1~1007

Note: Path MTU discovery will reduce the MTU size for 3 times.

[ Arcept ] [ Cancel ]

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Keep WAN Connection Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.
PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

TTL Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

® Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

® Disable - TTL value will not be reduced. Then, when a
packet passes through Vigor router, it will not be
cancelled. That is, the client who sends out the packet
will not be blocked by ISP.

RIP Routing Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

MAC Address: Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

After finishing all the settings here, please click OK to activate them.
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[1-1-2-5 Details Page for PPTP/L2TP in Etherenet WAN

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPILZTP IPvG
Enable PPTP ) Enable L2TP @ Disable | PPP Setup
Server Address |Max 63 characters PPP Authentication PAP or CHAP v
Specify Gateway IP Address Idle Timeout 180 second(s)
Max- 63 characters IP Address Assignment Method (IPCP)
WAN IP Alias
ISP Access Setup Fixed IP: Yes '® No (Dynamic IP)
Username Max: 63 characters Fixed IP Address
Password WAN IP Network Settings
Schedule Profile: Obtain an IP address automatically
None ¥ == MNone v ® Specify an IP address
=> |None ¥ == | None v IP Address
Subnet Mask
MTU 1450 (Max:1460)
Path MTU Discovery Detect

OK Cancel

Note:

WPN feature may be affected when the value of MTU is changed, please also check your value of VPN
mss by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from
1500 -= 1400, then it will need to reduct 100 from mss value.

Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.

Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Schedule Profile- You can type in four sets of time schedule
for your request. All the schedules can be set previously in
Application >> Schedule web page and you can use the
number that you have set in that web page.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
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path.
Click Detect to open the following dialog.

i) 192.168.1.1/oc/pathmt hitm

Path MTU to: |IPv4 Host v

MTU size start from 1500 (1000~ 15007
MTU reduce size by 2 [1~1007

Mote: Path MTU discovery will reduce the MTU size for 3 times.

[ Arcept ] [ Cancel ]

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for

PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses and

Method(IPCP) would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 8 public IP addresses other

than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings | Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

® |P Address - Enter the IP address.
® Subnet Mask - Enter the subnet mask.

After finishing all the settings here, please click OK to activate them.
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11-1-2-6 Details Page for 3G/4G USB Modem (PPP mode) in USB WAN

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAN == Internet Access d

WAN 3
3G/4G USB Modem(PPP mode) 3G/4G USB Modem(DHCP mode) IPv6
Modem Support List

3G/MAG USB Modem(PPP mode) Enable '™ Disable
SIM PIM code

AT&FEOV1X18D28C1S0=0

Modem Initial Strin
g (Default: AT&FEOW1X1&D2&8C150=0)

APMN Mame Apply
Modem Initial String2 AT
Modem Dial String ATDT=99%

(Default:ATDT=992, CDMA:ATDT=777, TD-
SCDOMA:ATDT™98%1%)

Service Name (Optional)
PPP Username (Optional)
PPP Password (Optional)
PPP Authentication PAP or CHAP v
Schedule Profile:

None ¥ |=> | None ¥ |== | None ¥ |=> | None v

WAN Connection Detection
Mode PPP Detect v

OK Cancel Default

Available settings are explained as follows:

Item Description
Modem Support List It lists all of the modems supported by such router.
WAN >> Internet Access d
WAN 3
3G/4G USB Modem(PPP mode) 3G/4G USB Modem(DHCP mode) IPv6
Modem Support List
3G/4G USB Modem(PPP mode) Enable ® Disable

SIM PIN code

AT&FEOV1X18D28C150=0

Modem Initial Strin:
9 (Default:AT&FEOV1IX1&D2&C1S0=0)

APMN Name Apply
Modem Initial String2 AT
Modem Dial String ATDT=9%#

(Default:ATDT=992, COMA:ATDTE777, TD-
SCDMAATDT*98%1%)

Service Name (Optional)
PPP Username (Optional)
PPP Password (Optional)
PPP Authentication PAP or CHAP ¥
Schedule Profile:

None ¥ |=> | None ¥ |=> |None ¥ |=> | None

WAN Connection Detection
Mode PPP Detect v

OK Cancel Default

3G /4G USB Modem (PPP Click Enable for activating this function. If you click Disable,
mode) this function will be closed and all the settings that you
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adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Enter the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Enter the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Enter the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Schedule Profile

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-7 Details Page for 3G/4G USB Modem (DHCP mode) in USB WAN

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WAN3. The following web page will be shown.

WAN == Internet Access

WAN 3
3G/4G USB Modem(PPP mode)

o

3G/AG USB Modem(DHCP mode) IPv6
Modem Support List

Enable '® Disable

SIM PIN code
Network Mode
APN Mame

LTE hardware version ---

WAN Connection Detection

Schedule Profile:
None ¥ |=> | None v

=> |None ¥ [=> | None

MTU 1500
Path MTU Discovery

4GI3GI2G ¥ | (Default:4G/2G/2G)

Mode ARP Detect

(Default:1500)

Choose IP

Authentication PAP or CHAP v

Username (Optional)

Password (Optional)

v

Note:

1. Please note that in some case USB port connection will be terminated temporarily to activate the new

configuration.

2.VPN feature may be affected when the value of MTU is changed, please also check your value of VPN mss

by using "VPN mss set" command.

We recommend to put the same decreased value on VPN mss. For example, reducing the MTU from 1500 -
= 1400, then it will need to reduct 100 from mss value.

OK Cancel

Available settings are explained as follows:

Item

Modem Support List

Description
It lists all of the modems supported by such router.
] 192.168.1 1/doc/dhe pruptlsthim. +
3G/4G Modem Support ListDHCP mode) =

The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

Brand Model LTE Status
Alcatel Alcatel LBOD ] ¥
alcatel Alcatel w100 (] ¥
Alcatel Alcatel Waoo /] W
Alcatel Alcatel Y855 L) M
D-Link D_LINK DWM156 ¥
Huaw—m v
Huawei Huawei F3131 ¥
Huawei Huawei E3272 L) ¥
Huawei |Huawei E3276s /] ¥
Huawei |Huawei E3372 /] ¥ @

3G/4G USB Modem (DHCP

Click Enable for activating this function. If you click Disable,

mode) this function will be closed and all the settings that you
adjusted in this page will be invalid.
SIM PIN code Type PIN code of the SIM card that will be used to access

Internet.
The maximum length of the PIN code you can set is 19
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characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Enter the name and click Apply.

The maximum length of the name you can set is 47
characters.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect, Ping Detect or Strict ARP Detect

for the system to execute for WAN detection. If you choose

Ping Detect as the detection mode, you have to type

required settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

Schedule Profile

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

i) 192.168.1.1/oc/pathmty hitmn

Path MTU to: | IPwd Host »

MTU size start fraom 1500 1000~ 15007
MTU reduce size by = r1~1007%

Mote: Path MTU discovery will reduce the MTU size for 3 times.

[ Accept ] [ Cancel ]

® Path MTU to - Enter the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by - It determines the decreasing size
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of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

Authentication

Select PAP only or PAP or CHAP for PPP authentication.

Username - Enter the username for authentication
(optional).
Password - Enter the password for authentication (optional).

After finishing all the settings here, please click OK to activate them.

[1-1-2-8 Details Page for IPv6 — Offline in WAN1/WAN2/WAN3

When Offline is selected, the IPv6 connection will be disabled.
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[1-1-2-9 Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of
the generated prefix.

No need to type any other information for PPP mode.

WAN >> Internet Access d

WAN 1
PPPoE [ PPPoA MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type PPP

WAN Connection Detection
Mode Ping Detect ¥

Ping IP/Hostname
TTL({1-255,0:Auto) 0

RIPng Protocol
Enable

Note:
IPw4 WAN setting should be PPPoE | PPPoA client.

OK Cancel

Available settings are explained as follows:

Item

Description

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to

execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

@ TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

78
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Online Status

Physical Connection System Uptime: 0:2:32

1Pv4 IPvG

LAN Status
IP Address

2001:B010:7300:201: 210 AAFF FEAG: 2568/64 (Global)
FEBD::21D:AAFFIFEAG:2568/64 (Link)

X Packets RX Packets TX Bytes RX Bytes
L 4 690 328
WAN2 IPvi Status == Drop PPP
Enable Mode Up Time
Yes PPP 0:02:08
P Gateway IP

2001:B010:7300:201: 210 A8FF FEAG: 2564 128 (Globaly FEED::90:1400:242:4D52
FEBO:: 10:AMFF FEAG: 2564/128 (Link)

DNS IP

2001:B0O00:168::1
2001:B0O00:168::2

TX Packets BX Packets TX Bytes FX Bytes
7 =] 544 1126

1)

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is

available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK
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[1-1-2-10 Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPvé
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPvé IP address and an IPvé prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPvé6 the Internet.

WAN == Internet Access J

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type TSPC v

TSPC Configuration
Username Max: &

Password Max: 6

Tunnel Broker

WAN Connection Detection
Mode Ping Detect ¥

Ping IP/Hostname
TTL({1-255,0:Auto) ]

OK Cancel

Available settings are explained as follows:

Item Description

Username Enter the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Enter the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Enter the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
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| detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

[I-1-2-11 Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3

WAN == Internet Access

WAN 1
PPPoE | PPPoA

MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type

AICCU Configuration
Always On
Username

Password
Tunnel Broker
Tunnel ID
Subnet Prefix

Mode
Ping IP/Hostname

TTL({1-255,0:Auto)

Note:

AICCU v

Max: 6

Max: &

tic_sixxs.net

WAN Connection Detection

Ping Detect ¥

If "Always On" is not enabled, AICCU connection would only retry three times.

OK Cancel

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Enter the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Enter the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Tunnel Broker

It means a server of AICCU. The server can provide IPv6
tunnels to sites or end users over IPv4.

Enter the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID

One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Enter the ID offered by Tunnel Broker.
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Subnet Prefix Enter the subnet prefix address obtained from service

provider.
The maximum length of the prefix you can set is 128
characters.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[1-1-2-12 Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2

DHCPvé6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

WAN 1
PPPOE | PPPoA

S

MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type

DHCPv6 Client Configuration
IAID (Identity Association IDY)
DUID (DHCP Unique ID)
Authentication Protocol

WAN Connection Detection
Mode

Ping IP/Hostname
TTL(1-255,0:Auto)

RIPng Protocol
Enable

DHCPvE Client v

44178403
00030001001daa0afs21
MNone v

Ping Detect *

Bridge Mode

#| Enable Bridge Mode
Enable Firewall
Bridge Subnet

LAN1 ¥

OK Cancel

Available settings are explained as follows:

Item Description

IAID Type a number as IAID.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection. With NS Detect mode,
the system will check if network connection is established or
not, like IPv4 ARP Detect. Always On means no detection

will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

@ TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.
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Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-13 Details Page for IPv6 — Static IPv6 in in WAN1/WAN2

This type allows you to setup static IPv6 address for WAN interface.

WAN == Internet Access t‘

WAN 1
PPPoE ! PPPoA MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type Static IPvE v

Static IPv6 Address Configuration
IPv6 Address / Prefix Length

/ Add Update Delete

Current IPv6 Address Table

Index IPv6 Address/Prefix Length Scope

Static IPv6 Gateway configuration
IPvE Gateway Address

WAN Connection Detection
Maode NS Detect v

RIPng Protocol

Enable

Bridge Mode
# Enable Bridge Mode
Enable Firewall
Bridge Subnet LAN 1 ¥

oK Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address - Enter the IPv6 Static IP Address.
Configuration Prefix Length - Enter the fixed value for prefix length.

Add - Click it to add a new entry.
Update - Click it to modify an existed entry.
Delete - Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.
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WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect or NS Detect for
the system to execute for WAN detection. Always On means
no detection will be executed. The network connection will
be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol

RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[1-1-2-14 Details Page for IPv6 — 6in4 Static Tunnel in WAN1 / WAN2

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPvé network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN == Internet Access

WAN 1
PPPoE / PPPoA

o

MPoA | Static or Dynamic IP IPv6

Internet Access Mode
Connection Type

6ind Static Tunnel

6in4 IPva Address
LAN Routed Prefix
Tunnel TTL

Mode
Ping IP/Hostname
TTL(1-255,0:Auto)

Remote Endpoint IPv4 Address

WAN Connection Detection

6ind Static Tunnel ¥

/|64 (default:64)
/|64 (default:64)
255 (default:255)

Ping Detect ¥

OK Cancel

Available settings are explained as follows:

Item

Description

Remote Endpoint IPv4
Address

Enter the static IPv4 address for the remote server.

6in4 IPv6 Address

Enter the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix

Enter the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Enter the number for the data lifetime in tunnel.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

@ TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPvé6 connection based on 6in4 Static Tunnel mode.
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Online Status

Physical Connection
IPv4 IPvé

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6in4 Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =
FEB0::COA8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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[I-1-2-15 Details Page for IPv6 — 6rd in WAN1 / WAN2

This type allows you to setup 6rd for WAN interface.

WAN == Internet Access

6rd Settings
erd Mode Auto 6rd  '® Static 6rd

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length: H
&rd Prefix:
erd Prefix Length: H

WAN Connection Detection
Mode Ping Detect ¥

Ping IP/Hostname
TTL{1-255,0:Auto) 0

WAN 1
PPPoE | PPPoA MPoA | Static or Dynamic IP IPv6
Internet Access Mode
Connection Type brd

oK Cancel

Available settings are explained as follows:

Item

Description

6rd Mode

Auto 6rd - Retrieve 6rd prefix automatically from 6rd service

provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Enter the IPv4 addresses of the 6rd Border Relay for a given

6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across all

CE IPv4 addresses within a given 6rd domain.
It may be any value between 0 and 32.

6rd Prefix

Enter the 6rd IPv6 address.

6rd Prefix Length

Enter the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to

execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connecticn

System Uptime: Oday 0:9:15

IPv4 IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

4] 5 G 1354 18040
WAN1 IPv6 Status

Enable Mede Up Time

Yes 6rd 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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II-1-3 Multi-PVC/VLAN

Multi-PVC/VLAN lets you configure multiple permanent virtual circuits (PVCs) and ATM QoS
for channels using ADSL.

Channel 1 to 4 have the following fixed assignments and cannot be altered.
® Channel 1: ADSL on WANT1.

® Channel 2: Ethernet on WAN2.

® Channel 3: USB1 (WAN3).

Channels 4 through 10 can be bridged to one or more of the 3 LAN ports P2 through P4. In
addition, Channels 4 through 6 can be configured as virtual WANs (WAN4 through WAN6).

General

WAN => Multi-PYCVLAN

Multi-PYCALAN

General Advanced
Channel Enable WAN Type VPIVCl  VLAN Tag Port-based Bridge
1 Yes ADSL 0/33 MHone
2 Yes Ethernet{\wahz) Mane
4. WanN4 Mo aDSL 1/44 Mane Enahle p1l lpz p3 P4
5. WANS Mo ADSL 1/45 Maone Enable 1l P2 P33 P4
6. WANG Mo ADSL 1/46 Mane Enable 1l Pz pal P4
i Mo ADSL 1/47 Mone Enable = 'P1 P2 P3 P4
8. Mo ADSL 1/48 Mone Enahle | 'P1l |pz| P3| P4
9. Mo ADSL 1/49 Mone Enable | 'P1 P2 [P3 P4
10. Na ADSL 1/50 Maone Enable | P1l /P2 P3| P4
Note:

Channel 3 are reserved for USE WARN,

[ Dk ] [ Cancel

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.
Channels 4 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).
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To configure a PVC channel, click its channel number.

WAN links for Channel 4, 5 and 6 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 4, 5 or 6 to configure your router.

WAN == Multi-PVC/VLAN == Channel 5

Enable Channel 5:

Physical Members
P1 P2 P3

WAN Type : ADSL v

General Settings ATM QoS
VPI 1 QoS Type UBR
VCI 45 PCR ]
Protocol PPPoA v SCR 0
Encapsulation VCMUX v MBS 0

Add VLAN Header

VLAN Tag 0
Priority 0

Open Port-based Bridge Connection for this Channel

Open WAN Interface for this Channel

WAN Application: Management VoIP - IPTV

WAN Connection Detection

Mode ARP Detect v
PPPoE/PPPoA Client MPoA (RFC1483/2634)
ISP Access Setup Obtain an IP address automatically
ISP Name Router Name \igor =
Username Domain Name =
Password =: Required for some ISPs
PPP Authentication PAP or CHAP ¥ Specify an IP address

Always On IP Address

Idle Timeout second(s) Subnet Mask
IP Address From ISP Gateway IP Address
Fixed IP Yes Mo (Dynamic IP) DNS Server IP Address
Fixed IP Address Primary IP Address 8.8.88

Secondary IP Address 8.6.4.4
oK Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 4/5/6

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the Multi-PVC
application, only the Ethernet WAN type is available. The
user will be able to select the physical WAN interface the
channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Vigor2762 Series User’s Guide

91



92

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Enter the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

ATM Oo0S

Such function is available only when ADSL is selected as WAN
Type.

QoS Type - Select a proper QoS type for the channel.

Enter the values for PCR, SCR and MBS respectively.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.
WAN Application -

® Management - It can be specified for general
management (Web configuration/telnet/TR069). If you
choose Management, the configuration for this VLAN
will be effective for Web configuration/telnet/TR069.

® |IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

® VolIP- The VolIP configuration will allow the WAN
interface created here to send SIP registration packets
and other VolP management packets.

WAN Connection
Detection

Such function is available only when ADSL is selected as WAN
Type.

It allows you to verify whether network connection is alive or
not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Enter the interval for the system to
execute the PING operation.

® Ping Retry - Enter the number of times that the system is
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allowed to execute the PING operation before WAN
disconnection is judged.

PPPOE/PPPOA Client ISP Enter your allocated username, password and authentication
Access Setup parameters according to the information provided by your
ISP.

ISP Name - PPP Service Name. Enter if your ISP requires this
setting; otherwise leave blank.

Username - Name provided by the ISP for PPPoE/PPPoA
authentication. Maximum length is 62 characters.

Password - Password provided by the ISP for PPPoE/PPPoA
authentication. Maximum length is 62 characters.

PPP Authentication -The protocol used for PPP
authentication.

® PAP only- Only PAP (Password Authentication Protocol)
is used.

® PAP or CHAP- Both PAP and CHAP
(Challenge-Handshake Authentication Protocol) can be
used for PPP authentication. Router negotiates with the
PPTP or L2TP server to determine which protocol to

use.
Always On - If selected, the router will maintain the
PPPoE/PPPoA connection.

Idle Timeout - Maximum length of time, in seconds, of idling
allowed (no traffic) before the connection is dropped.

ISP Address from ISP - Specifies how the WAN IP address of
the channel configured.

® Fixed IP

Yes - IP address entered in the Fixed IP Address field
will be used as the IP address of the virtual WAN.

No - Virtual WAN IP address will be assigned by the ISP’s

PPPoE/PPPoA server.
MPoA Obtain an IP address automatically - Select this option if the
router is to receive IP configuration information from a DHCP
server.

® Router Name - Sets the value of DHCP Option 12, which
is used by some ISPs.

® Domain Name - Sets the value of DHCP Option 15,
which is used by some ISPs.

Specify an IP address - Select this option to manually enter
the IP address.

® |P Address - Type in the IP address.
® Subnet Mask - Type in the subnet mask.

@® Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.
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Click any index (7~10) to get the following web page:

WAN >> Multi-PVC/VLAN >> Channel 7

¥/ Enable Channel 7:
WAN Type : ADSL v
General Settings ATM QoS
VPI 1 QoS Type UBR v
VCI 47 PCR 0
Protocol PPPoA v SCR D
Encapsulation VCMUX v MBS 0
Add VLAN Header
VLAN Tag 0
Priority 0
Bridge mode
Enable
Physical Members
F1 P2 P3 P4
OK Cancel
Available settings are explained as follows:
Item Description

Enable Channel 7~10

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Enter the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

Bridge mode

Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.

94

Vigor2762 Series User’s Guide



Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN == Multi-PVC/VLAN

Multi-PVC/VLAN

o

General Advanced
ATM QoS

Channel QoS Type PCR SCR MBS PVC to PVC Binding
1. UBR ¥ D 0 0 Disable ¥
2. UBR v ] 0 0 Disable v
4. UBR ~ 0 0 0 Disable v
T UBR ~ 0 0 0 Disable v
&. UBR ~ 0 0 0 Disable ¥
o UBR ~ 0 0 0 Disable ¥
a. UBR ~ 0 0 0 Disable v
o UBR r 0 0 0 Disable v
10. UBR r 0 0 0 Disable v

Note:

1.If the parameters in the ATM QoS settings are set to zero, then their default settings will be used.
Also, PCR{max)=ADSL Up Speed /53/8.

2. Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The
PVC Binding configuration is only supported for channels using ADSL, please make sure the channel
that you are binding to is using ADSL as its WAN type. The binding will work only under PPPoE and

MPoA 1483 Bridge mode.

3. Channel 3 are reserved for USB WAN.

OK Cancel

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is

10 to 50.

PVC to PVC Binding

It allows the enabled PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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lI-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

[I-1-4-1 General Setup

WAN >= WAN Budget d
General Setup Status
Index Enable Quota When quota exceeded Time cycle Duration
WAN1 OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN2 OMB/OMB 0/00/00 00:00~0/00/00 00:00
WAN3 OME/OMB 0/00/00 00:00~0/00/00 00:00
Note:

1. The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. When hardware acceleration function is used, the monitored WAN traffic of Ethernet WAN interfaces may be
slightly inaccurate.

OK Cancel

Click WAN1/WAN2/WAN3 link to open the following web page.
WAN == WAN Budget

WAN 1

Enable
Criterion and Action

Quota Limit: ] MB ¥

When quota exceeded : Shutdown WAN interface
Using Motification Object | ---——-- ¥
Set Mail Alert or SMS message.

Monthly Custom

Select the day of a month when your (cellular) data resets.
Data quota resets on day |1 ¥ at | 00:00 v

Note:
1. Please make sure the Time and Date of the router is configured.
2. SMS message and mail will be sent when the usage reaches 95% and 100% of quota.

OK Cancel

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Enter the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

@® Using Notification Object - The system will send out a
notification based on the content of the notification
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object.

® Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running
out.

Monthly

Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthly Custom

Select the day of a month when your (cellular) data resets.
Data quota resets on day |1 ¥ | at |00:00

Data quota resets on day ... - You can determine the starting
day in one month.

Custom

This setting allows the user to define the billing cycle
according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthly Custom

* Use Cycle in hours
Use Cycle in days
Usage counter resets at the beginning of each cycle.
Cycle duration : |1 ¥ |days and |0 ¥ | hours

Today is day |1 ¥ |in the cycle.

® Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

® Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -
Monthly Custom

Use Cycle in hours
® Use Cycle in days
Usage counter resets at the beginning of each cycle.
Cycle duration : |1 ¥ | days.
Today is day |1 ¥ |in the cycle and data quota resets at | 00:00 v

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Today is day - Specify the day and time for data quota
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rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the

third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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[I-1-4-2 Status
The status page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget

General Setup Status
Refresh Minis) |1 | Refresh |

Duration: [2014/07i19 11:00~2014/08/07 11:00 |

Interface: Wan2

1000MB

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Send Mail Alert to
Administrator is selected. Or, the system will send out SMS message to the administrator if

Send SMS messages to Administrator is selected.

WAN >>WAN Budget

General Setup Status
Refresh Minis) |1 | Refresh |

Interface: WaN2 Duration: [2014/07618 11:00~201408/07 11:00 |

2500MB
SMB
250%
[
0
1000MB
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Application Notes

A-1 How to assign an IPv6 address to LAN clients?

This document introduces how to set up Vigor Router for the LAN clients to obtain an IPvé
address from it.

1. Make sure there is a WAN interface that has IPv6 access available. (See How to configure
IPv6 on WAN interface?)

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WARN1 Fiber [ --- Disconnected 00-1D-AA-B3-85-B% 00:00:00
WAN2 Ethernet / PPPoE 118, 0020 0220220 | 00-1D-AA-B3-85-BA 2:56:04
WAN3 USB / --- Disconnected 00-1D-AA-B3-85-BB 00:00:00
IPv6 Internet Access
Mode Address Scope Up Time
2401 SesEwSEnn . 2128 Global ey
WAN2 | AICCU FES0::EB00:100:70:2/128 Link ;20108

2. Go to LAN >> General Setup, and click on "IPvé" for the LAN subnet to enter IPv6 setting
page.

LAN >> General Setup

General Setup

Index Enable DHCP IP Address

LAN 1 v v 192.168.1.1 | Details Page | | IPv§ |

LAN 2 a 192.168.2.1 | Details Page | | 1Pl
IP Routed Subnet (] v 192.168.0.1 Details Page

DHCP Server Option

Note:
Please enable LAM 2 on LAN >> VLAN page before configure them.

[/ Force router to use "DNS server IP address" settings specified in |LANT ¥
Inter-LAN Routing

Subnet LAN 1 LAN 2

LAN 1 v

LAN 2 v
oK
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3. In IPv6 Setup page, set WAN Primary Interface to the WAN interface that has IPvé6
service available, enable DHCPv6 Server, and click OK to apply.

LAN == General Sctup

LAN 1 Ethernet TCP J IP and DHCP Setup

| | Enable IPvE|
: : terfacg  WANT »

Static IPuR Address
IPvS Address

LAN 1 IPv6 Setup

/ Prefix Length

! Acd Delete
Unigue Local Address{ULA) configuration
Off v /A4
Current IPvs Address Table
ITndex IPvE Bddress/Prefiz Length Svope
1 FE80::21D:RRAFF:FEO8:F520/64 Link

DNS Server IPv6 Address Dzploy when WANis up
Primary DNS Server 2001:4860:4860::88558
Secondary DNS Server 2001:4860:4860:: 5844

Management SLAAC(stateless) *

Other Option(0-bit)

Pt R ey s T
CrreT yo o Jeryer

® Enable Server Dlsable server
IPvE Address Random Allocation

¢ Auto IPv6 range

Start IPv6 Address

End IPvE Address

Advance setting  Edit

Advance setting Edit

oK

4. With the above configuration, LAN clients will be able to obtain an IPvé address and an

IPv6 Gateway from Vigor Router. For Windows PC, we may check this by command
"ipconfig”.
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C:\Documents and Settim rripconfig

Windows IF Comfiguration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix
IF fAddre
Subnet Has
IP hAddre

IP Address

IF fAddress.
Default Gatﬁwﬁy

C:Z\WINDOMWS ng ipuv6.google.com

Pinging ipu6.l.google.com [2404%:6800:4008:c81::71] with 32 bytes of data:

Reply
Reply
Reply
Reply

Ping statistics for 240Y4:68500:4088:c81::71:
Packets: Sent = 4, Receiwed = 4, Lost
Approximate round trip times in milli
Minimum = 172ms, Maximum = 326ms, Average
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A-2 How to configure IPv6 on WAN interface?

This document is going to demonstrate how to implement an IPv6 address on Vigor Router's

WAN.
1. Before configuring IPv6é on WAN, please make sure the router is connected to the IPv4
Internet.
Online Status
Physical Connection Systern Uptime: Oday 0:3:25
IPyd IPvi

|LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.86.1 643 793

WAN 1 Status == Dial PPPos&
Enable Line Name Mode Up Time
Yes ADSL PPPoA Q0:00:00
[ GW IP TX Packets TX Rate(Bps) RXPackets RX Rate{Bps)
- == d 0 Q ]

WAN 2 Status == Drop PPPoE
Emable Lime Marme Mode Up Time
Yes Ethermnet FPPoE 0:03:20
P GWIF TX Packets TX Rate(Bps) RXPackets RX Rate|Bps)
118 L0, LU L5 Dk W, b 0 79 3 81 9

AAFA KD T C@mdem

2. Go to WAN >> Internet Access, click on IPv6 of the WAN interface that you would like to
configure an IPv6 address.

WAN == Internet Access

Internet Access
Index Display HName Physical Mode Access Mode
WAN1 ADSL f VDSL2 PPPoE | FPPoA r Dretadls Fage | | IPvE
WiN2 Ethernet PPPoE v [ Detals Page
WAaNT 1SR Mone T Metaida Pans || IPul

Qq,

3. Select a Connection Type from the drop-down list, enter the required parameters. Then
click OK and reboot the router to apply the settings.

WAN == Internet Access 0
VAN 2
PPPoE Static or Dynamic [P PPTRILZTP IPvE
Internet Access Mode
Connection Typs Offarse i -
FEF
TSPC
AICCU
DHCPE Chent
OK || static IPv6
Gind Static Tunmnel
Brd
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4. After accomplishing the configurations, Network Administrator may check the status from
the IPv6 tab on Online Status >> Physical Connection page.

Online Status
Physical Connection £y Uptime: Oday 0:57:49
1Pwd 1Pvé
LAN Status
1 Address

2406 a7 LG 17123 (Global)
FESQ: : TL O AT MO L= TR0 64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1277 3060 182180 450067
WANT IPv6 Swius

Enable Mode Up Time

NG Offline

P Gateway |P
WANZ IPv6 Swatus

Enable Mode Up Time

Yes Static IPvE 0:57:43

P Gateway [P

2406:1EI 1 1re11/123 (Global) 2406: ATl 15 G-

2406 ME00 T Sl 123 (Global)

FESQ: I Sl TTE 14302064 (Link)

TX Packets RX Packets TX Bytes RX Bytes
120 2612 445044 224316

5. Furthermore, Network Administrator may test the connectivity of IPv6 from the router by
going to Diagnostics >> Ping Diagnosis and selecting "IPv6".

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
piivg through, please select "Unspecifiad”.

Pirg through: | Unspecfied «
Pirng IPvE Address:

Run

Result | Clear |
Pinging ipvé.google.com with 64 bytes of Data:
Receiwe?%?s?'msﬂﬁ:dm:(ﬂd::ﬁﬁ, time==100ms

Receive reply from 2484:6800:4008:004::66, time==dddms

Receive reply from 2404:6800:4008:004: 66, time==400ms

Receive reply from 2404:6800:4008:004;::66, time==J400ms

Receive reply from 2404 :6889:4008:0084::66, time==J38ms
Packets: Sent = 5, Received = 5, Lost = B (X loss)

Below we will provide some examples of configuring IPvé with different connection types.
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PPP (Point-to-Point Protocol)

This applies if the IPv4 access mode is PPPoE, and the IPv4 ISP also provides an IPvé address.
To use IPv6 PPP, you just need to choose the Connection Type to "PPP", no other setting is
required.

WAN == Internet Access 3

WWAN 2

PPPoE Static or Dynamic IP PPTPL2TP IPvG
Internet Access Mode
Connection Type FFPP w

WhaAN Connection Detection
Mode Algeays On W

RIPng Protocol
[JEnable

Hote:
[Py Wak setting should be PPPoE f PPPod client.

[ ok ] [ cancel |

TSPC (Tunnel Setup Protocol Client)

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel set up by Tunnel Setup Protocol (TSP). To use TSPC, you'll need to sign up for a
tunnel broker service and get a username and password first, then, configure the router as
follows:

1.  Set Connection Type to TSPC.
2.  Enter the Username and Password registered at the TSP server.

3.  Enter the IP or Domain Name of the TSPC server for Tunnel Broker.

WAN =>> Internet Access 3

WAN 2
PPPoE Static or lynamic IP PPTPAL2TP IPvi
Internet Access Mode

Connection Type TSPC w

TSPC Configuration
Llsername e
Password — [eesesesees

Tunnel Broker hroker aaretnet.au

WAN Connection Detection
Mode Always On [ »

[ ok | [ cancel |

Vigor2762 Series User’s Guide 105



106

Static IPv6

If your ISP provides a static IPv6 address for you, you may configure that IPv6 address for WAN
by doing the following steps:

1.
2.

Set Connection Type to Static IPvé6.
Enter the IPv6 address and Prefix Length which provided by the ISP, and click Add.

WAN > Internet Access

e
WAN 2
PPPoE Static or Dynamic IP PPTPILZTP ; IPvE
Internet Access Mode
Connection Type Static IPvG r
Statie IPvE Address Configuratien
1Pv6 Address / Prefix Length
[240624z201 3ea3 /2 | 4dd || Delete
Current IPvE Address Table
Indaw IPvE Addrass/Prafix Langth Soops
1 FESD: : 6FFB: CE3DSL2E Li

You should see the IPv6 address in Current IPv6 Address Table. Then, specify the IP
address of IPv6 Gateway.

WAN == Internet Access

o

YWAN 2
PPPoE Statle or Dynamic IP PPTRILZTP IPvi

Internet Access Made

Connection Type Stabc IPvG v

Static |PvE Address Configuration
1PvE Address [/ Prefix Length

! Add Delete

Current IPvE Address Table
Index IBvE Add =/ Brafi Soope
1 Flokbal |

Static IPvE Gateway configuration
1Pvé Gateway Address
l D406 L0 1ILA

WaAN Connection Detection
Maode Alvays On =
 Bridge Mode il
Enable Bridge Mode
Bridge Subnet LANT~
OK Cancel
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6in4 Static Tunnel

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel configured manually. To use 6in4 Static Tunnel, you need sign up for a tunnel broker
service and get an IPv6 address and routed IPv6 prefixes first. Then, configure the router as

follows:

1.  Set Connection Type to 6in4 Static Tunnel.

Enter the tunnel server's IPv4 address in Remote Endpoint IPv4 Address.

2
3.  Enter the router's IPv6 address in 6in4 IPvé6 Address.
4

Enter the routed IPvé6 prefix in LAN Routed Prefix.

WAMN >> Internet Access

VAN 2

PPPoE Static or Dynamic IP

PPTPL2TP

Internet Access Mode
Connection Type

Gind Static Tunnel |+

iind Static Tunnel
Remote Endpoint IPv4 &ddress 2183 LN
Ging IPvE Address 20014 11X 1148362 ! |64
LAN Routed Prefix 2001420 14 836 /B4
Tunnel TTL 255 (default;255)

WaAN Connection Detection
Mode Abweays On

[ ok ] [ cancel |
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lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

=

Public IP Address

Private Subnet
Router |IP Address: 192.168.1.1

=

2 et

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

|

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.

=

Public IP Address:
220.135.240.207 sl

Private Subnet
Router IP Address: 192.168.1.1 Public Subnet

192.168.1.22  192.168.1.11 220.135.240.210 220.135.240.209
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

192.168.1.11  192.168.1.10 192.168.1.13 192.168.1.12
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Web User Interface
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[I-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN2). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.

LAN == General Setup

General Setup

Index Enable DHCP IP Address

LAN 1 \' vV 192.168.1.1 Details Page IPv6

LAN 2 152.168.2.1 Details Page IPv6
IP Routed Subnet v 192.168.0.1 Details Page

DHCP Server Option

Note:
Please enable LAN 2 on LAN >> VL AN page before configure them.

Force router to use "DNS server IP address" settings specified in |[LANT 7
Inter-LAN Routing

Subnet LAN 1 LAN 2
LAN 1 L4
LAN 2

OK

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Enable- Basically, LAN1 status is enabled in default. LAN2
and IP Routed Subnet can be observed by checking the box of
Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
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information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Option

DHCP packets can be processed by adding option number and
data information when such function is enabled. Refer to
11-2-1-5 DHCP Server Option.

Force router to use DNS
server IP address .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2 instead of DNS servers given by the Internet
Access server (PPPoE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPvé Setup. Click the tab for each type and refer to the following explanations for

detailed information.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPvb6 Setup

Network Configuration
For NAT Usage

IP Address 19216811 Agent
Subnet Mask JEE 2ERIEED /24 v Start IP Address 192 168.1.10
IP Pool Counts 200 (max. 253)
RIP Protocol Control Disable ¥ Gateway IP Address [192.168.1.1
Lease Time 56400 (s)

DHCP Server Configuration
Disable '® Enable Server Enable Relay

¥ Clear DHCP lease for inactive clients
periodically

DNS Server IP Address
Primary IP Address

Secondary IP Address

OK

Available settings are explained as follows:

Item

Description

Network Configuration

For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - Enter a value of the IP address pool
for the DHCP server to start with when issuing IP
addresses. If the 1st IP address of your router is
192.168.1.1, the starting IP address must be
192.168.1.2 or greater, but smaller than 192.168.1.254.
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® |P Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

® Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as
same as the 1st IP address of the router, which means
the router is the default gateway.

® | ease Time - Enter the time to determine how long the
IP address assigned by DHCP server can be used.

® Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from
the LAN DHCP server, the server will give out an IP to
this client for a certain amount of time (e.g., 1 day).
However, even if this client only uses the IP for say 5
minutes, the server still "reserves” 1 day for that client.
Because a DHCP server only has a limited number of IPs
to lease to its DHCP clients, soon enough all the IPs will
be used out and then no one will be able to get any IPs
from this server anymore. Therefore, this feature is
used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for
him).

Enable Relay Agent -Specify which subnet that DHCP server

is located the relay agent should redirect the DHCP request

to.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPvd IPv6

LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
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Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-2 Details Page for LAN2

LAN == General Setup

LAN 2 Ethernet TCP [ IP and DHCP Setup LAN 2 IPvG Setup
Network Configuration DHCP Server Configuration
Enable '® Disable Disable '® Enable Server Enable Relay

® For NAT Usage For Routing Usage Agent

1P Address 199 16821 Start [P Address 192.168.2.10

Subnet Mask JECJEE 2G5 (/24 ¥ IF Pool Counts 100 (max. 253)

Gateway IP Address 192.168.2.1
259200

Lease Time

(s)
¥ Clear DHCP lease for inactive clients
periodically.

DNS Server IP Address
Primary IP Address

Secondary IP Address

OK

Available settings are explained as follows:

Item Description

Network Configuration Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent - If you want to use another DHCP server
in the network other than the Vigor Router’s, you can let
Relay Agent help you to redirect the DHCP request to the
specified location.

DHCP Server IP Address - It is available when Enable Relay
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Agent is checked. Set the IP address of the DHCP server you
are going to use so the Relay Agent can help to forward the
DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves” 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
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| connection.

When you finish the configuration, please click OK to save and exit this page.

[1-2-1-3 Details Page for IP Routed Subnet

LAN => General Setup

TCPIIP and DHCP Setup for IP Routed Subnet

Network Configuration
Enable ® Disable
For Routing Usage

IP Address 192 168.01

Subnet Mask 255 2552550/24 v

RIP Protocol Control Disable v

DHCP Server Configuration
Start IP Address

IP Pool Counts
Lease Time

Use LAN Port
¥ Use MAC Address

Index

MAC Address :

Add Delete

i
259200
4 p1

Matched MAC Address

Edit

(max. 32)
(s)
4 p2

given IP Address

Cancel

OK
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Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1. Please check the box of P1.

Use MAC Address - Check such box to specify MAC address.
MAC Address - Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2™ DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2™ subnet won’t get an IP address belonging to 1
subnet.

Add - Enter the MAC address in the boxes and click this
button to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-4 Details Page for LAN1~ LAN2 — IPv6 Setup

There are two configuration pages for each LAN port, Ethernet TCP/IP and DHCP Setup (based
on IPv4) and IPvé Setup. Click the tab for each type and refer to the following explanations
for detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP [ IP and DHCP Setup LAN 1 IPvG Setup

¥ Enable IPv&
WAN Primary Interface WAN1T »

Static IPv6 Address
IPv5 Address { Prefix Length

! Add Delete

Unigque Local Address{ULA) configuration
Off L [ 64

Current IPv6 Address Table

Index IPvE hddress/F
1 FEE

1 FE80::21D:AFR

B:F520/64 Link

DNS Server IPve Address Deploy when WAN is up *
Primary DNS Server 2001:4860:4860:-8888
Secondary DNS Server 2001:4860:4860:-6844

Management SLAAC (stateless) =
Other Option{Q-bit)

DHCPv6 Server
* Enable Server Cisable Server
IPvE Address Random Allocation
¥ Auto IPvE range
Start IPv6 Address
End IPvE Address

Advance setting Edit

Advance setting Edit

OK

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

Item Description
Enable IPv6 Check the box to enable the configuration of LAN 1 IPv6
Setup.
WAN Primary Interface Use the drop down list to specify a WAN interface for IPv6.
Static IPv6 Address IPv6 Address -Type static IPv6 address for LAN.
Prefix Length - Enter the fixed value for prefix length.
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Add - Click it to add a new entry.
Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.

Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Enter the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPvé address for
DNS server if required.

Disable - DNS server will not be used.

Management

Host under LAN can be assigned IP address from Vigor router
via the following method.

® Off - No IP address is assigned.

® SLAAC(stateless) - The IP address (with Prefix) of the
host shall be formed according to RA transmitted by Vigor
router.

® DHCPv6(stateful) - The IP address of the host shall be
assigned after communicating with DHCPv6 server for
answering the request of client.

Other Option (O-bit) - Check this box to enable the O-bit for

obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server
Configuration

Disable Server -Click it to disable DHCPv6 server.

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

IPv6 Address Random Allocation - Check it to assign the
DHCPv6 IP address randomly to prevent the attacks from the
IPv6 reconnaissance techniques.

Auto IPv6 range - IPvé address(es) will be assigned by
DHCPvé6 server automatically.

Start IPv6 Address / End IPv6 Address -Enter the start and
end address for IPv6 server.

Advance setting - Click the Edit button to configure
advanced IPvé settings for DHCPvé server.

Advance setting

More options are offered under the Advance setting. Click
Edit to open the pop-up window.
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€ 192168 1.1/doc/enetedit htm - Google Chrome =] % |
® T2 | 182168.1.1/doc/enetedithtm 7]

Router Advertisement Configuration

# Enable Disable

Hop Limit 64
Min Interval Time({sac) 200
Max Interval Time(sec) 600
3 i PR .
Default Lifetime(sec) CI1;D0 (High Availability secondary is
Default Preference Medium ¥
MTU #| Auto
0
RIPng Protocol
“ Enable
Extension WAN
Available WAN Selected WAN

WAN2
WWAN3

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPvé is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2762 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.
RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANs available but not currently
selected to carry IPvé traffic.

Selected WAN - Additional WANs selected to carry IPvé
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPvé Setup page or else

changes made on the Advance setting page will not be saved.
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[I-2-1-5 DHCP Server Option

DHCP Server Option can be configured by clicking the DHCP Server Option button on the LAN

>>General Setup screen.

LAN == General Setup

DHCP Server Customized Status

Customized List

Enable Interface Cption

Enable:
All LAN1 LANZ2 IP Routed Subnet

Interface:
v

Mext Server [P Address/SIAddr :

Data

Option Mumber:

Data: |Max: 127 characters

DataType: ® ASCII Character (EX :Option:18, Data:/path)
Hexadecimal Digit (EX: Option:18, Data:2f70617468)
Address List (EX :Option:44, Data:172.16.2.10,172.16.2.20...)

Add Update Delete Reset

Note:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet".
2. Configuring option 3 here will overwrite the setting in "LAN > > General Setup" Details Page's "Gateway IP

Address" field.

3. Cenfiguring option 15 here will overwrite the setting in "WAN = > Internet Access >> Static or Dynamic IP"

Detail Page's "Domain Name" field.

OK

Available settings are explained as follows:

Item

Description

Customized List

Shows all the DHCP options that have been configured in the
system.

Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.
Interface LAN interface(s) to which this entry is applicable.

Next Server IP
Address/SIAddr

Overrides the DHCP Next Server IP address (DHCP Option 66)
supplied by the DHCP server.

Option Number

DHCP option number (e.g., 100).

DataType Type of data in the Data field:
ASCII Character - A text string. Example: /path.
Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.
Address List - One or more IPv4 addresses, delimited by
commas.

Data Data of this DHCP option.
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To add a DHCP option entry from scratch, clear the data entry fields (Enable, Interface,
Option Number, DataType and Data) by clicking Reset. After filling in the values, click Add
to create the new entry.

To add a DHCP option entry modeled after an existing entry, click the model entry in
Customized List. The data entry fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click Add to create it.

To modify an existing DHCP option entry, click on it in Customized List. The data entry fields
will be populated with the current values from the entry. After making all necessary changes,
click Update to save the changes.

To delete a DHCP option entry, click on it in Customized List, and then click Delete.
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lI-2-2 VLAN

Vigor router provides extremely high-speed connectivity for the highest speed local data
transfer of any server or local PCs. On the Wireless-equipped models (e.g., Vigor2762n), each
of the wireless SSIDs can also be grouped within one of the VLANs.

Tagged VLAN

The tagged VLANs (802.1q) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P3) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2762Vac:

LAN == VLAN Configuration J

VLAN Configuration

¥ Enable
LAN Wireless LAN Wireless LAN 5G VLAN Tag
P1 P2 P3 SSID1 $5ID2 SSID3 $SID4 SSID1 SSID2 $SID3 SSID4 Subnet  Enable  VID  Priority
VLAND # # & & 4 7 LAM1 ¥ 0 or
VLANT [ & ¢ LAN2 v 0 0
VLANZ LAN1 ¥ 0 o
VLAN3 LAN 1 7 0 0
VLAN4 LAN1 v 0 o
VLANS LAN 1 v 0 0
VLANG LAN 1 ¥ 0 RS
VLANT7 LAN 1 v 0 07
OK Clear Cancel
Info Settings in this page only applied to LAN port but not WAN port.
Available settings are explained as follows:
Item Description
Enable Click it to enable VLAN configuration.
LAN P1 - P3 - Check the LAN port(s) to group them under the
selected VLAN.
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Wireless LAN SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Wireless LAN 5G SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

It is available for “ac” model only.

Subnet Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LAN1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by LAN.

VID - Enter the value as the VLAN ID number. The range is
form 0 to 4095.

Priority - Enter the packet priority number for such VLAN.
The range is from 0 to 7.

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

Inter-LAN Routing

The Vigor router supports up to 15 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

® all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to
one another if
- they belong to the same VLAN, or
- they belong to different VLANs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

[IForce router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAMN 2
LaM 1
LAMN 2

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each
other.
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Vigor2762 Series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1. All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LANT).

2.  All the wireless network clients are categorized to group VLAN1 in subnet
192.168.2.0/24 (LAN2).

3.  Open LAN>>VLAN Configuration. Check the boxes according to the statement in step 1
and Step 2.

LAN == VLAN Configuration d

VLAN Configuration

¥ Enable
LAN Wireless LAN Wireless LAN 5G VLAN Tag
P1 P2 P3 5SID1 SSID2 SSID3 SSID4 S5ID1 SSID2 SSID3 SSID4  Subnet Enable  VID Priority
VLAND ¥ ¥ & ¥ v s LAN 1 ¥ 0 0
VLAN1 v v LAN 2 ¥ 0 [
VLANZ LAM 1 ¥ 0 [T
VLAN3 LAN 1 ¥ 0 [
VLAN4 LAN1 ¥ 0 [
VLANS LAN1 v 0 [
VLANG LAN 1 v 0 [
VLAN7 LAN1 ¥ 0 [
OK Clear Cancel
4.  Click OK.

Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.

[IFarce router to use "DNS server IP address" settings specified in

Inter-LAN Routing

Subnet LAN 1 LAN 2
LaM 1
LAN 2 O

Note:
LAMZ isavailable when WLaN is enabled.

Vigor router supports up to two private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.
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II-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. When this function is enabled, all the assigned IP and MAC address binding together

cannot be changed. If you modified the binding IP or MAC address, it might cause you not
access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC

Enable '® Disable
Strict Bind

Apply Strict Bind to Subnet Edit

ARP Table Select All | Sort | Refresh | Add/Update to IP Bind List
IP Rddress Mac Rddress HOST ID 1P Address

1%2.168.1.5

192.168.1.10 Mac Address

Comment Max: 12 characters

Add Update Delete

IP Bind List  Limit: 300 entries )

Index IP Address Mac Address

Select All | Sort |

Host ID Comment

Backup IP Bind List : | Backup Upload From File: | S4B E FBEEFREE Restore
Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.
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Strict Bind

Click this radio button to block the connection of the IP/MAC
which is not listed in IP Bind List.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

L] 192168 1 Lioedansrbedt him ¥+

Apply Strict Bind to Subnet:

Subnet IP Address

[0 Lan1 192.168.1.1

[0 Lanz 192,168.2.1

[ IP Routed Subnet 192.168.0.1
[ ok ] [ clse |

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add or Update

IP Address - Enter the IP address that will be used for the
specified MAC address.

Mac Address - Enter the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for the entry.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

IP Bind List It displays a list for the IP bind to MAC information.

Backup Store the configuration for Bind IP to MAC as a file.

Restore Restore the previously stored configuration file and apply to

such page.

1)

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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1-2-4 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without
other detecting equipments to be set up. Second, it may be able to view traffic on one or
more ports within a VLAN at the same time. Third, it can transfer all data traffics to be
mirrored to one analyzer connecting to the mirroring port. Last, it is more convenient and
easy to configure in user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror
Port Mirror:
CEnable @ Dpisable

Portl Port2 Port3 WAN2 WaMN1
Mirror Port

Mirrored Tx Port
Mirrored Rx Port

Note:
The mirrored WAN1 is a software mirror, it will lead to a substantial decline in performance.

Available settings are explained as follows:

Item Description

Port Mirror Check Enable to activate this function. Or, check Disable to
close this function.

Mirror Port Select a port to view traffic sent from mirrored ports.

Mirrored Tx Port Select which ports are necessary to be mirrored for

transmitting the packets.

Mirrored Rx Port Select which ports are necessary to be mirrored for receiving
the packets.

After finishing all the settings here, please click OK to save the configuration.
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11-2-5 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for the
device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The RADIUS
Server settings must be configured before enabling 802.1x because the EAP (Extensible
Authentication Protocol) Authenticator relies on the RADIUS Server in its authentication
process. Each LAN port with Wired 802.1x configured will only forward 802.1x packets and
block all other packets until the authentication has successfully completed.

LAN >> Wired 802.1X

Wired 802.1X
LAN 802.1X:

Enable
802.1X ports:
P1 P2 P3

Note:

802.1X enabled LAN ports only support a single attached device using EAPOL authentication. To
authenticate multiple devices through a LAN port you need an 802.1X-capable switch. Then configure
802.1X on the attached switch instead.

oK
Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
802.1x ports After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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[1-3 Hardware Acceleration

Hardware Acceleration is also called PPA in DrayTek for it is based on Protocol Processing
Engine (PPE) of Infineon. It can only support 128 sessions for network traffic (IN & OUT) with
implementing three kinds of modes - Disable, Auto and Manual.

o

Info Such feature is only supported by certain firmware version.

11-3-1 Setup

When the data traffic is heavy and data transmission is getting slowly and slowly, you can
configure this page to accelerate the data streaming by hardware itself. Open Hardware
Acceleration to access into the following page:

Hardware Acceleration >> Setup

Mode: Manual v
Protocol: » TCP UDP
Option: ® Accelerate heaviest traffic sessions

Specific Hosts:

Index Enable De;:a'::rl De;tnzort Private IP
1. ] 0 Choose PC
2, 0 0 Choose PC
3. 0 0 Choose PC
4. 0 0 Choose PC
5. 0 0 Choose PC
WAN Information:

Status TX RX
WAN1-ADSL Enable -— -
WARN2-Ethernet Enable W

Status TX RX
WAN1-ADSL Disable --
WANZ2-Ethernet Enable \'J iy

Note:
1. If Hardware Acceleration is enabled, the accelerated sessions will bypass Traffic Graph.
2. Hardware Acceleration and WAN1&WAN2 Budget can't be enabled simultaneously.

OK Clear

Available settings are explained as follows:

Item Description

Mode Disable - The default setting.

Auto - When the hardware acceleration is configured with
the Auto mode, the sessions with the heaviest loading and
the lower latency traffic will be added into PPA. However,
the Auto mode does not support UDP protocol by designed.

Manual - The Manual mode implements three sub-items--
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Accelerate most heavy traffic sessions, Apply the Class Rule
in Quality of Service, and Specific Hosts. Each of these
sub-items can support TCP and UDP protocol.

Protocol There are two types supported by this function, TCP and
UDP.
Option Accelerate heaviest traffic sessions - Such option is

available in Auto Mode, too. But the UDP protocol is only

supported in this sub-item.

Specific Hosts - This sub-item provides 5 hosts for adding

NAT sessions into the PPA. For the PPA only supports 128

sessions, these hosts will share these sessions. Therefore,

the performance will be lower than only one host.

Choose this option to specify certain PCs on LAN to apply the

hardware acceleration.

® Enable - Check the box to make PC(s) specified in the
selected index entry to be applied.

® Dest Port Start - Enter the starting port for the PC(s) in
LAN.

® Dest Port End - Enter the ending port for the PC(s) in
LAN.

®  Private IP/Choose PC - Enter the IP address as the
selected host. Or click the Choose PC button to specify
one IP address from the pop-up window.

Checking the PPA status

For checking whether the rule of PPA is working or not, a user can login to Vigor2862 series by
using telnet. User can view how many sessions are transferring in each direction of PPA table
after entering “ppa —v”.

> ppa —u

= PPA mode is Auto

= PPA mode is Manual (traffic)
=PPA time is 18

AM Acceleration session

Beszzion — Src_ip:Src_port Dest_ip:Dest_port —— MNat_ip:Mat_port
oo oo - oo -Jof 3o -JeE-JoE oo~ oo~ e -Jof 3o -Jof oo oo e~ Jof o -Jof ook oo JeE oo - o Je-Jef oo ek JeE oo e e Jef- oo oo
B - 192.168. 1. 18: 2938 — 119.236.154.122: 5598 — 192.168. 3. 18:52524
Src_mac:B@:22:15:8f:85:59 ——— Dest_mac:-@@:58:=7f:37:cB4dc
1 - 192168, 1. 18: 2952 — 193. B8. 6. 13:33033 — 192.168. 3. 18:52538
Src_mac:B@:22:15:8f:85:59 ——— Dest_mac:-@A:50:=7f:37:cB4c
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[I-4 NAT

132

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

11-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

Destined to
"’ 220.135.240.207

22

DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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NAT => Port Redirection

Port Redirection Set to Factory Default
Index Enable Service Name [n::?f:ce Protocol Public Port Source IP Private IP
1. All Any
2. All Any
3. All Any
4, All Any
5. All Any
6. All Any
i All Any
8. All Any
9. All Any
10. All Any
<< 110 | 11-20 | 21-30 | 31-40 Next =
OK Cancel
Note:

The port number values set in this page might be invalid due to the same values configured for Management
Port Setup in System Maintenance>>Management, Open VPN and SSL VPN.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Enable Check the box to enable the port redirection profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Source IP Display the IP object of the source IP.

Private IP Disp!ay the IP address of the internal host providing the
service.

Press any number under Index to access into next page for configuring port redirection.
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NAT >> Port Redirection

Index No. 1

Enable
Meode Single

Service Name

Protocol TCP v

WAN Interface ALL v

Public Port 0

Source IP IP Object ¥ |None ¥
Private IP

Private Port 0

Note:
In "Range"” Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

OK Clear Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP

automatically.
Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).
WAN Interface Select the WAN interface used for port redirection. There

are eight WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Enter the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.
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Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maint e x> M nt

4

IPv4 Management Setup IPvt Management Setup

LAN Access Setup

Router Name DrayTek

[ pefault:Disable Auto-Logout
[ Enable validation Code in Internet/LAN Access

Internet Access Control
O allow management from the Internet

Domain name allowed

FTP Server
HTTP Server Enforce HTTPS Access
HTTPS Server
Telnet Server
TROGS Server
S5H Server
Disable PING from the Internet

Access List from the Internet
. indes in
List IP Obiect 1P / Mask

1

Management Port Setup

® User Define Parts O Default Ports

Telnet Port
HTTP Part
HTTPS Port
FTP Port
TROGS Port

S5H Port

TLS/SSL Encryption Setup
M Enable TLS 1.2
M Enable TLS 1.1
M Enable TLS 1.0
[Eenable ssL 3.0

AP Management

23 (Default: 23}
a0 (Default: 803
443 (Default: 443}
21 (Default: 213
8069 {Default: 8069)
22 (Default: 223

Vigor2762 Series User’s Guide


http://192.168.1.1:8080/�

11-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

Destined to
220.135.240.207
Protocol: Any
Port: Any

—

DMZ FTP Server Web Server
192.168.1.22 192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 1
None v
Private IP Choose P
0K
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Available settings are explained as follows:

Item Description
Choose Private IP first.
WAN 1
MNone v
Private IP
Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
Choose IP Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save
the setting.

DMZ Host for WAN2, or WAN3 is slightly different with WAN1. See the following figure.

NAT »=> DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 2
Enable Private IP
¥ 0.0.00

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.

NAT => DMZ Host Setup

DMZ Host Setup

VWARN1 WANZ VWAN3
WAN 1
Index Enable Aux. WAN IP Private IP
1. O ==c 0.0.00
2. O 192.168.1.56 0.0.00
[ ok | [ clear

Available settings are explained as follows:

Item Description

Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
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Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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11-4-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT => Open Ports

Open Ports Setup Set to Factory Default

Index Enable Comment Source IP Local IP Address

Any
Any
Any
Any
Any
Any
Any
Any
Any

B e NP M

Any

11.20 | 21-30 | 31.40 > >

‘.

=
m
o
(=3

%

s
=
=

QK Cancel

Note:

The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management, Open VPN and SSL VPN.

Available settings are explained as follows:

Item Description

Index Click the index number to edit or clear the corresponding
entry.

Enable Check to enable this entry.

Comment Specify the name for the defined network service.

Source IP Display the name of IP object used by such entry.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Local IP Address Disp!ay the private IP address of the local host offering the
service.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports »> Edit Open Ports

Index No. 1

# Enable Open Ports

Comment

Source IP IP Object ¥ | MNone ¥

Private IP jgct | Choose IP

Protocol Start Port 'IEr%rol-Lch?rr ! Protocel Start Port End Port
1. TCP/UDP » 0 0 2, TCP/UDP ~ 0 0
3. TCP/UDP v 0 0 4, TCP/UDP + 0 0
5. TCP/UDP * 0 0 6. TCP/UDP * 0 0
7. TCP/UDP * 0 0 8, TCP/UDP + 0 0
9. TCP/UDP v 0 0 10. TCP/UDP + 0 0
OK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Open Ports

Check to enable this entry.

Comment

Make a name for the defined network application/service.

WAN Interface

Specify the WAN interface that will be used for this entry.

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

WAN IP

Specify the WAN [P address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP

Enter the private IP address of the local host or click Choose
PC to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol

Specify the transport layer protocol. It could be TCP, UDP,
(none) for selection.

Start Port

Specify the starting port number of the service offered by
the local host.

End Port

Specify the ending port number of the service offered by the
local host.

After finishing all the settings here, please click OK to save the configuration.
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11-4-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering” is:

® Once the OK button is clicked and the configuration has taken effect, "open port” keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering”
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

MNAT => Port Triggering

Port Triggering Set to Factory Default

Triggering Source Triggering Incoming Incoming
Protocol ip Port Protocol Port

Any

Index Enable Comment

Any
Any
Any
Any
Any
Any
Any

o= Wl 5 o | ol [ ol |

Any

=k
=

Any

= | |
=2

=

| b

i

I~

=

(=

]

%

oK Cancel

Available settings are explained as follows:

Item Description

Index Click the index number to edit or clear the corresponding
entry.

Enable Check to enable this entry.

Comment Display the text which memorizes the application of this
rule.

Triggering Protocol Display the protocol of the triggering packets.

Source IP Display the name of the IP object.

Triggering Port Display the port of the triggering packets.

Incoming Protocol Display the protocol for the incoming data of such triggering
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profile.

Incoming Port Display the port for the incoming data of such triggering
profile.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1
Enable

Service User Defined *

Comment

Source IP IP Group *| MNone ¥
£ : Any

Triggering Protocol J
il v IP Object

Triggering Port

Incoming Protocol v

Incoming Port

Note:
The Triggering Port and Incoming Port should be input like this :
123-456,777-789 (legal),123-456,789 (legal), but 123-456-789 (illegal).

oK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

Comment Enter the text to memorize the application of this rule.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Enter the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the

incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Enter the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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11-4-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT == ALG
ALG (Application Layer Gateway) Set to Factory Default
Enable ALG
Enable Protocol Listen Port TCP UDP
SIP 5060 (1~65535)
RTSP E54 (1~65535)
OK

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet

from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet
from UDP transmit and receive via NAT.
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[I-5 Applications

Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2762 Series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.
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Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up

a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface

[1-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Open Applications>>Dynamic DNS.
3.  Check Enable Dynamic DNS Setup.

Applications => Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
L/ Enable Dynamic DNS Setup | MiewLog | | Force Update |
Auto-Update interval |[14400 Min{s}) (180~14400)

Accounts:

Index Enable Domain Name
1. (|
2. O
3. (]
4. (]
5. O
6. O
[ oK | | Clear All |

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Force Update Force the router updates its information to DDNS server.
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Auto-Update

Set the time for the router to perform auto update for DDNS

interval service.

Index Click the number below Index to access into the setting page
of DDNS setup to set account(s).

Enable Check the box to enable such account.

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, Enter the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:

test.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1
¥ Enable Dynamic DNS Account
WAN Interface WANT First
Service Provider dyn_com (www.dyn.com) v
Service Type Dynamic v
Domain Name chronic&653 .dvrdns.org dvrdns.org v
Login Mame chronic6653
Password
Wildcards
Backup MX
Mail Extender
Determine WAN IP  |WANIP ~
OK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WAN1/WAN2/WAN3 First - While connecting, the router will
use WAN1/WAN2/WAN3 as the first channel for such
account. If WAN1/WAN2/WAN3 fails, the router will use
another WAN interface instead.

WAN1/WAN2/WAN3 Only - While connecting, the router will
use WAN1/WAN2/WANS3 as the only channel for such
account.

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Note that such option is not available when Customized is
selected as Service Provider.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Note that such option is not available when Customized is
selected as Service Provider.
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Login Name

Type in the login name that you set for applying domain.

Password

Type in the password that you set for applying domain.

Wildcard and
Backup MX

The Wildcard and Backup MX (Mail Exchange) features are
not supported for all Dynamic DNS providers. You could get
more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please Enter
the name in this area. Such mail server will be used as
backup mail exchange.

Determine Real
WAN IP

If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:
® WAN IP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5.  Click OK button to activate the settings. You will see your setting has been saved.

DrayDDNS Settings

DrayDDNS, a new DDNS service developed by DrayTek, can record multiple WAN IP (IPv4) on
single domain name. It is convenient for users to use and easily to set up. Each Vigor Router is
available to register one domain name.

Choose DrayTek Global as the service provider, the web page will be displayed as follows:

Applications => Dynamic DNS Setup >> Dynamic DN5S Account Setup

Index : 1

Service Provider
Status

Domain Mame
Determine WAM IP

WAN Interfaces

Status
Auto Update

¥ Enable Dynamic DNS Account

Let's Encrypt certificate

DrayDDNS {Global) v
Activated [Start Date:2019-02-01 Expire Date:2020-02-01]

.|drayddns.com Sync domain
Domain not exists! Re-astablish on MyVigor website.

WANIP v | ¥ Ipv4 IPvE
WAN 1 WAN 2 WAM 3

Empty | Create

QK Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did check the
box, you will see a check mark appeared on the Active column of
the previous web page in step 2).

Service Provider

Choose DrayTek Global as the service provider.
Wizard - This button is available when DrayTek Global is selected as
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Service Provider. To activate the DrayTek’s DDNS service, click it to
enable license issued by DrayTek through Wizards>>Service
Activation Wizard.

Refer to secion A-1 How to use DrayDDNS? for detailed
information.

Status

Display if the license is actvtaed or not.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can enable
such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function
can detect the public IP used by the NAT router and use the
detected IP address for DDNS update.

There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router is
private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor router is
private, it will be converted to public IP before DDNS update
takes place.

WAN Interfaces

WAN1/WAN2/WAN3 - While connecting, the router will use
WAN1/WAN2/WAN3 as the channel for such account.

Let’s Encrypt
certificate

Create - Click it to generate a certificate issued by Let’s Encrypt for
applying to such DDNS account.

Auto Update - Check the box to make the system update the
certificate automatically.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

Delete a Dynamic DNS Account

Click the Index number you want to delete and then click Clear All button to delete the

account.
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11-5-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2762 Series will
respond the specified private IP address.

Applications =» LAN ONS

A private IP address mapped to the
Domain Name.

140.186.223.x

2= =
i : . -I
i ' —
1 ]
t f =|
(] 1 _"-?
: : Public DNS Server
1 ' .
v v server.yourdomain.com

- 210.139.175.223
Private IP = PublicIP
192.168.1.100 ____| 210.139.175.223

\

server.yourdomain.com

Simply click Application>>LAN DNS / DNS Forwarding to open the following page.

Applications >> LAN DNS / DNS Forwarding 0
LAN DNS Resolution [ Conditional DN S Forwarding Set to Factory Default
Index Enable Profile Domain Name Forwarding DNS Server

.,

2.

3

4,

5.

6.

L

8.

9.

10.

<< 1-10 | 11.20 | 21-30 | 3140 | 41.50 | 51.60 | 61-70 | 71-80 | 81-90 | 91-100 | 101-190 | 111120 ==

OK
Each item is explained as follows:
Item Description
Set to Factory Default Clear all profiles and recover to factory settings.
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Index Click the number below Index to access into the setting
page.

Enable Check the box to enable the selected profile.

Profile Display the name of the LAN DNS profile.

Domain Name

Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.
DNS Server Display the IP addres of the DNS Server.

To create a LAN DNS profile:
1.
2.

Click any index, say Index No. 1.

The detailed settings with index 1 are shown below.

Applications >> LAN DNS / DNS Forwarding

LANDNS Conditional DNS Forwarding

Profile Index : 1

Enable
Profile:
Domain Name:

Note:

IP Address List

Inde IF Eddress

Add Delete

1. Support wildcard subdomain, ex: *.example.com or www.example.®
2.0ne domain Name has only one IPv4 address and IPv6 address in the same subnet,

CMAME(Alias Domain Name): | Add

L

OK Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a hame here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name

Enter the domain name for such profile.

CNAME (Alias Domain
Name)

CNAME is abbreviation of Canonical name record.

Such option is used to record the domain name or the host
alias.

Add - Click it to add a new host with specified reference.

IP Address List

The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
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maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click it to open a dialog to Enter the host’s IP address.

Host's IP Address

Conly use this record for responding to DNS queries if the sender's TP
Address (client making the request) is in the same subnet as the host's IP

Address,

®  Only use this record.... - Different LAN PCs can share
the same domain name. However, you have to check
this box to make the router identify & respond the IP
address for the DNS query coming from different LAN
PC.

Delete - Click it to remove an existed IP address on the list.

3. Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications >> LAN DNS | DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
¥ Enable
Profile: LAN_D2

Domain Mame: www.draysupport.com

Note:
Support wildcard subdomain, ex: *.example.com

DNS Server IP Address:

OK Clear

Available settings are explained as follows:

I[tem Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Enter the domain name for such profile.

DNS Server IP Address | Enter the IP address of the DNS server you want to use for
DNS forwarding.

5.  Click OK button to save the settings.

6. A new LAN DNS profile has been created.
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11-5-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[1-6-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security &9

DNS Security

G | Setup Domain Diagnosis Refresh
Interface Enable Primary DNS Secondary DNS Bogus DNS Reply
WAN1 --- --- Pass ¥
WANZ - - Pass v
WAN3 --- --- Pass ¥

Note:
@ The DNS server supports DNSSEC
% The DNS server does not support DNSSEC, function may not work as expected even if it is enabled

OK

Available settings are explained as follows:

Item Description

Interface There are four WAN interfaces allowed to be set with DNS
security enabled.

Enable Check the box to enable the DNS security management.

Primary DNS Display the IP address of primary DNS obtained from DHCP

server or specified by Static WAN.

Secondary DNS Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.
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[1-6-3-2 Domain Diagnose
This page is used to configure settings for manually detecting if the domain is secure not.

Application >> DNS Security @

DNS Security

General Setup Domain Diagnosis DNS Cache

Domain: * IPv4 IPvé
Interface: WAMT ¥

DNS Server:

Diagnose

Note:
If the domain has not been gqueried before, it will take a few seconds to process.

Result Clear

Available settings are explained as follows:

Item Description
Domain Enter the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.
DNS Server Enter the IP address of the DNS Server which will diagnose
the domain specified above.

Diagnose Click it to perform the diagnosis for the domain.
Result The diagnosed information will be displayed on such field.
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11-5-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications »> Schedule

Schedule : Current System Time (2000 Jan 1Sat1:57 55 | System time set | Setto Factory Default |

1

2

= B R BB » m ~ & o = w

—
(]

Index Enable

O

Oo0oo0oooooooooooano

GComment Time Frequency

Sun,
el 1011 Il
Sun,
001 1 _loon
Sun.
el 1011 Il
Sun,
001 1 _loon
Sun.
el 1011 Il
Sun,
el 011 loss
Sun.
T -
Sun,
el 011 loss
Sun,
T
Sun,
el 011 loss
Sun,
001 1 I
Sun,
el 011 loss
Sun,
001 1 I
Sun.
el 011 loss

Sun,

T I ..

B Force on Force down

Available settings are explained as follows:

Item

Description

Current System Time Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System
Maintenance>>Time and Date).

Set to Factory Default Clear all profiles and recover to factory settings.

Index Click the index number link to access into the setting page of
schedule.

Enable Check the box to enable such schedule profile.

Comment Display the name of the time schedule.

Time Display the valid time period by time bar.
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Frequency

Display which day(s) will be always on and which day(s) will
be always off of the schedule profile by color boxes.

- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN-to-LAN settings.

To add a schedule:

1.  Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.

Applications >> Schedule

Index No. 1 Current System Time 2000 Jan 1Sat21:14:489

System time set

¥ Enable Schedule Setup
Comment

* Weekdays
Sun

Start Date (yyyy-mm-dd)
Start Time (hh:mm)

Duration Time (hh:mm) 2v (0 v
End Time (hh:mm) 23 : |01
Action ForceOn ¥
How Often

Once

¥ Mon
Monthly, on date |1 ¥

Rady for RD
2000 {1 v41 ¥

1 v|:(1 *

¥ Tue ¥ Wed ¥ Thu ¥ Fri Sat

Cycle duration: 1

v | days (Cycle will start on the Start Date.)

Note:
Comment can only contain A-Z 3-z 0-9 , . { > -_() s !~ " |

OK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.

Action

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.
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How Often Specify how often the schedule will be applied.
® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

® Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPoE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office 1z TR
Hour: mj 2 10 ‘[ 2
-9 k2 -9 ¥
(Force On) - 5..4 R 5”4
Mon - Sun 9:00 am to 6:00 pm
1. Make sure the PPPoE connection and Time Setup is working properly.
2. Configure the PPPoE always on from 9:00 to 18:00 for whole week.
3.  Configure the Force Down from 18:00 to next day 9:00 for whole week.
4.  Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE Internet

connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

11-5-5 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.
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Applications == RADIUS

RADIUS Setup

Enable
Comments:

Primary Server

Primary Server
Secret
Authentication Port

Retry

Secondary Server

Secondary Server
Secret

Authentication Port

Retry

1812

2 times{1~3)

1812

2 times{1~3)

RADIUS Server 5tatus Log

OK Clear Cancel

Refresh | Clear |

Available settings are explained as follows:

Item Description
Enable Check to enable RADIUS client feature.
Comments Enter a brief description.

Primary Server

Primary Server - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Retry - Enter a times number for sending the access request
to the RADIUS server. When reaching the threshold of retry
number, Vigor system will switch and send the request to the
other RADIUS server (e.g., secondary server).
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Secondary Server Secondary Server - Enter the IP address of RADIUS server.

Secret - The RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Authentication Port - The UDP port number that the RADIUS
server is using. The default value is 1812, based on RFC 2138.

Retry - Enter a times number for sending the access request
to the RADIUS server. When reaching the threshold of retry
number, Vigor system will switch and send the request to the
primary RADIUS server.

RADIUS Server Status Log | Display the record of current status of RADIUS server.

After finished the above settings, click OK button to save the settings.
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[I-5-6 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

1)

Info UPnP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications == UPnP

UPnP
[ Enable UPnP Service Default WWARN |+
. . Default WWAN
Enable Connection Control Service AN
Enable Connection Status Service Y2
WWANT
Note:
To allow MAT pass-through to a UPAP enabled client the connection contral service must also be
enabled.
[ Ok ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Enable UPnP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.
Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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II-5-7 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

[I-5-7-1 General Setting

Applications == IGMP

General setting Working status

IGMP Proxy
IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface WAN1 v
IGMP version Auto ¥
General Query Interval 125 (seconds)

Add PPP header
(Encapsulate IGMP in PPPoE)
Enable IGMP syslog

IGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

IGMP Fast Leave

The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from
that port.

Each LAN port should have ne more than ene IGMP host connected.

OK Cancel

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPoE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

Enable IGMP syslog - Check the box to send the record
related to the IGMP server to Syslog.
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IGMP Snooping Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.

IGMP Fast Leave Check this box to make the router stop forwarding
multicast traffic to a LAN port as soon as it receives a leave
message from that port. Each LAN port should have one
IGMP host connected.

After finishing all the settings here, please click OK to save the configuration.

11-6-7-2 Working Group
Applications == IGMP

General setting Working status

Refresh
Multicast Group Table

Index Group ID P1 P2 P3 |

IGMP Device Table

Index MAC Address IP Address Interface IGMP Version |

Available settings are explained as follows:

Item Description
Refresh Click this link to renew the working multicast group status.
Group ID This field displays the ID port for the multicast group. The

available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 to P3 It indicates the LAN port used for the multicast group.

11-5-8 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Applications => Wake on LAN

Wake on LAN
Wake by: MAC Address ¥
IP Address: i
MAC Address: : : : : : Wake Upl
Result
pd
Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by If you choose to be woken by MAC Address, you have to
Enter the correct MAC address of the host in MAC Address
boxes.

IP Address The IP addresses that have been configured in

Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

11-5-9 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

[1-5-9-1 SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.
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Applications >> SMS / Mail Alert Service

SMS Alert Mail Alert Set to Factory Default
Index Enable SMS Provider Recipient Number Notify Profile Schedule(1-15)
1 1.7 v 1-777 v
2 777 - T
3 1-277 - 1-977 v
4 1-777 . 1-777 +
5 > v 7 v
6 177 v 297 ¥
7 ? v v
8 v B
9 2% v 277 v
10 77 v 7T
Note:

All the SMS Alert profiles share the same "Sending Interval” setting if they use the same SMS Provider.

OK Cancel

Available settings are explained as follows:

Item Description

Index Check the box to enable such profile.

Enable Click the box to enable such profile.

SMS Provider Use the drop down list to choose SMS service provider.

You can click SMS Provider link to define the SMS server.

Recipient Number Enter the phone number of the one who will receive the
SMS.
Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content
of the SMS.

Schedule (1-15) Enter the schedule number that the SMS will be sent out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.

[1-5-9-2 Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.
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Application == SMS5 | Mail Alert Service

SMS Alert Mail Alert Set to Factory Default
Index Enable Mail Service Mail Address Notify Profile Schedule({1-15)
1 1-777 v 1-7?22 v
2 1-777 v 1-77272 v
3 1-777 v 1-79? v
4 1-777 ¥ 1-77?2 v
5 1-777 v 1-7?272 v
6 1-777 v 1-7722 v
7 1-777 v 1-777 v
8 1-777 v 1-7772 v
9 1777 v 1-7722 v
10 1-777 v 1-77272 v

Note:
All the Mail Alert profiles share the same "Sending Interval" setting if they use the same Mail Server.

OK Cancel

Available settings are explained as follows:

Item Description

Index Check the box to enable such profile.

Enable Click the box to enable such profile.

Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Option. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Enter the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Enter the schedule number that the notification will be
sent out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-5-10 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications => Bonjour 0

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server
S5SH Server
LPR. Printer Server

ok || Cancel

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

¥) Browser - Mogzilla Firefox

File Edit ¥View History Bookmarks Tools Help
| @ Meozilla Firefox Start Page | L Browser * | L Browser * | Browser
€ B3 | @ chrome:/fdnsedicontent/browser htm]
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2.

Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:#dnssd/content/browser html ¢ 8- Googleﬁ

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

Open System Maintenance>>Management. Type a name as the Router Name and click
OK.

g P +
yst M e>> M q d

IPvd4 Management Setup IPv Management Setup LAN Access Setup
Router Name DrayTek
[ pefault: Disable Auta-Laogaut Management Port Setup
[ Enable validation Code in Internet/LAN Access ® user Define Parts O Default Ports
Telnet Port 23 {Default: 23}
Internet Access Control
HTTP Port G0 Default: g0
[ allow management fram the Internet or (Defau )
Domain name allowed HTTPS Port 443 (Default: 443)
FTP Server FTP Port 21 (Default: 21)
HTTP Server Enforce HTTPS Access TROGS Port 5069 (Default: 8069)
HTTPS Server
SSH Port 22 (Default: 22)

Telnet Server
TROGD Server
S5H Server
Disable PING from the Internet

TLS/SSL Encryption Setup
[¥IEnable TLS 1.2
MEnable TLS 1.1

sl

Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications >> Bonjour d

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server

SSH Server

LPR Printer Server

EEEOE

[ Ok ] [ Cancel ]

Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options Diagnostic Infarmation
Interface Name Type Domain Service Info
2 DS1010P lus _http._tep local. Select a service on the left to view
further details
2 DE1010P lus(WWebDAY) _http_tep local
2 HP Laserlet 1300 _ipp._tcp. local
2 igor Router _ftp_tep local
2 igor Router _http._tep local.
2 igor Router _printer._top. local.
2 igor Router _ssh._tcp. local.
2 igor Router _telnet._tcp local
0
2 tetseng-virtual-machine hW) _udisks-zsh._tcp local
2 tetsengvirtualmaching [00:0c:29:78: be:24] _wiorkstation._top. local.
2 tormkac-desktop [00:0c:29:26:09:54d] _workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties...
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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[I-6 Routing

170

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

1)

Info For more detailed information about using policy route, refer to SUPPORT
>> TECH SUPPORT >> KNOWLEDGE BASE on www.draytek.com.
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Web User Interface

11-6-1 Static Route

Go to Routing to open setting page and choose Static Route. The router offers IPv4 and IPv6
for you to configure the static route. Both protocols bring different web pages.

11-6-1-1 Static Route for IPv4

Routing == Static Route Setup

IPv4 IPv6 | Setto Factory Default | View Routing Table
Index Enable Destination Address Index Enable Destination Address
1. 777 6. 777
2. 227 L ?77?
3. 777 8. 777
4. 2?7? 9. 227
5 227 10, 227
<< 140 | 11-20 == Next ==
oK Cancel

Available settings are explained as follows:

Item Description

Index The number (1 to 20) under Index allows you to open next
page to set up static route.

Enable Click the box to enable such profile.

Destination Address

Displays the destination address of the static route.

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Viewing Routing Table

Displays the routing table for your reference.
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

use the Main Router to surf the Internet.

create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

172

Router C
192.168.1.1

Router A N
192.168.1.2 Router B
(Gateway:192.168.1.1) 192.168.1.3

Private Subnet

S 1

’ ‘ 211.10.88.0/24
== User B

Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

(1)

Private Subnet
192.168.10.0/24

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.
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2.  Click the Routing>> Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

Routing => Static Route Setup

Index No. 1
Enable
Destination IP Address 192,168.10.0
Subnet Mask 255.255,255.255 f 32 ¥
Gateway IP Address 192,168.1.2
MNetwork Interface LANL
Note:

WANS, WANE, WANG are PYCs or YLaNs that can be configured on the Multi-PYCALAN page.

[ oK ] [ Cancel ] [ Delete

Available settings are explained as follows:

Iltem Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Enter the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such
static route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

Routing »> Static Route Setup

Index No. 2

Enable
Destination IP Address 211.100.88.0
Subnet Mask 255.255.2550
Gateway IP Address 192.168.1.3
Metwork Interface LAMT »

Mote:

WAMNS, WANE, WANG are PYCs or WLANS that can be configured on the Multi- PYCVLAN page.

Ok ] [ Cancel ] [ Delete
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4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics >» View Routing Table

P4
| Befresh |
Fey Destination Gateway Interface -~
a2~ 192.168.10,0/ 255.255.255.0 wvia 192.168.1.2 LiM1
C~ 192.165.1.0/ 255.255.255.0 directly connected LAN1
2~ 211.100.85.0/ 255.255.255.0 wia 192.165.1.3 LiN1
w
A
Key

C: Connected S Static R: RIP *: default ~ 1 private

11-6-1-2 Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

Routing »> Static Route Setup

IPvd IPvé | Setto Factory Default | View IPv6 Routing Table
Index Enable Destination Address Index Enable Destination Address
1. 2 f0 1. 0
2 110 12. H ]
3. 220 13, ::/0
4. /0 14. L]
5 ::/0 15, 0
6. 0 16. Y]
15 20 17. :f0
a. 2 f0 138, 0
9. 2210 19. Y]
10. 20 20. :f0
<2 1-20(21-40 == Next ==
OK Cancel

Available settings are explained as follows:

Item Description

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Enable Click the box to enable such profile.

Destination Address Displays the destination address of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Click any underline of index number to get the following page.
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LAN == Static Route Setup

Index No. 1

[J Enable
Destination IPvée Address / Prefix Len 410
Gateway IPve Address
Network Interface LAN #

[ oK l [ Cancel ] [ Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Enter the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Enter the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static

route.

When you finish the configuration, please click OK to save and exit this page.

11-6-2 Route Policy

11-6-2-1 General Setup

Routing >> Route Policy d
Route Policy 10 v | rules per page | Setto Factory Default | Diagnose
Index Enable Comment Protocol Interface Priority Sgrtca;[-? S;IdIP Dgtsatl_tp Dzitdlp EF)'sftt EF)'sftt Mlj);e glg;:ﬁ
Start End
1 Any WAN1 200 Any Any Any Any Any  Any Down
2 Any WAN1 200 Any Any Any Any Any  Any UP Down
3 Any WAN1 200 Any Any Any Any Any Any UP Down
4 Any WAN1 200 Any Any Any Any Any  Any  UP Down
5 Any WAN1 200 Any Any Any Any Any Any UP Down
6 Any WAN1 200 Any Any Any Any Any  Any UP Down
1 Any WAN1 200 Any Any Any Any Any Any UP Down
8 Any WAMN1 200 Any Any Any Any Any  Any UP Down
9 Any WAN1 200 Any Any Any Any Any Any UP Down
10 Any WAMN1 200 Any Any Any Any Any  Any UP Down
<« 110 | 11-20 | 21-30 | 31-40 | 41-50 == Next ==

Wizard Mode: most frequently used settings in three pages
*' Advance Mode: all settings in one page
QK

Available settings are explained as follows:

Item Description
Index Click the number of index to access into the configuration
web page.
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Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is
matched.

Priority Display the priority value for such route policy profile.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.

Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.

Wizard Mode

Allows to configure frequently used settings of route policy
via three setting pages

Advance Mode

Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Routing => Route Policy

Index: 1 Criteria

Load-Balance/Route Policy applies to packets that meet the following criteria
Source IP ® Any
O Sro 1P Start Src IP End
Destination IP O any
@ Dest IP Start Dest IP End
192.1668.1.60 ~ 192 168.1 65
Available settings are explained as follows:
Iltem Description
Source IP Any - Any IP can be treated as the source IP.

Src IP Start - Enter the source IP start for the specified
WAN interface.

Src IP End - Enter the source IP end for the specified WAN
interface. If this field is blank, it means that all the source
IPs inside the LAN will be passed through the WAN
interface.
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Destination IP Any - Any IP can be treated as the destination IP.

Dest IP Start- Enter the destination IP start for the
specified WAN interface.

Dest IP End - Enter the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

3. Click Next to get the following page.

Routing »> Route Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface WWANT hd
Interface Address 1 hat
2-192 168 1 56
(<Bk]) (oo
Available settings are explained as follows:
Item Description
Interface Use the drop down list to choose an interface or VPN profile.

Packets match with the above criteria will be transferred to
the interface chosen here.

Interface Address Use the drop down list to choose an existed IP address.

4. After specifying the interface, click Next to get the following page.

Routing => Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force MAT

The current setting is:
® Force MAT
O Force Routing

< Back ] [ Next >

Cancel

Available settings are explained as follows:

Item

Description

Force NAT /Force
Routing

It determines which mechanism that the router will use to
forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.
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Routing »> Route Policy

Index: 1 Configuration Summary

Criteria

Source IP Any

Destination IP 192.168.1.60 ~ 192,168,1.65
Interface

VAN

More options

Farce MNAT

Finish ] [ Cancel

6. If there is no error, click Finish to complete wizard setting.
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 2 to access into the following page.

Routing »> Route Policy

Index: 2
Enable
Comment Delete
Criteria
Protocol Any v
Source Any v
Destination Any v
Destination Port Any v
Send via if Criteria Matched
Interface & WAN/LAN WAN1 v
VPN VPN 1977
Gateway

Packet Forwarding to
WAN/LAN via

® Default Gateway
Specific Gateway

& Force MAT
Force Routing

Failover to * WAN/LAN Default WAN v
VPR VPN 197 v
Route Policy |Index1 ¥
Gateway ® Default Gateway
Specific Gateway 0000
Priority
OK Clear Cancel Diagnose

Note:

Force NAT(Routing): NAT({Routing) will be performed on outgoing packets, regardless of which type of subnet
{NAT or IP Routing) they originate from.

Available settings are explained as follows:

Iltem Description

Enable Check this box to enable this policy.

Comment Type a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for the
WAN interface.

Source Any - Any IP can be treated as the source IP.

IP Range - Define a range of IP address as source IP
addresses.

® Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.
® Mask - Use the drop down list to choose a suitable mask
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for the network.

IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Destination

Any - Any IP can be treated as the destination IP.

IP Range - Define a range of IP address as destination IP
addresses.

@ Start - Type an address as the starting IP for such profile.

® End - Type an address as the ending IP for such profile.

IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

® Mask - Use the drop down list to choose a suitable mask
for the network.

Domain Name - Specify a domain name as the destination.

®  Select - Click it to choose an existing domain name
defined in Objects Setting>>String Object.

® Delete - Remove current used domain name.

® Add - Create a new domain name as the destination.
IP Object / IP Group- Use the drop down list to choose a
preconfigured IP object/group.

Country Object - Use the drop dwon list to choose a
preconfigured object. Then all IPs within that country will be
treated as the destination IP.

Destination Port

Any - Any port number can be treated as the destination
port.

Dest Port Range -

@ Start - Enter the destination port start for the destination
IP.

® End - Enter the destination port end for the destination
IP. If this field is blank, it means that all the destination
ports will be passed through the WAN interface.

Send to if criteria
matched

Interface - Use the drop down list to choose a WAN or LAN
interface or VPN profile. Packets match with the above
criteria will be transferred to the interface chosen here.

Gateway IP - Specific gateway is used only when you want to
forward the packets to the desired gateway. Usually, Default
Gateway is selected in default.

Packet Forwarding to WAN via - When you choose WAN
(e.g., WAN1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.
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® Gateway IP - Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

Priority Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the priority
of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200” which means it has higher
priority than the default route.

3. When you finish the configuration, please click OK to save and exit this page.
11-6-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.

Diagnostics >> Route Policy Diagnosis

Test how the packets will be routed

Mode & analyze a single packet
O analyze multiple packets by uploading an input file

Packet Information

Protocol | Any W

Src IP Specify an [P | |[182.168.1.15
Dst IP Specify an P w| B82S

Dst Port | Any Port w

or

Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode O analyze a single packet
@ Analyze multiple packets by uploading an input file

Input File
BIEER | #28EES { download an example input file)

Available settings are explained as follows:
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Item Description

Mode Analyze a single packet - Choose such mode to make Vigor
router analyze how a single packet will be sent by a route
policy.

Analyze how multiple packets... - Choose such mode to
make Vigor router analyze how multiple packets in a
specified file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol - Specify a protocol (ICMP/UDP/TCP/ANY) for
diagnosis.

Src IP - Type an IP address as the source IP.

Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The

analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank “.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

G‘ ansz

THIIEREE
Input Fil;}gﬁﬁ lgﬂ diagnos_example_input_file cov
4 anzE
Analyze
EHFE TH# -
THIERE EHF BT

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Lusad- Bl Rt Policy =5 Diagros: o

Mo
analyze how a packet will be sent
= analyze how mulbgle packets a5 speafied in thee npat Gle will be sent

Ingat File
WTER { omenuaad an esamgle imput fie)
Anahze

Analysis expor analysis

Note that the analysis was based on the current

"load-balance/route policy” settings, we do not guarantee
it will be 100% the same as the real case.
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Application Notes

A-1 How to set up Address Mapping with Route Policy?

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

This document introduces how to set up address mapping with Route Policy. When a WAN
interface has multiple public IP addresses, Administrator may specify the outgoing IP for
certain internal IP address by a Route Policy.

1. Set up WAN IP Alias. Go to WAN >> Internet Access >> Details Page, and click on WAN
IP Alias button.

[ 192.168.1 1dachwipalias htm ¥
VAN IP Alias { Multi-NAT )
Index Enable AU, WAN IP
1.
2, 1721711
3. 17217.2.7|
4, O 0.0.0.0
5. O 0.0.0.0
&. O 0.0.0.0
7. O 0.0.0.0
8. O 0.0.0.0
<< 18916 | 17-24 | 2532 = Next >
[ ok [ Glearal ] [ close |

(1) Check Enable.
(2) Enter the WAN IP address.
(3) Click OK to save.

After setting up the WAN IP Alias, the IP addresses will be shown in the drop-down list of
Interface in Route Policy setting.
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2.

Go to Routing>>Route policy. Create a Route Policy for specific IP address to send from

specific WAN IP Address.

Load-Balance/Route Policy

Index: 1

Enable

Comment Floor_1

Criteria

Protocol Any -

Source IP Range »
Start:192.168.1.20 End:192.168.1.30

Destination Any v

Destination Port Any w

Send wia if Criteria Matched

Interface ) WAN/LAN VAR v

221721711 »

OWPN YPM 1 testl  w

Gateway @ Default Gateway

Packet Forwarding ta WAN
via

Failover to

JPriority
[ Failback

() Specific Gateway
Force MAT
Force Routing
@ WaNLAN Default WM v
OwPN WPN 1test] v
O Route Policy |Index1  +

Gateway @ Default Gateway
O Specific Gateway [1.0.0.0

Mew sessions affected by this Policy will be sent via primary interface once that interface
resumes service; while existing sessions will remain on the failovered interface.

[ oK

] [ Clear | [ Cancel | [Diagnose]

Enable this policy.

Enter Source IP as the range of private IP address.

Leave the Destination IP and Port as Any.

(The List can be edited in WAN IP Alias setting.)

Select Interface as WAN, and then select Interface address from the drop-down list.

® Enable Failover to other WAN so the traffic will be sent via other Interface when
the path fails. But do not enable this option if you want the traffic only to use a
designated IP address.

® Click OK to save.

After the above configuration, packet source from the range between 192.168.1.20 and
192.168.1.30 sent to the Internet will use the public IP 172.17.1.1.
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A-2 How to use destination domain name in a route policy?

Route Policy supports using a domain name as destination criteria. It provides a more direct
way to set up route polices if the network administrator is trying to specify the gateway for
the traffic that destined for a certain website.

To use a destination domain name as criteria, just select Domain Name as Destination in
Criteria, and enter the domain name in the empty field.

Criteria
Protocal Ary v
Source IF Range »
Start:192.168.1.20 End:[182.168.1.30
Destination Dormain Mame s
-|zerver! draytekcom
Add
Destination Port iy

Or you may click Select, and use a string that is pre-defined in Objects Settings >> String
Object as the domain name.

- | ] 192.168.1 . 1idoc/stoobislt hin
2series
! Ohjects Setting => String Object

-04ad-Bdlance/Holute Folicy

Index String

ndex: 1 O 1 Floor_1
Enahle O 32 Floor_2
(4] 33 sdapot
Comment Floor_1' (O] 34 portal.draytek.com
| (4] 65 Floor_3
Criteria O 66 Draytek Hotspot
[ 5] 67 portal.draytek.com
Protocol Any O 102 Floor_1
Source IP Rant
? [ ok | [ cancel |
Startif o
Destination Domaik
-iserver!.draytek.com Delete
Add
Destination Paort Any w
Send via if Criteria Matched

Click Add too add more domain names, we can set up to 5 domain names in one route policy.

Destination Domain Mame |+
34 -|portal.draytek.com
-|server2. draytek.com
-|serverd.draytek.com
-|serverd.draytek.com
Add{up to 5)
Destination Port Any w
Send via if Criteria Matched
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Auto-create String Objects

If you manually enter the domain name in a route policy, after clicking OK to apply the route
policy, those domain names will be given a number.

Destination

Destination Port

Send via if Criteria Matched

Darmain Mame |+

34 - |portal draytek. com
103 -|server2 draytek.com
104 -|serverd. draytek.com
103 ~|serverd draytek.com
Add{up to 5)

Any v

That means the router has automatically created string objects for those domain names, so
that they can be used in other route policies or other functions.

Ohjects Setting == String Object

10 | strings per page | Setto Factory Default |

Index  String
101 O
102 Floor_1 O
103 serverZ. draytek.com il
104 server3.draytek.com O
105 serverd.draytek.com ]
Add
<< 140 | 1120 | 2130 | 3140 | 4150 | 5160 | 6170 | 7180 | 8190 | 91100 | 101-105 = <= Back
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Part lll Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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I11-1 Wireless LAN

188

This function is used for “n / ac” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2762 wireless series router (with “n” in model
name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

Vigor2762 wireless router is a highly integrated wireless local area network (WLAN) for 2.4
GHz 802.11n WLAN applications. Vigor2762 “n / ac” series router supports 802.11n up to 300
Mbps for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions

and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

&

« =

SSID: draytek
Channel: 6
Mode: WEP only

Multiple SSIDs
Vigor router supports four SSID settings for wireless connections. Each SSID can be defined

with different name and download/upload rate for selecting by stations connected to the
router wirelessly.
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Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more
flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List

It will display all the stations in your wireless network and the status of their connection.

WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.
AP Router Connection Wireless
via WPS C"el‘lt
Set SSID and | PBC | Wireless
Encryption Card Installed

(WPA/WPA2)
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Web User Interface

Wireless LAN (2.4 GHz

Wireless LAN (5

Wireless Wizard

I11-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration
Wireless 2.4GHz Settings
Marme: |DrayTek |
Mode: [Mized{11b+11g+11n) |~
Channel: [Channel 6, 2437TMHz v |

Security Key: : |

Wireless 5GHz Settings

[(Juse the same SSID and Security Key as above
Mame; |DrayTek_5(3 |
Mode: [Mized (11a+1Tn+11ac) ~|
Channel; | Channel 148, 5745MHz v |

Security Key: : |

Hote:
The host AP configured here will be used for home or internal company use,

< Back Finish

Available settings are explained as follows:

Item Description
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Name

Enter the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode

Available modes are different based on 2.4GHz and / or 5GHz
supported by Vigor router.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6 (for 2.4GHz) or 36 (for 5GHz). You may
switch channel if the selected channel is under serious
interference. If you have no idea of choosing the frequency,
please select Auto to let system determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678 (or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard
Guest AP Configuration
Wireless 2.4GHz Settings
(O Enable @ Disable
S50 DrayTek_Guest
Security Key:
Bandwidth Limit: Enable Total Upload (30000 kbps Total Download [zoo00 kbps
Wireless 5GHz Settings

(Enable @ Disable

Security Key:

[JuUse the same S5ID and Security Key as above
S5I0: CirayTek_5G_Guest

Hote:

access only.

The configured guest AP will not be able to access the LAN network, WPN connections, ar communicate
with wireless devices connecting to the router's other &Ps, This AP interface shall be used for Internet

C<par]) (et ]

Available settings are explained as follows:

Item

Description

Enable/Disable

Click it to enable or disable settings in this page.

SSID

Enter the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678 (or 64
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Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Bandwidth Limit It controls the data transmission rate through wireless
connection.

Total Upload - Check Enable and Enter the transmitting rate
for data upload. Default value is 30,000 kbps.

Total Download - Enter the transmitting rate for data
download. Default value is 30,000 kbps.

Use the same SSID Check the box to use the same settings configured above.
and Security Key as

above
Next Click it to get into the next setting page.
Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.
5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2 4GHz Settings Wireless 5GHz Settings
Mode:Mixed{11b+11g+11n)

Channel:Channel 6, 2437MHz Mode:Mixed [11a+11ln+11ac)

Channel:Channel 149, 5745MHz

Host &P
SSID Mame:DrayTek
Security Key:2893938812

Host AP
SSID Mame: DrayTek_5G
Security Key:33322211132

Guest AP

Status:Enabled

SSID Mame:DrayTek_Guest
Security Key: 7892456456
Bandwidth Limit:Disabled

Guest AR

Status:Enabled

SSID Mame:DrayTek_5G_Guest
Security Key:963852741

[ Finish ] [ Cancel |

6. Click Finish to complete the wireless settings configuration.
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l11-1-2 General Setup

By clicking the Wireless LAN>> General Settings, a new web page will appear so that you
could configure the SSID and the wireless channel. Please refer to the following figure for
more information.

Wireless LAN(2.4GHz) >> General Setup

General Setting ( IEEE 802.11)

# Enable Wireless LAN

Radio
Mode Mixed(11b+11g+11n) ¥
Channel: Channel 6, 2437TMHz  ~
SSID
Index Enable SSID :;eD Pﬁiiat::r Is\il’ﬂ:e

1 DrayTek

2 DrayTek_Guest

3 Max: 31 charact

4 lax: 3
Schedule

Schedule Profile

Schedule 1 None ¥
Schedule 2 None ¥
Schedule 3 None A
Schedule 4 None v

Note:

1.Isolate Member: Prevent the clients associated with this SSID from accessing each other.

2.Isolate VPN: Block the wireless clients from accessing the VPN network and prevent wireless traffic
being sent to VPM connections.

3.0nly the action "Force Down" in the Schedule Profile will be applied to WLAN, other actions will be
ignored.

OK Cancel

Available settings are explained as follows:

Item

Description

Enable Wireless LAN

Check the box to enable wireless function.

Mode

For 2.4GHz: At present, the router can connect to 11b Only,
11g Only, 11n Only(2.4 GHz), Mixed (11b+11g), Mixed
(11g+11n), and Mixed (11b+11g+11n) stations
simultaneously. Simply choose Mixed (11b+11g+11n) mode.
For 5GHz: At present, the router can connect to 11a Only,
11n Only(5 GHz), Mixed (11a+11n), and Mixed
(11a+11n+11ac) stations simultaneously. Simply choose
Mixed (11a+11n+11ac) mode.

In which, 802.11b/g operates on 2.4G band, 802.11a
operates on 5G band, 802.11n operates on either 2.4G or 5G
band, and 802.11ac operates on 5G band only.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6 (for 2.4GHz) / 36 (for 5GHz). You may
switch channel if the selected channel is under serious
interference. If you have no idea of choosing the frequency,
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please select Auto to let system determine for you.

SSID Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Hide SSID Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

Isolate Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Profile Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

After finishing all the settings here, please click OK to save the configuration.
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111-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

TW43YM

By clicking the Security, a new web page will appear so that you could configure the settings
of WPA and WEP.

Wireless LAN{2.4GHz) => Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
S5ID DrayTek
Mode: | Misedl (WP AHAPA2)PSK v
M
Encryption Mode: TKIP for WPA/AES for WPAZ
Pre-Shared Key{PSK): |-------..---. |

Password Strength:

EAPOL Key Retry: ®Eenable O pisable

Note:
Type 8~83 ASCII characters, for example: "cfgs01az..."

For strong passwords:

1, Use at least 12 characters.

2, Include at least 3 of the following 4 types of characters: digits, uppercase letters,
lowercase letters, and non-alphanumeric characters {such as § % ~).

WEP
Encryption Mode:
Key 1 | |
Key 2 : | |
Key 3 | |
key 4 | |
Note:

Please configure the BADIUS Server if 02,1 is used.

For 64 bit WEP key configurations, please insert & ASCII characters, for example:
"ap312".

For 128 bit WEP key configurations, please insert 13 ASCII characters.

[ Ok ] [ Cancel
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Available settings are explained as follows:

Item

Description

Mode

There are several modes provided for you to choose.

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password
strength (represented with the word of weak, medium or
strong) of the PSK specified above.

EAPOL Key Retry - If enabled, EAPOL (Extensible
Authentication Protocol over LAN) key will be tried for 3
times, in default.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4C4D).

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
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can be entered in ASCII or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.
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l11-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN(3GHz) »> Access Control

Access Control

Enable Mac Address Filter O ssio 1 O ssio 2
O ssio 3 [ ssio 4

MAC Address Filter( Limit: 64 entries )
Index Lrcribute MAaC Address Lpply S3ID Comment

Client's MAC Address .

apply 5510 : [ ssip1 O ssipz Ossipa O ssio4
attribute @ [ s Isolate the station from LAN

Comment
[ Add ] [ Delete | [ Edt | [ cancel
[ ok ] [ cClearanl |
Backup Access Control: Upload From File: | 3R4EESRE | FBEES

Hote:
Support AP ACL configuration file restoration.

Available settings are explained as follows:

Item Description

Enable Mac Address Filter | Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter Display all MAC addresses that are edited before.
Client’s MAC Address Manually enter the MAC address of wireless client.
Apply SSID After entering the client’s MAC address, check the box of the

SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC address

198 Vigor2762 Series User’s Guide



from LAN.

Comment Type a brief description for the specified client’s MAC
address.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

Backup Access Control

Settings on this web page can be saved as a file which can be
restored in the future by this device or other device.

Upload From File

Restore wireless access control settings and applied onto this
device.

After finishing all the settings here, please click OK to save the configuration.

I-1-5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.

AP Router

= @ « B

Set SSID and

Encryption
(WPA/WPA2)

1)

Connection Wireless
via WPS Client

Wireless
Card Installed

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor 3220 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router PBC Wireless

Client
») «

— <

WPS WPS
Start PBC Or
Web Button on
Interface AP Router

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

AP Router Wireless
. — Client
D). « o
Pl ‘
i mm—

g

PIN Code
PIN Code of Station

Web Interface

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

' E TIPS only supports in WEASMWELZ-PRE Mode.
- ]

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Below shows Wireless LAN>>WPS web page:

Wireless LAN(GGHz) => WPS (Wi-Fi Protected Setup)

M Enable wps

Wi-Fi Protected Setup Information

WPS Status Configured
SSID DrayTek_5G
Authentication Mode Mixed(WPA+HWPAZY/PSK

Device Configure

Configure via Push Button Start PBC
Configure via Client PinCode Stant PIN
Note:

WPRS can help your wireless client automatically connect to the Access point.
© WPS is Disabled.

: WPS is Enabled,
1 Waiting for WPS requests from wireless clients,

Available settings are explained as follows:

Item Description
Enable WPS Check this box to enable WPS setting.
WPS Status Display related system information for WPS. If the wireless

security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1
only.
Authentication Mode Display current authentication mode of the router. Only

WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button | Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client Please input the PIN code specified in wireless client you
PinCode wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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I11-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

))) ((( J Bridge fCuBerz

S MAC:00:50:10:7F:11:22 MAC :00:50:15:6p:31:20 -

i Wireless Connected

I T T T IO NOITNTNTETNENTYTTETETTYTYTTYTYTYY

The application for the WDS-Repeater mode is depicted as below:

Repeater Mode

Notebook A
L L) Cll) =
[ —— = rr— R
@_‘ MAC:00:50:10:7f:11:22 MAC :00:50:15:6p:31:20 ',‘
PC User1

l, Notebook C

PC User2 ‘:##

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.
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WDS Link ’ WDS Link ’
> EEEEEE - e -
- e
Host with Host with
bridge Interface 1 bridge Interface 2 bridge Interface 3

Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN(2.4GHz) == WDS Settings

WDS Settings

Set to Factory Default

Mode: Disable ¥
Security:

Disable WEP Pre-shared Key
WEP:

Use the same WEP key set in Security Settings.

Pre-shared Key:

Type:
WPA WPAZ
Key Max: 66 characters
Note:
WPA and WPA2 are not compatible with DrayTek
WPA.

Type 8~63 ASCII characters, for example:
"cfgs0la2...".

Bridge

Enable Peer MAC Address

Note:
Disable unused links to get better performance.

Repeater

Enable Peer MAC Address

Access Point Function:
Enable Disable

Status:

Send "Hello" message to peers.

Link Status

Note:
The status is valid only when the peer also
supports this function.

Note: Channel Bandwidth will affect the connection of WDS, If failed, please check Channel Bandwidth

setting.

OK

Cancel

Available settings are explained as follows:

Item Description

Mode

Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the
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second one.

Security

There are three types for security, Disable, WEP and
Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Pre-shared Key

Type - There are some types for you to choose. WPA and
WPA2 are used for WDS devices (e.g.2920n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “Ox”.

Bridge / Repeater

If you choose Repeater as the connecting mode, please type
in the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function

Click Enable to make this router serve as an access point;
click Disable to cancel this function.

Status

It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN(2.4GHz) == Advanced Setting

HT Physical Mode

Operation Mode * Mixed Mode Green Field
Channel Bandwidth 20 ® 20/40 40

Guard Interval long '® auto

Aggregation MSDU{A-MSDU) * Enable Disable

Long Preamble Enable '® Disable
Packet-OVERDRIVE'™ TX Burst Enable ® Disable

Tx Power ® 100% 80% 60% 30% 20% 10%
WMM Capable * Enable Disable

APSD Capable Enable '® Disable

Rate Adaptation Algorithm ) Mew old

Fragment Length {256 - 2346) |2346 bytes

RTS Thrashold {1 - 2347) 2347 bytes

Country Code ( Reference)

OK

Available settings are explained as follows:

Item

Description

Operation Mode

Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth

20- Vigor Router will use 20Mhz for data transmission and
receiving between the AP and the stations.

20/40 - Vigor Router will scan for nearby wireless AP, and
then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

40- Vigor Router will use 40Mhz for data transmission and
receiving between the AP and the stations.

Guard Interval

It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU

Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble

This option is to define the length of the sync field in an
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802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
of devices.

Packet-OVERDRIVE

This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It is
active only when both sides of Access Point and Station (in
wireless client) invoke this function at the same time. That
is, the wireless client must support this feature and invoke
the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose Enable
for TXBURST on the tab of Option).

Yigor N61 802.11n Wireless USB Adapter Utility X

| About

Confizuation | Sttus |

General Setting Advance Setting

Auto Jmnch when Windows start up [ Disable Radio

[ Remember mini status position Fragmentation Threshold : 2348

[ 220t hide mini status RTS Threshold : 2347

[ Set mmini status always on top Frequency © 802 11hég/n - 240GH

] Enable [P Setting and Proxy Setting in Profile Ad-hoe Channsl 1 ~

[[] Gronp Roaming Adhoe Power Save Mode Disable b
Tx Burst © Disable ¥

WLAN type to conmect

(® Infrastrocture and Adhoc petwork
O Infrastroctore network only

() ad-hoe netwark onky

[ &utomatically connect to non-preferred networks

_OK __Cam:el

T Buorst

Info * means the real transmission rate depends on
the environment of the network.

Tx Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable To apply WMM parameters for wireless data transmission,

please click the Enable radio button.

APSD Capable

The default setting is Disable.

Rate Adaptation Algorithm

Wireless transmission rate is adapted dynamically. Usually,
performance of “new” algorithm is better than “old”.

Fragment Length
(256 - 2346)

Set the Fragment threshold. Do not modify default value if
you don’t know what it is, default value is 2346.

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold of wireless radio. Do not modify default
value if you don’t know what it is, default value is 2347.
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Country Code

Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

After finishing all the settings here, please click OK to save the configuration.
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111-1-8 Station Control

Station Control is used to specify the duration for the wireless client to connect and
reconnect Vigor router. If such function is not enabled, the wireless client can connect Vigor
router until the router shuts down.

Such feature is especially useful for free Wi-Fi service. For example, a coffee shop offers free
Wi-Fi service for its guests for one hour every day. Then, the connection time can be set as “1
hour” and reconnection time can be set as “1 day”. Thus, the guest can finish his job within
one hour and will not occupy the wireless network for a long time.

Wireless LAN{9GHz) => Station Control

SSID1 SSID 2

S5ID

Enable
Connection Time

Reconnection Time

SSID 3 SSID 4
DrayTek_5&i3

O

1 hour i

1 day b

Display All Station Control List

Hotspot Web Portal

Note:

Once the feature is enabled, the connection time quota will apply to each wireless client {identified by

MAC address).

[ [0]34 ] [ Cancel

Available settings are explained as follows:

Item Description

SSID Display the SSID that the wireless station will use it to
connect with Vigor router.

Enable Check the box to enable the station control function.

Connection Time /
Reconnection Time

Use the drop down list to choose the duration for the
wireless client connecting /reconnecting to Vigor router. Or,
Enter the duration manually when you choose User defined.

Display All Station Control
List

All the wireless stations connecting to Vigor router by using
such SSID will be listed on Station Control List.

Hotspot Web Portal

Click it to access into Hotspot Web Portal page for modifying
the settings if required.

After finishing all the settings here, please click OK to save the configuration.
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111-1-9 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.

Wireless LAN(BGHz) »> Bandwidth Management

SSID 1 SSID 2 5SID 3 SSID 4
S5I0: DrayTek_5G
Enable
Bandwidth Limit Type Auto Adjustment v
Total Upload Limit{kbps) 30000
Total Download Limit{kbps) 30000
Note:

1. Download: Traffic going to any station. Upload: Traffic being sent from a wireless station.
2. allow auto adjustment could make the best utilization of available bandwidth.

[ (]34 ] [ Cancel

Available settings are explained as follows:

Item Description

SSID Display the specific SSID name.

Enable Check this box to enable the bandwidth management for
clients.

Bandwidth Limit Type Auto Adjustment - Bandwidth limit is determined by the

system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor2762.

Total Download Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor2762.

Upload Limit It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor2762.

Download Limit It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to
Vigor2762.

After finishing this web page configuration, please click OK to save the settings
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[11-1-10 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN{Z2.4GHz) => Access Point Discovery

Access Point List
Indesx BSSID Channel RSSI SSID Authentication
See Statistics.
Add to WDS Settings :
AP's MAC address : H H : :
Add 1o () Bridge O Repeater

MNote:
1. During the scanning process (~5 secands), no station is allowed to connect with the router.
2, AP Discovery can only support up to 32 &Ps displayed on the screen.

Available settings are explained as follows:

Item Description
Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.
Statistics It displays the statistics for the channels used by APs.
Wireless LAN >> Site Survey Statistics
Recommended channels for usage:12345678910111213
AP number v.s. Channel
1/2|3 4 5 6 7 8|9 1011 12 13 14
Channel
Add to If you want the found AP applying the WDS settings, please

type in the AP’s MAC address on the bottom of the page and
click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of
WDS settings page.
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I11-1-11 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network’s airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

.‘.

\
)
/

Time

To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).

Time
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assighment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.
(3) The performance bottleneck is wireless connection.

Wireless LAN{GGHz) >> Airtime Fairness

O Enable Airtime Fairness

Triggering Client Number |2 (2 ~ 64) (Default: 2)

Note:

Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments.

[ Dk ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[ 172.17.3.110/wirelsss/ap_at_note.asp

Airtime Fairness Note:

3 * airtime is the time where a wireless station occupies the wirelees channel, Airtime Fairness function

i tries to assign sirilar airtime to each station by controlling T traffic, IN SPECIFIC ENVIRONMENTS,
this function can reduce the bad influence of slow wireless devices and improve the overall wireless
performance.

* Suitable enviranment ; (1) Many wireless stations. (2) All stations mainly use download traffic. (3)
The performance bottlensck is wireless connection.

* Triggering Client Number: airtime Fairess function is applied only when active station number
achieves this number,

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.

Info Airtime Fairness function and Bandwidth Limit function should be mutually

exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.
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11I-1-12 Band Steering

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them
to that frequency. It helps to leave 2.4GHz band available for legacy clients, and improves
users experience by reducing channel utilization.

' Disable
Bandsteering

~
? v

ek e

If dual-band is detected, the AP will let the wireless client connect to less congested wireless
LAN, such as 5GHz to prevent from network congestion.

Enable
Bandsteering

1)

Info To make Band Steering work successfully, SSID and security on 2.4GHz also
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MUST be broadcasted on 5GHz.

Open Wireless LAN (2.4GHz)>>Band Steering to get the following web page:

Wireless LAN{2.4GHz) => Band Steering

[ Enable Band Steering
Check Time for WLaM Client 5G Capability [15 second(s) (1 ~ 60) (Default: 15)

Mote:

Please setup at least one pair of 2.4GHz and SGHz Wireless LAN with the same SSID and security,

[ ok ] [ cancel |

Available settings are explained as follows:

Item

Description

Enable Band Steering

If it is enabled, Vigor router will detect if the wireless client
is capable of dual-band or not within the time limit.

Check Time.... - If the wireless station does not have the
capability of 5GHz network connection, the system shall wait
and check for several seconds (15 seconds, in default) to
make the 2.4GHz network connection. Specify the time limit
for Vigor router to detect the wireless client.

After finishing this web page configuration, please click OK to save the settings.

Below shows how Band Steering works.
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AP Receives prabe
request from client

245

Check MO
S3I0/Security an 5G
(same as 2.4G)

¥

5G YES

Check MO
RSS!l value
2.4G<50G 30 dbm

YES

Check Time )
0 ~ B0 secands) Overtime
WWait for 505G

connection request

YES
L J
AP replies probe AP Receives probe
» request on 5G request on 240G

How to Use Band Steering?

1.
2.

Open Wireless LAN(2.4GHz)>>Band Steering.

Check the box of Enable Band Steering and use the default value (15) for check time
setting.

Wireless LAN(Z.4GHz) »> Band Steering

[l Enahble Band Steering
Check Time for WLaAMN Client 5G Capability 115 second(s) (1 ~ 60} (Default: 15)

Hote:
Please setup at least one pair of 2. 4GHz and 5GHz Wireless LaN with the same 551D and security.,

[ ok ] [ cancel |

Click OK to save the settings.
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4. Open Wireless LAN (2.4GHz)>>General Setup and Wireless LAN (5GHz)>> General
Setup. Configure SSID as DrayTek2762_BandSteering for both pages. Click OK to save the

settings.

Wireless LAN(2.4GHz) == General Setup

General Setting ( IEEE 802.11)

¥/ Enable Wireless LAN
Radio

Mode

Channel:

SSID

Mixed(11b+11g+11n) ¥
Channel 6, 2437TMHz ¥

Index Enable

Hide Isolate  Isolate

SsID SSID  Member VPN

1 [

DrayTek2762_BandSteering

2

e

DrayTek_Guest
Max: 31 characters

Max: 31 characters

same value Wirel LAN(5GH G 15
==
for 2.4GHz ireless [ z) eneral Setup
and 5GHz
General Setting ( IEEE 802.11 )
¥ Enable Wireless LAN
Mixed (11a+11n+11ac) v
Channel 36, 5180MHz
Hide Isclate  Isclate
Index E”;h\ SSID SSID Member  WPN
1 [ DrayTek2762_BandSteering
2 Draylek_5G_Guest
3 Max: 31 characters
4 Max: 31 characters
Schedule
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5. Open Wireless LAN (2.4GHz)>>Security and Wireless LAN (5GHz)>>Security. Configure
Security as 12345678 for both pages. Click OK to save the settings.

Wireless LAN(2.4GHz) >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: Mixed(WPAHWPAZYPSK N
WP A
Encryption Mode: TKIP for WPASAES for WRAZ

Pre-Shared Key(PSK:

Password Strength;

Strong passw requirernents:

1. Have apA€ast 7 characters, including numbers and letters.

2, Haye7at least one upper-case letter and one lower-case letter,
tluding non-alphanumeric characters is a plus,

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abed. .. .".

Encryption Mode:

Same value Key 1: prrnsesaaa
for 2.4GHz -
2 :
and 5GHz 4
Key 3
Wireless LAN(GGHZNe> Security Settings
SSID 1 SSID 3 SSID 4
Mode: Mixed (WP ARYPAZ)/PSK hd
WEA
Encryption Mode: TKIP for WPASAES for WPAZ
Pre-Shared Key{PSK):
Password Strength:
Strong password requirements:
1. Have at least 7 characters, including numbers and letters,
2. Have at least one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus.
Type 8~63 ASCII character or 64 Hexadecimal digits leading by "Ox", for example
'cfgs01a2..." or "Ox655abed....".
WEP

Encryption Mode:

key 1.
key 2
key 3

6. Now, Vigor router will let the wireless clients connect to less congested wireless LAN,
such as 5GHz to prevent from network congestion.
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[11-1-13 Roaming

The network signal for a single wireless access point might be limited by its coverage range.
Therefore, if you want to expand the wireless network in a large exhibition with a quick
method, you can install multiple access points with enabling the Roaming feature for each AP
to reach the purpose of expanding wireless signals seamlessly.

These access points connecting for each other shall be verified by pre-authentication. This
page allows you to enable the roaming feature and the pre-authentication.

Wireless LAN(2.4GHz) >> Roaming

Router-assisted Client Roaming Parameters

(®1Disable RSSI Requirerment
() Strictly Minimum RSSI -73 dem (|42 % (Default: -73)
) Minimum RSS! -GG dem (g0 %) (Default: -66)
with Adjacent &P RSSI over q db (Default: 5)
[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Disable RSSI Requirement | When the link rate of wireless station is too low or the signal
received by the wireless station is too worse, Vigor router
will automatically detect (based on the link rate and RSSI
requirement) and cut off the network connection for that
wireless station to assist it to connect another Wireless AP to
get better signal.

This option is to disable the roaming mechanism.

Strictly Minimum RSSI Vigor router uses RSSI (received signal strength indicator) to
decide to terminate the network connection of wireless
station. When the signal strength is below the value (dBm)
set here, Vigor router will terminate the network connection
for that wireless station.

Minimum RSSI Minimum RSSI - When the signal strength of the wireless
station is below the value (dBm) set here and adjacent AP
(must be DrayTek AP and support such feature too) with
higher signal strength value (defined in the field of With
Adjacent AP RSSI over) is detected by Vigor router, Vigor
router will terminate the network connection for that
wireless station. Later, the wireless station can connect to
the adjacent AP (with better RSSI).

® With Adjacent AP RSSI over - Specify a value as a
threshold.

After finishing this web page configuration, please click OK to save the settings.
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111-1-14 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN(3GHz) == Station List

Station List
Advanced MNeighbor
Index aJtatus IF Address MAC Address hzsociated with

Status Codes :

» Connected, Mo encryption,

: Connected, WEP,

v Connected, WPA,

o Connected, WPAZ,

: Blocked by Access Control.

: Connecting.

: Fail to pass WPA/PSK authentication.

MZ@E=TomMAO

Add to Access Control :

Client's MAC address

Note:

After a station connects to the router successfully, it may be turned off without notice. In that case, it
will still be on the list until the connection expires.

Add
Available settings are explained as follows:
Item Description
Refresh Click this button to refresh the status of station list.
Add Click this button to add current typed MAC address into
Access Control.
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Part IV VolP

Voice over IP network (VolP) enables you to use
your broadband Internet connection to make toll
% quality voice calls over the Internet.

VolIP
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V-1 VoIP

222

Voice over IP network (VolP) enables you to use your broadband Internet connection to make
toll quality voice calls over the Internet.

Info This function is used for “V” models.

There are many different call signaling protocols, methods by which VolIP devices can talk to
each other. The most popular protocols are SIP, MGCP, Megaco and H.323. These protocols
are not all compatible with each other (except via a soft-switch server).

The Vigor V models support the SIP protocol as this is an ideal and convenient deployment for
the ITSP (Internet Telephony Service Provider) and softphone and is widely supported. SIP is
an end-to-end, signaling protocol that establishes user presence and mobility in VolP
structure. Every one who wants to talk using his/her SIP Uniform Resource Identifier, “SIP
Address”. The standard format of SIP URI is

sip: user:password @ host: port

Some fields may be optional in different use. In general, "host” refers to a domain. The
“userinfo” includes the user field, the password field and the @ sign following them. This is
very similar to a URL so some may call it “SIP URL”. SIP supports peer-to-peer direct calling
and also calling via a SIP proxy server (a role similar to the gatekeeper in H.323 networks),
while the MGCP protocol uses client-server architecture, the calling scenario being very
similar to the current PSTN network.

After a call is setup, the voice streams transmit via RTP (Real-Time Transport Protocol).
Different codecs (methods to compress and encode the voice) can be embedded into RTP
packets. Vigor V models provide various codecs, including G.711 A/p-law, G.723, G.726 and
G.729 A & B. Each codec uses a different bandwidth and hence provides different levels of
voice quality. The more bandwidth a codec uses the better the voice quality, however the
codec used must be appropriate for your Internet bandwidth.

Calling via SIP Servers

First, the Vigor V models of yours will have to register to a SIP Registrar by sending
registration messages to validate. Then, both parties’ SIP proxies will forward the sequence
of messages to caller to establish the session.

If you both register to the same SIP Registrar, then it will be illustrated as below:
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Registrar
draytel.com

W
LTI

T

W
I
=

L\

Alice Proxy Proxy Bob
sip: alice@draytel.com a.com b.com sip: bob@draytel.com

The major benefit of this mode is that you don’t have to memorize your friend’s IP address,
which might change very frequently if it’s dynamic. Instead of that, you will only have to
using dial plan or directly dial your friend’s account name if you are with the same SIP

Registrar.

Peer-to-Peer

Before calling, you have to know your friend’s IP Address. The Vigor VolIP Routers will build
connection between each other.

137.16.10.1

/ \
A '\ VolIP /

167.16.30.221

Vigor V models firstly apply efficient codecs designhed to make the best use of available
bandwidth, but Vigor V models also equip with automatic QoS assurance. QoS Assurance
assists to assign high priority to voice traffic via Internet. You will always have the required
inbound and outbound bandwidth that is prioritized exclusively for Voice traffic over Internet
but you just get your data a little slower and it is tolerable for data traffic.

1'1:5"
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Web User Interface

IV-1-1 VoIP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps
listed below.

1)

Info This wizard is available for “V” model only.

1. Open Wizards>>VolP Wizard.
2. The screen of VolP Wizard will be shown as follows.

VolP Wizard

Set VoIP service provider domain

VolIP service provider |draytel.org v | |draytel.org | (83 char max).
SIP Port 5060

Set Account quickly

Phone 1 (default mapping to Account 1)
Account Mumber/Name |—-— |[63 char max).

Password | | (127 char max).

Phone 2 (default mapping to Account 2)

¥ use the same Account as phonel

Account Number/Name |—-— |(63 char max).
Password | | (127 char max).
| < Back | | Mext = | | Finish | | Cancel

Available settings are explained as follows:

ltem Description
Set VolIP service VolP service provider - Use the drop down list to choose
provider domain the ISP which offers the VolP service for your router.

SIP Port - Use the default setting (5060).

Set Account quickly Account Number/Name - Enter the account number/name
registered to your ISP.

Password - Enter the password for the account registered
to your ISP.
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Use the same Account as phone 1 - If you don’t need to
configure Phone 2 settings, simply check this box.

Next Click it to get into the next setting page.

Cancel Click it to give up the VolP wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

YoIP Service Provider draytel.arg
SIP Port {ul<Tn]
Phone 1 &ccount EE633s
Phore 2 account GE33s

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finigh ] [ Cancel

4. Click Finish. A page of VoIP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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IV-1-2 General Settings

Open VolP>>General Settings.

YVolP
General Settings

The following page will appear. Check the box of Enable VolP and click OK to open the
configuration page. If not, no settings will be displayed.

YolP >» General Settings

] Enable waoIp

Hote:
If WwoIP is disabled, there will be no power supplied to the FXS ports.

After checking the box and click OK, the following page appears for you to configure secure
phone, IP call; and set NAT Traversal Setting, RTP for the VolIP function.

VolIP >> General Settings

Enable vaoIP

Note:
If woIP is disabled, there will be no power supplied to the FX5S ports.

Secure Phone
Enable Secure Phone (ZRTP+5SRTP)
Enable SAS Yoice Prompt

MAT Traversal Setting

STUN Server

External IP

SIP PING Interval 150 sec
RTP

O symmetric RTP

Dynamic RTP Port Start 10050

Dynamic RTP Port End 15000

RTP TOS IP precedence 5 bt
IP Call

[ Enable 1P call

Available settings are explained as follows:
Item Description
Secure Phone Enable Secure Phone - It allows users to have encrypted RTP

stream with the peer side using the same protocol
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(ZRTP+SRTP). Check this box to have secure call.

Enable SAS Voice Prompt - If it is enabled, SAS prompt will
be heard for both ends every time. If it is disabled, no SAS
prompt will be heard any more.

NAT Traversal Setting STUN Server - Type in the IP address or domain of the STUN
server.

External IP - Type in the gateway IP address.

SIP PING interval - The default value is 150 (sec). It is useful
for a Nortel server NAT Traversal Support.

RTP Symmetric RTP - Check this box to invoke the function. To
make the data transmission going through on both ends of
local router and remote router not misleading due to IP lost
(for example, sending data from the public IP of remote
router to the private IP of local router), you can check this
box to solve this problem.

Dynamic RTP Port Start - Specifies the start port for RTP
stream. The default value is 10050.

Dynamic RTP Port End - Specifies the end port for RTP
stream. The default value is 15000.

RTP TOS - It decides the level of VolP package. Use the drop
down list to choose any one of them.

IP Call Enable IP Call - It allows that a user could dial outgoing IP
Calls; and Vigor router could receive the incoming IP Calls.

Application for Secure Phone

Enable SAS Voice Prompt, for ex: if vigor router A calls vigor router B with checking Enable
Secure Phone and Enable SAS Voice Prompt, then:

1.  After the connection established, vigor router A will send SAS voice prompt to A and
vigor router B will send the SAS voice prompt to B.

2. Then the RTP traffic is secured until the call ends.

3.  If vigor router A wants to call vigor router B again next time, both A and B will not hear
any voice prompt again even checking Enable SAS Voice Prompt on web Ul. It means
only the first call between them will have voice prompt.

Enable SAS Voice Prompt, for ex: if vigor router A calls vigor router B with checking Enable
Secure Phone but not Enable SAS Voice Prompt, then:

1.  After the connection established, vigor router A will NOT send SAS voice prompt to vigor
router A and vigor router B will NOT send the SAS voice prompt to vigor router B.

2. Even no voice prompt, but the RTP traffic is still secured until the call ends.

Info If the incoming or outgoing calls do not match any entry on the phonebook,
the router will try to make the call "being protected". But, if the call ends
up "unprotected”(e.g. peer side does not support ZRTP+SRTP), the router
will not play out a warning message.
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IV-1-3 SIP Accounts

In this section, you set up your own SIP settings. When you apply for an account, your SIP
service provider will give you an Account Name or user name, SIP Registrar, Proxy, and
Domain name. (The last three might be the same in some case). Then you can tell your folks
your SIP Address as in Account Name@ Domain name

As Vigor VolP Router is turned on, it will first register with Registrar using
AuthorizationUser@Domain/Realm. After that, your call will be bypassed by SIP Proxy to the
destination using AccountName@Domain/Realm as identity.

1)

Info Selection items for Ring Port will differ according to the router you have.
VolP => SIP Accounts @
SIP Accounts List Refresh
Index Profile Domain/Realm Proxy Account Name Codec Ring Port Status

1 - G.729A/8B Phonel | | Phone2
2 - G.729A/B Phonel |/ Phone2 -
3 === G.729A/8 Phonel [ Phone2 -
4 --- G.7294/B Phonel Phone2 -
5 o= G.729A/B Phonel Phone2
[3 - G.7294/8 Phonel | Phone2
1 = G.729A/B Phonel | /Phone2 -
8 — G.7294/B Phonel Phonez -
g - G.729A/B Phonel L!Phone2 -
10 - G.729A/8 Phonel | /Phone2
1 == G.729A/B Phonel | /Phone2 =
12 — G.7294/8 Phonel | Phone2 -

R: success registered on SIP server
-: fail to register on SIP server
Alias List

OK

Available settings are explained as follows:

Item Description

Index Click this link to access into next page for setting SIP
account.

Profile Display the profile name of the account.

Domain/Realm Display the domain name or IP address of the SIP registrar
server.

Proxy Display the domain name or IP address of the SIP proxy
server.

Account Name Display the account name of SIP address before @.

Codec Display the codec type for the account.

Ring Port Specify which port will ring when receiving a phone call.

Status Show the status for the corresponding SIP account. R means
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such account is registered on SIP server successfully. - means

the account is failed to register on SIP server.

Click any index link to access into the following page for configuring SIP account.

VolP == SIP Accounts

SIP Account Index No. 1

Profile Name
Register via
SIP Port
Domain/Realm

Proxy

Display Name

Authentication ID

Act as outbound proxy

Account Number/Name -

(11 char max.)

Call without Registration

Password ax: 12 5
Expiry Time 1hour v | 3600 sec
NAT Traversal Support |Mone ¥
Mapping to Alias List Mone ¥
Call Forwarding Disable v

SIP URL

Time Out 30 sec
Ring Port Phonel Phone2
Ring Pattern 1
Prefer Codec G.729A/B (8Kbps) Single Codec
Packet Size 20ms ¥
Voice Active Detector Off »

QK Cancel Clear

Available settings are explained as follows:

Item

Description

Profile Name

Assign a name for this profile for identifying. You can type
similar name with the domain. For example, if the domain
name is draytel.org, then you might set draytel-1 in this
field.

Register via

If you want to make VolP call without register personal
information, please choose None and check the box to
achieve the goal. Some SIP server allows user to use VolP
function without registering. For such server, please check
the box of Call without Registration. Choosing Auto is
recommended. The system will select a proper way for your
VolP call.

SIP Port

Set the port number for sending/receiving SIP message for
building a session. The default value is 5060. Your peer must
set the same value in his/her Registrar.

Domain/Realm

Set the domain name or IP address of the SIP Registrar
server.

Proxy

Set domain name or IP address of SIP proxy server. By the
time you can type :port number after the domain name to
specify that port as the destination of data transmission
(e.g., nat.draytel.org:5065)

Act as Outbound Proxy

Check this box to make the proxy acting as outbound proxy.

Display Name

The caller-ID that you want to be displayed on your friend’s
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screen.

Account Number/Name

Enter your account name of SIP Address, e.g. every text
before @.

Authentication ID

Check the box to invoke this function and enter the name or
number used for SIP Authorization with SIP Registrar. If this
setting value is the same as Account Name, it is not
necessary for you to check the box and set any value in this
field.

Password The password provided to you when you registered with a SIP
service.
Expiry Time The time duration that your SIP Registrar server keeps your

registration record. Before the time expires, the router will
send another register request to SIP Registrar again.

NAT Traversal Support

If the router (e.g., broadband router) you use connects to
internet by other device, you have to set this function for
your necessity.

) None - Disable this function.

®  Stun - Choose this option if there is Stun server
provided for your router.

® Manual - Choose this option if you want to specify an
external IP address as the NAT transversal support.

® Nortel - If the soft-switch that you use supports Nortel
solution, you can choose this option.

Call Forwarding

There are four options for you to choose. Disable is to close
call forwarding function. Always means all the incoming calls
will be forwarded into SIP URL without any reason. Busy
means the incoming calls will be forwarded into SIP URL only
when the local system is busy. No Answer means if the
incoming calls do not receive any response, they will be
forwarded to the SIP URL by the time out.

SIP URL - Type in the SIP URL (e.g., aaa@draytel.org or
abc@iptel.org) as the site for call forwarded.

Time Out - Set the time out for the call forwarding. The
default setting is 30 sec.

Ring Port

Set Phone 1 and/or Phone 2 as the default ring port(s) for
this SIP account.

Ring Pattern

Choose a ring tone type for the VolP phone call.

Prefer Codec

Select one of five codecs as the default for your VolP calls.
The codec used for each call will be negotiated with the peer
party before each session, and so may not be your default
choice. The default codec is G.729A/B; it occupies little
bandwidth while maintaining good voice quality.

If your upstream speed is only 64Kbps, do not use G.711
codec. It is better for you to have at least 256Kbps upstream
if you would like to use G.711.

Single Codec - If the box is checked, only the selected Codec
will be applied.

Packet Size

The amount of data contained in a single packet. The default
value is 20 ms, which means the data packet will contain 20
ms voice information.

Voice Active Detector

This function can detect if the voice on both sides is active or
not. If not, the router will do something to save the
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bandwidth for other using. Click On to invoke this function;
click off to close the function.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 DialPlan

This page allows you to set phone book, digit map, call barring, regional settings and PSTN
setup for the VolP function. Click the links on this page to access into next pages for detailed
settings.

IV-1-4-1 Phone Book

In this section, you can set your VoIP contacts in the “phonebook”. It can help you to make
calls quickly and easily by using “speed-dial” Phone Number. There are 60 index entries in
the phonebook for you to store all your friends and family members’ SIP addresses.

YolP == DialPlan Setup
Phone Book Digit Map Call Barring Regional
Phone Displ Dial Out Secure
Index Humhber r'lair:ln?alr SIP URL Account Phone Status
1. Default MNone b
2. Default Mone b
3. Default MNone b
4. Default Mone b
5. Default MNone b
6. Default MNone b
ra Default Mone "
8. Default MNone b
a. Default MNone "
10. Default MNone b
11. Default MNone b
12, Default MNone b
13. Default MNone b
14. Default Mone )
15. Default MNone b
16. Default Mone "
17. Default MNone b
18. Default Mone b
19. Default MNone b
20. Default MNone b
<< 1-20 | 21-40 | 4160 == Next ==

Status: v --- Active, ® - Ihactive
Click any index number to display the dial plan setup page.

YoIP == DialPlan Setup

Phone Book Index No. 1
Enable

Phone Mumber

Display Mame

SIP LUEL ]
Dial Qut Account Default »
Secure Fhone Mone w

oK ?‘:RTE:S“RTF: - Cancel

Available settings are explained as follows:

Item Description
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Enable Click this to enable this entry.

Phone Number The speed-dial number of this index. This can be any number
you choose, using digits 0-9 and * .

Display Name The Caller-ID that you want to be displayed on your friend’s
screen. This let your friend can easily know who’s calling
without memorizing lots of SIP URL Address.

SIP URL Enter your friend’s SIP Address.

Dial Out Account Choose one of the SIP accounts for this profile to dial out. It
is useful for both sides (caller and callee) that registered to
different SIP Registrar servers. If caller and callee do not use
the same SIP server, sometimes, the VolP phone call
connection may not succeed. By using the specified dial out
account, the successful connection can be assured.

Secure Phone ZRTP+SRTP - It allows users to have encrypted RTP stream
with the peer side using the same protocol (ZRTP+SRTP).
Check this box to have secure call.

Cancel Return to previous web page.

After finishing all the settings here, please click OK to save the configuration.

1)

Info If the incoming or outgoing calls do not match any entry on the phonebook,
the router will try to make the call "being protected". But, if the call ends
up "unprotected”(e.g. peer side does not support ZRTP+SRTP), the router
will not play out a warning message.
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IV-1-4-2 Digit Map

For the convenience of user, this page allows users to edit prefix number for the SIP account
with adding number, stripping number or replacing number. It is used to help user have a
quick and easy way to dial out through VolP interface.

VoIP == DialPlan Setup a
Phone Book Digit Map Call Barring Regional

# Enable Match Prefix Maode OP Number  Min Len ';_1:: Route MS;E '[\;'3;?'
1 03 Replace | [3863 7 g VolP! v Down
Z 286 Strip | 386 Lt 10 YolP2Z » | UP  Down
3| (4 0 i UP Down
4+ [0 0 i UP Down
3| [d ] 0 UP Down
6 [ 0 0 UP Down
7| [ 0 0 UP Down
g O ] 0 UP Down
o O 0 i UP Down
10 [0 0 i UP Down
kel i i UP Down
1z O 0 0 UP Down
13 O 0 0 UP Down
14 [ 0 0 UP Down
15 [ 0 0 uUP  Down
16 O 0 i UP Down
17 O i i UP Down
12 O 0 ] UP  Down
19 O 0 i UP Down
20 [ i i up

Note:

1. The lenath for Min Len and Max Len fields should be between 0~25,

2. Wildcard '?"is supported,

[ ok ] [ cancel |

Available settings are explained as follows:

Item

Description

Enable

Check this box to invoke this setting.

Match Prefix

It is used to match with the number you dialed and may be
modified by the action (add, strip or replace) with the OP
Number.

Mode

None - No action.

Add - When you choose this mode, the OP number will be
added before the match prefix number for calling out
through the specific route.

Strip - When you choose this mode, the partial or whole
match prefix number will be deleted according to the OP
number. Take the above picture (Prefix Table Setup web
page) as an example, the OP number of 886 will be deleted
completely for the match prefix number is set with 886.

Replace - When you choose this mode, the OP number will
be replaced by the prefix number for calling out through
the specific VolP interface. Take the above picture (Prefix
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Table Setup web page) as an example, the prefix number of
03 will be replaced by 8863. For example: dial number of
“031111111” will be changed to “88631111111” and sent to
SIP server.

OP Number The front number you type here is the first part of the
account number that you want to execute special function
(according to the chosen mode) by using the prefix number.

Min Len Set the minimal length of the dial number for applying the
prefix number settings. Take the above picture (Prefix
Table Setup web page) as an example, if the dial number is
between 7 and 9, that number can apply the prefix number
settings here.

Max Len Set the maximum length of the dial number for applying
the prefix number settings.

Route Choose the one that you want to enable the prefix number
settings from the saved SIP accounts. Please set up one SIP
account first to make this interface available. This item
will be changed according to the port settings configured in
VolP>> Phone Settings.

Move UP /Move Down Click the link to move the selected entry up or down.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4-3 Call Barring

Call barring is used to block phone calls coming from the one that is not welcomed.

VolP == DialPlan Setup a

Phone Book Digit Map Call Barring Regional
| Setto Factory Default |

Index Call Direction Barring Type Barring NumberfURLfURI Route Schedule Status
1. b
2 b
3. "
4. ®
H. ¥
6. kS
7. ®
B. o
9. W
10. W
<< 110 | 11-20 == Hext ==
Block Anormymous
Route [ phonel [ Phonez
Index{1-15) in Schedule Setup ) s )
Note:

Block the incaming calls which do not have the caller 10,

Block Unknown Domain
Route [ phone1 [ Phonez
Index{1-15) in Schedule Setup ) . )

Mote:

If the domain of the incoming call is different from the domain found in SIP accounts,the call
should be hlocked.

Block IP Address
Route [ Phonel [ Phonez
Index(1-15) in Schedule Setup s , '

Mote:
The incoming calls by means of IP dialing (e.g.#192*% 168* 1* 1#) should be blocked.

[ ok ] [ cancel |

Additionally, you can set advanced settings for call barring such as Block Anonymous, Block
Unknown Domain or Block IP Address.

For Block Anonymous - this function can block the incoming calls without caller ID on the
interface (Phone port) specified in the following window. Such control also can be done based
on preconfigured schedules.

For Block Unknown Domain - this function can block incoming calls (through Phone port) from
unrecognized domain that is not specified in SIP accounts. Such control also can be done based
on preconfigured schedules.

For Block IP Address - this function can block incoming calls (through Phone port) coming from
IP address. Such control also can be done based on preconfigured schedules.
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Click any index number to display the call barring setup page.

VolP == DialPlan Setup

Call Barring Index No. 1
Enable

Call Direction I v

Barring Type Specific URVURL

Specific URL/URL
Route All

Index(1-15) in Schedule Setup s ) s

Note:\wildcard '?' is supported.

[ Dk ] [ Cancel ]

Available settings are explained as follows:

Item Description
Enable Check it to enable this entry.
Call Direction Determine the direction for the phone call, IN - incoming

call, OUT-outgoing call, IN & OUT - both incoming and
outgoing calls.

Barring Type Determine the type of the VolP phone call, URI/URL or
number.

Specific URI/URL or This field will be changed based on the type you selected

Specific Number for barring Type.

Route All means all the phone calls will be blocked with such
mechanism.

Index (1-15) in Schedule Enter the index of schedule profiles to control the call
barring according to the preconfigured schedules. Refer to
section Applications>>Schedule for detailed
configuration.
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IV-1-4-4 Regional

This page allows you to process incoming or outgoing phone calls by regional. Default values

(common used in most areas) will be shown on this web page. You can change the number
based on the region that the router is placed.

VolP == DialPlan Setup

Phone Book Digit Map Call Barring Regional
¥ Enable Regional Set to Factory Default
Last Call Return [Miss]: B89
Last Call Return [In]: 12 Last Call Return [Qut]: *14
Call Forward [All] [Act]: [ Call Forward [Deact]: *T3 —+ &
+number+#
*90 =
Call Forward [Busy] [Act]: Call Forward [Mo Ans] [Act]:
+number+# +number+#
Do Mot Disturb [Act]: *Ta + & Do Not Disturb [Deact]: *T9 —+ &
Hide caller ID [Act]: 6T + & Hide caller ID [Deact]: "Ba +#
Call Waiting [&ct]: 56 + % Call Waiting [Deact]: Y —+#
Block Anonymous [Act]: 7 +# Block Anonymous [Deact]: a7 +#
Block Unknow Domain [Act]: *40 +# BlDCk Unknow Domain 04 +#
[Deact]:
Block IP Calls [Act]: *50 + & Block IP Calls [Deact]: *05 + &
Block Last Calls [Act]: &0 + &
QK Cancel

Available settings are explained as follows:

Item

Description

Enable Regional

Check this box to enable this function.

Last Call Return [Miss]

Sometimes, people might miss some phone calls. Please
dial number typed in this field to know where the last
phone call comes from and call back to that one.

Last Call Return [In]

You have finished an incoming phone call, however you
want to call back again for some reason. Please dial
number typed in this field to call back to that one.

Last Call Return [Out]

Dial the number typed in this field to call the previous
outgoing phone call again.

Call Forward [AIll][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place.

Call Forward [Deact]

Dial the number typed in this field to release the call
forward function.

Call Forward [Busy][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place while the phone is
busy.

Call Forward [No
Ans][Act]

Dial the number typed in this field to forward all the
incoming calls to the specified place while there is no
answer of the connected phone.

Do Not Disturb [Act]

Dial the number typed in this field to invoke the function of
DND.

Do Not Distrub [Deact]

Dial the number typed in this field to release the DND
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function.

Hide caller ID [Act] Dial the number typed in this field to make your phone
number (ID) not displayed on the display panel of remote
end.

Hide caller ID [Deact] Dial the number typed in this field to release this function.
Call Waiting [Act] Dial the number typed in this field to make all the incoming
calls waiting for your answer.

Call Waiting [Deact] Dial the number typed in this field to release this function.
Block Anonymous[Act] Dial the number typed in this field to block all the incoming

calls with unknown ID.

Block Anonymous[Deact] Dial the number typed in this field to release this function.

Block Unknown Domain Dial the number typed in this field to block all the incoming

[Act] calls from unknown domain.

Block Unknown Domain Dial the number typed in this field to release this function.

[Deact]

Block IP Calls [Act] Dial the number typed in this filed to block all the incoming
calls from IP address.

Block IP Calls [Deact] Dial the number typed in this field to release this function.

Block Last Calls [Act] Dial the number typed in this field to block the last

incoming phone call.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-56 Phone Settings

This page allows user to set phone settings for Phone 1 and Phone 2 respectively. However, it
changes slightly according to different model you have.

VolP == Phone Settings

Index Port Call Feature Tone Gain {(Mic/Speaker) Default SIP Account DTMF Relay
1 Phonel Cwy CT, User Defined &/E OutBand
s Fhone2 Cw CT, User Defined &S5 DutBand

Available settings are explained as follows:

Item Description

Phone List Port - there are two phone ports provided here for you to
configure. Phonel/Phone2 allows you to set general settings
for PSTN phones.

Call Feature - A brief description for call feature will be
shown in this field for your reference.

Tone - Display the tone settings that configured in the
advanced settings page of Phone Index.

Gain - Display the volume gain settings for Mic/Speaker that
configured in the advanced settings page of Phone Index.

Default SIP Account - “draytel_1" is the default SIP account.
You can click the number below the Index field to change SIP
account for each phone port.

DTMF Relay - Display DTMF mode that configured in the
advanced settings page of Phone Index.

After finishing all the settings here, please click OK to save the configuration.
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Detailed Settings for Phone Port

Click the number link for Phone port, you can access into the following page for configuring

Phone settings.

VolP == Phone Settings

Phone1
Call Feature Default SIP Account ~
[] Hotline ) .
[ Play dial tone only when account registered
[ session Timer a0 sec

O T.38 Fax Function
Error Correction Mode

] pMD(Do Mot Disturb) Mode

be ignored.

[ cLIR ¢hide caller ID)
Call Waiting
Call Transfer

REDLUNDANCY |+

Index{1-15% in Schedule Setup:

Note: Action and Idle Timeout settings will

Index{1-60) in Phone Book a= Exception List:

1]

i 1l

i 1] i

Ok ] [ Cancel ] [Advanced

Available settings are explained as follows:

Item

Description

Hotline

Check the box to enable it. Type in the SIP URL in the field
for dialing automatically when you pick up the phone set.

Session Timer

Check the box to enable the function. In the limited time
that you set in this field, if there is no response, the
connecting call will be closed automatically.

T.38 Fax Function

Check the box to enable T.38 fax function.
Error Correction Mode - choose a mode for error correction.

DND (Do Not Disturb)
mode

Set a period of peace time without disturbing by VolP phone
call. During the period, the one who dial in will listen busy
tone, yet the local user will not listen any ring tone.

Index (1-15) in Schedule - Enter the index of schedule
profiles to control when the phone will ring and when will
not according to the preconfigured schedules. Refer to
section Application >>Schedule for detailed configuration.

Index (1-60) in Phone Book - Enter the index of phone book
profiles. Refer to section DialPlan - Phone Book for detailed
configuration.

CLIR (hide caller ID)

Check this box to hide the caller ID on the display panel of
the phone set.

Call Waiting

Check this box to invoke this function. A notice sound will
appear to tell the user new phone call is waiting for your
response. Click hook flash to pick up the waiting phone call.

Call Transfer

Check this box to invoke this function. Click hook flash to
initiate another phone call. When the phone call connection
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succeeds, hang up the phone. The other two sides can
communicate, then.

Default SIP Account

You can set SIP accounts (up to six groups) on SIP Account
page. Use the drop down list to choose one of the profile
names for the accounts as the default one for this phone
setting.

Play dial tone only when account registered - Check this
box to invoke the function.

In addition, you can press the Advanced button to configure tone settings, volume gain, MISC
and DTMF mode. Advanced setting is provided for fitting the telecommunication custom for
the local area of the router installed. Wrong tone settings might cause inconvenience for
users. To set the sound pattern of the phone set, simply choose a proper region to let the
system find out the preset tone settings and caller ID type automatically. Or you can adjust
tone settings manually if you choose User Defined. TOn1, TOff1, TOn2 and TOff2 mean the
cadence of the tone pattern. TOn1 and TOn2 represent sound-on; TOff1 and TOff2 represent

the sound-off.

YoIP => Phone Settings

Advance Settings »> Phone 1

Tone Settings
Region | Taiwan “ Caller ID Type |FSK_ETSI v
High Tonl Toff1 Ton 2 T off 2
Freg{Hz) Freq{Hz) {msec) {msec) {msec) {msec)
Dial tone 340 440 ll ll 0 0
Ringing tone 440 480 1000 2000 0 0
Busy tone 480 G20 a00 a00 0 0
Congestion tone 480 G20 240 250 I 0
Yolume Gain DTMF
Mic Gain(1-10) DTMF Mode OutBand (RFC2833)  +
Speaker Gain(1-10) ] F;gé%%%;;?gﬁ -127) 101
MISC
Dial Tone Power Level (1 -50) (27 [ Replace + digit in caller ID ta [o0
Ring Frequency (10 - SOHZ) 24
Call Waiting Tone Power Level 13
[1-230)
Interdigit Timeout (1 - 10 sec) |4

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

Region

Select the proper region which you are located. The common
settings of Caller ID Type, Dial tone, Ringing tone, Busy
tone and Congestion tone will be shown automatically on
the page. If you cannot find out a suitable one, please choose
User Defined and fill out the corresponding values for dial
tone, ringing tone, busy tone, congestion tone by yourself for
VolP phone.

Also, you can specify each field for your necessity. It is
recommended for you to use the default settings for VolP
communication.

Volume Gain

Mic Gain (1-10)/Speaker Gain (1-10) - Adjust the volume of
microphone and speaker by entering number from 1- 10. The
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larger of the number, the louder the volume is.

MISC Dial Tone Power Level - This setting is used to adjust the
loudness of the dial tone. The smaller the number is, the
louder the dial tone is. It is recommended for you to use the
default setting.

Ring Frequency - This setting is used to drive the frequency
of the ring tone. It is recommended for you to use the
default setting.

Call Waiting Tone Power Level - This setting is used to
adjust the loudness of the call waiting tone. The smaller the
number is, the louder the tone is. It is recommended for you
to use the default setting.

Interdigit Timeout -Type a value in this field to specify time
limit for interdigit.

DTMF DTMF Mode - There are four DTMF modes for you to choose.

® InBand - Choose this one then the Vigor will send the
DTMF tone as audio directly when you press the keypad
on the phone.

® OQutBand - Choose this one then the Vigor will capture
the keypad number you pressed and transform it to
digital form then send to the other side; the receiver
will generate the tone according to the digital form it
receive. This function is very useful when the network
traffic congestion occurs and it still can remain the
accuracy of DTMF tone.

®  SIP INFO- Choose this one then the Vigor will capture
the DTMF tone and transfer it into SIP form. Then it will
be sent to the remote end with SIP message.

Payload Type (rfc2833) - Type a number from 96 to 127, the
default value was 101. This setting is available for the
OutBand (RFC2833) mode.

Replace + digit in caller ID to - For international phone call,
the phone number could add a '+ sign, for example,
+8865972727. However, the caller ID (DTMF type especially)
can not display '+ at all.

Therefore, this function can be enabled to give another
number to replace the plus sign, for example, “+” can be
replaced by “00”. Then the above phone number will
become 008865972727. When the callee receives such
number, he can use re-dial function to dial back to the
caller.
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IV-1-6 Status

From this page, you can find codec, connection and other important call status for each port.

VolP 5> Status

Status Refresh Seconds: |10

. . T Rx Rx Rx In Out Miss Speaker
Port  Status Codec PeerID Flapse(hh:mm:ss) Pkts Pkts Losts Jitter(ms) Calls Calls Calls Gain

Phonel IDLE 0o 00:00 u] u] u] u] u] u] u] 5

Phone2 IDLE 00:00:00 o o 0 0 o o 0 5

Log

Date Time Duration In/COut/Miss Aocount ID Peer ID

[ren—dd-vyyy) [hh:irm: s=) [hh:immm: =s)

oo-o0- a ao:o00:00 ao:00:00 - -

oo-o0- a ao:o0:00 ao:o0:00 - -

oo-o0- a ao:o0:00 ao:o0:00 - -

oo-00- u} Qo:00:00 Qo:00:00 - -

oo-00- 0 O0:00:00 00:00:00 - -

go-o0- a aod:00:00 ao:00:00 - -

ao-o0- a aod:00:00 ao:00:00 - -

oo-o0- a ao:o00:00 ao:00:00 - -

oo-o0- a ao:o0:00 ao:o0:00 - -

oo-o0- a ao:o0:00 ao:o0:00 - -

wanEEnay . VoIP is encrypted,
wanxExny o VoIP isn't encrypted,

Available settings are explained as follows:

Item

Description

Refresh Seconds

Specify the interval of refresh time to obtain the latest VoIP
calling information. The information will update
immediately when the Refresh button is clicked.

Port

It shows current connection status for Phone(s) ports.

Status

It shows the VolP connection status.
IDLE - Indicates that the VolP function is idle.

HANG_UP - Indicates that the connection is not established
(busy tone).

CONNECTING - Indicates that the user is calling out.

WAIT_ANS - Indicates that a connection is launched and
waiting for remote user’s answer.

ALERTING - Indicates that a call is coming.
ACTIVE-Indicates that the VolP connection is launched.

Codec

Indicates the voice codec employed by present channel.

PeerID

The present in-call or out-call peer ID (the format may be IP
or Domain).

Elapse(hh:mm:ss)

The format is represented as hours:minutes:seconds.

Tx Pkts Total number of transmitted voice packets during this
connection session.

Rx Pkts Total number of received voice packets during this
connection session.

Rx Losts Total number of lost packets during this connection session.
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Rx Jitter The jitter of received voice packets.

In Calls Accumulation for the times of in call.

Out Calls Accumulation for the times of out call.
Miss Calls Accumulation for the times of missing call.

Speaker Gain

The volume of present call.

Log

Display logs of VolIP calls.
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IV-1-7 Diagnostics

VolIP Diagnostics is used for diagnosing if VolP phone failure is caused by different tone or

caller ID.
VolP == Diagnostics
YolP Diagnostics
Caller ID
Tone
IV-1-7-1 Caller ID
VolP => VOIP Diaghostics
Send Caller ID
FX5 1 FXS 2
Current type: FSK_ETSI
Caller ID used to send :
Item Types Status
& FSK_ETSI
] FSK_ETSI (LK)
L] FSK_BELLCORE [(US/ALN
O DTMF
L] DTMF (DK
) DTMF (SE/NLfFIN)
[ set | [ Test |
IV-1-7-2 Send Tone
YolP == WOIP Diagnostics
Send Tone
FXS 1 FX5 2
Region
Low High Ton1l Toff 1 Ton 2 T off 2
Freq{Hz) Freq{Hz) ({msec) {msec) {msec) {msec)
Dial tone 350 |[440 | o o o o |
Ringing tone 440 | 480 |[iona |[zonn | o |
Busy tone 480 620 |00 |[so0 o o |
Congestion tone 480 | 620 |l250 |[250 o o |
Item Types Status
& Dial Tone
[} Busy Tone
(&) Congestion Tone
[ et ] [ Test |
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Part V VPN

Vigor2762 Series User’s Guide

VPN

SSLVPN

Certificate
Management

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two computers
across a shared or public network in a manner that
emulates the properties of a point-to-point private
link.

It is a form of VPN that can be used with a standard
Web browser.

A digital certificate works as an electronic ID, which is




V-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

HQ J_ :
l/;} 1 Tele-worker 2

Vigor router

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

#;;al g‘lge?\g;g; Remote Network
) Y 172.16.2.0/24

B e

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

Ea T e
I— 192.168.1.100
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Web User Interface

Wizards

VYPH Client Wizard

V-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

VPN Client Wizard

Choose YPH Establishment Environment

LAM-to-LAN YPM Client Mode Selection: Route Mode ¥
Please choose a LAM-to-LAN Profile: [Index] [Statuz] [Name] v
Note:

1.Please use Route Mode for typical LANM-to-LAN tunnels,
2. If the remote network is only expecting a single client or IP and is not configured to route the
subnet then select WAT Mode.

3.If you are unsure of your configuration select Route Mode,

| = Back | | MNext = | | Finish | | Cancel

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Choose the client mode.

Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Please choose a
LAN-to-LAN Profile

There are 32 VPN profiles for users to set.
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2.  When you finish the mode and profile selection, please click Next to open the following
page.

YPH Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:

Very High Very High

L2TP owver IPSec L2TP / PRTP (None Encryption)
High High

IPSec / S50 IPSec
Medium Medium

PPTP {Encryption) L2TP over IPSec / PPTP (Encryption)
Low Low

L2ZTP / PPTP {Mane Encryption) S5L

Select WPN Type: | PFTF (Encryption) hd
[ < Back ] [ Mext > ]

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

o

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.
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When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the

following graphic:

VPN Client Wizard

VPN Client PPTP Encryption Settings

Profile Mame
YPM Dial-0Out Through

O always on

Server IP/Host Mame for ¥PM
{e.q. draytek.com ar 123.45.67.89)

Username

Passward

Remote Netwark IP
Remaote Netwark Mask
Local Metwark IP

Local Metwark Mask

777

WANL First

77

0.0.0.0
255.255.255.0,/24 ¥
192.168.1.1
295.255.255.0 /24 ¥

[ < Back ] [ Mext = ]

When you choose IPsec, you will see the following graphic:

VPN Client Wizard

Cancel

VPN Client IPsec Settings

Profile Mame
WP Dial-Out Through

O always an
Server IP/Host Mame for YPN

IKE suthentication Method
® Ppre-Shared Key
Confirm Pre-Shared Key
O Dpigital Signature (%.500)
Peer ID
Local ID

O Subject Mame First
Local Certificate
IPsec Security Method
O medium {aH)
® High (ESPY
Remote MNetwark IP
Remote Netwark Mask

Local Network IP

Local Network Mask

{e.g. draytek.com or 123.45.67.89)

Alternative Subject Mame First

777

WAML Firgt

AES with Authentication
0.0.0.0

255.255.295.0 / 24 N
192.168.1.1
255.255.295.0 / 24 N

W
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When you choose L2TP, you will see the following graphic:

VPN Client Wizard

VPN Client LZTP Settings

Profile Mame
WPM Dial-0Out Through

O always on

Server IP/Host Mame for YPN
{e.g. draytek.com or 123.45.67.89)

Username

Passwaord

Remate Netwark IP
Remaote Network Mask
Local Network IP

Local Netwark Mask

T

WAL First w

0.0.0.0

255.255.255.0 /24 v
152.168.1.1
295.255.255.0 /24 v

[ < Back ] [ Mext = ]

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see

the following graphic:

VPN Client Wizard

VPN Client LZTP over IPsec (Nice to Have] Settings

Profile Mame
WPM Dial-0ut Through

O always on

Server IP/Host Mame for ¥PN
{e.q. draytek.com or 123.45.67.89)

IKE authentication Method
® Pre-Shared Key
Canfirm Pre-Shared Key
O Digital Signature (%.509)

Peer ID
Local 1D

O subject Name First
Local Certificate

IPsec Security Method

O Medium {AH)

@ High (ESP)
Username
Passward
Remote Metwork IP
Remate MNetwark Mask
Local Netwaork IP

Local Metwork Mask

alternative Subject MName First

7T

Wiah1 First bt
AES with Authentication v
7

0000

255.255.295.0 / 24 hd
192,168.1.1

2552552550 /24 %

[ < Back ] [ Mest = ]

When you choose SSL, you will see the following graphic:
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VPH Client Wizard

Profile Mame 777

WP Dial-0ut Through WANL First bl
O always on

Server IP/Host Name for YPH

{e.q. draytek.com or 123,45,67.89)

Server Port (for SSL Tunnel): 443

Username 7Y

Passwaord

Remote Metwork IP 0.0.0.0

Remote Network Mask 255.255.255.0 /24 v
Local Network IP 192.168.1.1

Local Metwaork Mask 255.255.255.0 /24 v

[ < Back ] [ MNext =

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

VPN Dial-Out Through

Use the drop down menu to choose a proper WAN interface
for this profile. This setting is useful for dial-out only.
WANL1 First/ WAN2 First /WAN3 First - While connecting,
the router will use WAN1/WAN2/WAN3 as the first channel
for VPN connection. If WAN1/WAN2/WAN3 fails, the router
will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only - While connecting, the
router will use WAN1/WAN2/WAN3 as the only channel for
VPN connection.

WAN1 Only: Only establish VPN if WAN2 down - If WAN2
failed, the router will use WAN1 for VPN connection.

WAN2 Only: Only establish VPN if WAN1 down - If WAN1
failed, the router will use WAN2 for VPN connection.

Always On

Check to enable router always keep VPN connection.

Server IP/Host Name

Enter the IP address of the server or Enter the host name for

for VPN such VPN profile.
Server Port (for SSL Type a port number for SSL tunnel.
Tunnel)

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.
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Local ID - Choose Alternative Subject Name First or Subject
Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please Enter the network mask (according to the real
location of the remote host) for building VPN connection.

Local Network IP

Please Enter the local network IP for TCP / IP configuration.

Local Network Mask

Please Enter the local network mask for TCP / IP
configuration.

After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Client Wizard

Please confirm your settings

LaN-to-LAMN Index:
Profile Name:

YPMN Connection Type:
YPM Dial-0Out Through:
Always on:

Server IP/Host Mame:
Remote Network IP:
Remote Network Mask:

Click Back to modify changes if necessary, Otherwise,click Finish to save the current settings and
proceed to the following action:

1

2

PPTP (Mone Encryption)
WANL First

Yes

172.16.3.8

172.16.1.8

255, 255,255.0

& Go to the ¥PN Connection Managemeant,
O Do another YPH Client Wizard setup.
O view more detailed configurations,

Finish ] [ Cancel

Available settings are explained as follows:
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Iltem Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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V-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Enwironment

Allowed Dial-in Type:

WPM Server Mode Selection: Remote Dial-in User (Teleworker

Please choose a LAM-to-LAN Profile:

Please choose a Dial-in User Accounts: g x 227 v

PPTR
IPsec
L2TP with IPsec Palicy | Mone v

SSL Tunnel

Available settings are explained as follows:

I[tem Description
VPN Server Mode Choose the direction for the VPN server.
Selection

Site to Site VPN - To set a LAN-to-LAN profile automatically,
please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Please choose a
LAN-to-LAN Profile

This item is available when you choose Site to Site VPN
(LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a
Dial-in User Accounts

This item is available when you choose Remote Dial-in User
(Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).
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4 PPTP
+ [Pzec
¢ L2TP with IPsec Palicy
¢ S5L Tunnel Mone
Mice to Have
_ Must

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2.  After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP, you will see the following graphic:
VPN Server Wizard

VPN Authentication Setting

Profile Marne 77
PPTP / L2TP / L2TP over IPsec / S5L Tunnel Authentication
Username #E7
Password

Peer IP/YPMN Client IP
Site to Site Information

Remote Metwork [P 0.0.0.0
Remote MNetwork Mask 255.255.255.0 f 24 v
Local Metwark IP 192.162.1.1
Local Netwark Mask 255.255.255.0 f 24 %
o] [
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When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame P
PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication
Username T
Password

IPsec / L2TP owver IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ bigital Signature (%.509)
Peer ID
Local ID
Alternative Subject Mame First
O Subject Mame First
Peer IP/YPM Client IP
Peer ID
Site to Site Information

Remote Metwork IP 0.0.0.0
Remote Network Mask 255.255.255.0 /24 v
Local Metwork IP 192.158.1.1
Local Metwork Mask 255,255.255.0 /24 v
o) oo

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is limited
to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared Enter the pre-shared key again for confirmation.

Key

Digital Signature Check the box of Digital Signature to invoke this function.

(X.509) Peer ID - Choose the peer ID selection from the drop down
list.
Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP | Enter the WAN IP address or VPN client IP address for the
remote client.

Peer ID Enter the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please Enter the network mask (according to the real
location of the remote host) for building VPN connection.

Local Network IP

Please Enter the local network IP for TCP / IP configuration.

Local Network Mask

Please Enter the local network mask for TCP / IP
configuration.

3. After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

YPH Server Wizard

Please Confirm Your Settings

WPN Environment:
Index:

Profile Marme:
Username:

allowed Service:

Peer IP/YPMN Client IP:
Peer ID:

Rermote Metwark IP:
Remote Network Mask:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPM (LAN-to-LAN)
1

test

adminl23456
PPTP+IPsec+L2TP
172,16.3.89

tersterr

0.0.0.0

2E85.255.255.0

® Go to the VPN Connection Management.
O Do another YPH Server Wizard setup.
O view maore detailed configurations.

[ Finish ] [ Cancel

Available settings are explained as follows:

Iltem Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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V-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access »> Remote Access Control Setup

Remote Access Control Setup

Enable PPTP ¥PM Service
Enable IPSec WPH Service
Enable L2TP YPN Service
Enable S5L YPN Service
Enahle OpenYPMN Service

Note:

To allow YPMN pass-through to a separate YFM server on the LAN, disable any services above that use
the same protocol and ensure that NAT Open Ports or Port Redirection i= also configured.

[ ok ] [ Clear ] [ Cancel l

After finishing all the settings here, please click OK to save the configuration.
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V-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPN and Remote Access »> PPP General Setup

PPP General Setup

PPP/MP Protocol

Dial-In PPP
AL - = -

authentication | PAPACHARMS-CHAP MS-CHAPY2 Frenius
Dial-In PPP -

} Ciptional MPPE A
Encryption{MPPE) Hote:
Mutual Authentication (PAP) O ves @ Mo 1. Default priority is Remate Dial-in User -»
Username Wax: 23 characters RADIUS.

2.%igar router also supports Frame-IP-Address

Password Mz 19 characters fram RADIUS server to assign IP address to WPN
IP Address Assignment for Dial-In Users when DHCP is client.
disabled.

Start IP Address IP Poal Counts While using Radius Authentication:
LAM 1 192.168.1.200 =0 #ssign IP from subnet: |LANL »
LAN 2

PPP Authentication Methods
M Rremote Dial-in User

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPvV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

® Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in
user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 128-bit MPPE
encryption method is not available, then 40-bit
encryption scheme will be applied to encrypt the data.

®  Maximum MPPE - This option indicates that the router

will use the MPPE encryption scheme with maximum
bits (128-bit) to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
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and Password of the mutual authentication peer.

The length of the name/password is limited to 23/19
characters.

IP Address Assignment for
Dial-In Users (when DHCP
Disable set)

Enter a start IP address for the dial-in PPP connection for
LAN1.

LAN2 will be available if it is enabled. Refer to LAN>>General
Setup for enabling the LAN interface.

PPP Authentication
Methods

Select the method(s) to be used for authentication in PPP
connection.

While using Radius
Authentication

If PPP connection will be authenticated via RADIUS server, it
is necessary to specify the LAN profile for the dial-in user to
get IP from.
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V-1-5 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2ZTP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access >> IPsec General Setup

VPN IKE/IPsec General Setup
(Dial-in settings for Remote Dial-In users and LAN-to-LAN VPN Client with Dynamic IP.)

IKE Authentication Method

Certificate None v
Preferred Local 1D Altarnative Subject Name
General Pre-Shared Key Max: 64 characters

Confirm General Pre-Shared Key

¥Auth User Pre-Shared Key Max: 64 characters
Confirm XAuth User Pre-Shared Key

IPsec Security Method

Encryption: AES/3DES/DES

HMAC: SHA256/SHA1/MD5

DH Group: G21/G20/G19/G14/G5/G2/G1
AH: ¥ Enable

® Basic Medium High

oK Cancel

Available settings are explained as follows:

Item Description

IKE Authentication This usually applies to those are remote dial-in user or node
(LAN-to-LAN) which uses dynamic IP address and
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Method IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel. There are two methods offered by Vigor router
for you to authenticate the incoming data coming from
remote dial-in user, Certificate (X.509) and Pre-Shared
Key.

Certificate - X.509 certificates can be used for IKE
authentication. To set up certificates on the router, go to
the Certificate Management section.

Preferred Local ID - Specify the preferred local ID
information (Alternative Subject Name First or Subject
Name First) for IPsec authentication while the client is using
the general setting (without a specific Peer IP or ID in the
VPN profile).

General Pre-Shared Key- Define the PSK key for general
authentication.

Confirm General Pre-Shared Key- Re-enter the characters
to confirm the pre-shared key.

XAuth User Pre-Shared Key - Define the PSK key for IPsec
XAuth authentication.

Confirm XAuth User Pre-Shared Key- Re-enter the
characters to confirm the pre-shared key for IPsec XAuth
authentication.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method Available mthods include Basic, Medium and High. Each
method offers different encryption, HMAC and DH Group.

Basic - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

Medium - When this option is selected, the Authentication
Header (AH) protocol can be used to provide authentication
to IPsec traffic.

High - When this option is selected, the Encapsulating
Security Payload (ESP) protocol can be used to provide
authentication and encryption to IPsec traffic. Three
encryption standards are supported for ESP: DES, 3DES and
AES, in ascending order of security.

After finishing all the settings here, please click OK to save the configuration.

V-1-6 |IPsec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.
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WYPHN and Remote Access ==+ IPsec Peer ldentity

¥509 Peer ID Accounts: | Setto Factory Default |
Index Enable Hame Index Enable Mame
1 [ 277 17. F 277
2. O 277 18. O 777
3. [F 277 19. ¥ 277
4. O 277 20, O 777
5. [F 277 21, ¥ 277
6. O 277 22, O 777
7 [F 277 23. ¥ 277
8. O 277 24, O 777
9. F 777 25, Ll 77
10. F 277 26. O 777
11 F 777 27, Ll 77
12 O 277 28. O 777
13 F 797 29. Ll ar]
14. O 777 30. O 777
15. F 797 31 Ll ar]
16. O 777 32, O 777
[ ok ] [ cancel |
Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting page

of IPsec Peer Identity.
Enable Check this box to enable this profile.
Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

Vigor2762 Series User’s Guide 265



VPN and Remote Access »> IPsec Peer ldentity

Profile Index : 1
Oenable this account

Profile Name 777

& Accept Any Peer ID

O Accept Subject Alternative Name
Type Domain Mame

Dormain Mame

O Accept Subject Mame
Country ()

State (5T)

Location (L)
Crginization ()
Crginization Unit {OLY
Cammon Mame {CN)

Email (E)

[ Ok l [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Enter the name of the profile. The maximum length of the
name you can set is 32 characters.

Enable this account Check it to enable such account profile.

Accept Any Peer ID Click to accept any peer regardless of its identity.

Accept Subject Click to check one specific field of digital signature to accept

Alternative Name the peer with matching value. The field can be IP Address,

Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email

(E).

After finishing all the settings here, please click OK to save the configuration.
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V-1-7 VPN Matcher Setup

Normally, to establish VPN connection, at least one peer must have a public IP address. The
VPN Matcher server can help two Draytek routers behind NAT establish a secure VPN tunnel
for data transmission between each other. Refer to the following figure.

VPN Matcher Server E

| =
= —y
A VPN Tunnel @
= !
NAT
WAN: WAN:
100.64.200.1 100.64.200.5
-1 P LT [IIIJ
LAN: LAN:
192.168.1.1 192.168.2.1
Ce L el

There is one limitation for the VPN connection. Both routers must be behind a cone NAT, but
not symmetric NAT.

Go to VPN and Remote Access>>VPN Matcher Setup to open the following page.

VPN and Remote Access > VPN Matcher Setup

Enable '® Disable
WVPM Matcher Server: vpn-matcher.draytek.com : (31503
Account:
Authkey:
Note:

You can get your Authkey on VPN Matcher Dashboard.

QK

MAT Detection

STUM Server Detect

Group Device List Get List

Available settings are explained as follows:

Item
Enable / Disable
VPN Matcher Server

Description

Click to enable / disable the function of VPN Matcher Setup.
The IP address of the DrayTek VPN Matcher server is defined
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as "vpn-matcher.draytek.com” with the port nubmer "31503".

Account Enter the name of the account for accessing into VPN server.

AuthKey Enter the authentication key for finding a Vigor router with
the same group of this device from the VPN matcher server.
Then set a VPN link between Vigor routers on both ends via
VPN wizard.

OK Click to save the settings.

STUN Server

Detect - Click to check if the NAT used by Vigor router is core
NAT or not. If not, no VPN can be established.

Group Device List

Get List - After entering the Authkey above, click to get
available Vigor router which is within the same group as this
device.
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V-1-8 OpenVPN
OpenVPN offers a convenient way for users to build VPN between local end and remote end.

With integrating of OpenVPN, Vigor router can help users to achieve more robust, reliable and
secure private connections for business needs.

There are two advantages of OpenVPN:
® |t can be operated on different systems such as Windows, Linux, and MacOS.

® Based on the standard protocol of SSL encryption, OpenVPN can provide you with a
scalable client/server mode, permitting multi-client to connect to a single OpenVPN
Server process over a single TCP or UDP port.

V-1-7-1 General Setup

Before establishing OpenVPN connection, general settings for OpenVPN service shall be
configured first.

VPN and Remote Access »> OpenVPN d

General Setup Client Config

Enable UDP
UDF Port 1194

Enable TCP

TCP Port 1194
Cipher algorithm AES1Z8 »
HMAC Algorithm SHAT W
Certificate aAuthentication il

MNote: OpenvPN on vigor only support TUN device interface currently. So please setup corresponding
configurations on the client side.

Available settings are explained as follows:

Item Description

Enable UDP Check the box to enable UDP port setting for OpenVPN.
UDP Port - Enter a number.

Enable TCP Check the box to enable TCP port setting for OpenVPN.
TCP Port - Enter a number.

Cipher Algorithm Two encryptions are supported, AES128 and AES256.
AES128 | v
AES128
AES256
MOME

HMAC Algorithm The HMAC algorithm only supports SHA1/SHA256.
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SHAT W

SHA1

SHAZEG
MONE

Certificate Authentication

If certificate authentication is required for OpenVPN, simply
check the box to apply the trusted CA certificate and local
certificate for OpenVPN tunnel.

Certificate authentication can offer more secure VPN tunnel
between the client and the router.

After finishing all the settings here, please click OK to save the configuration.

V-1-7-2 Client Config

The settings on this page can be downloaded as a file. Later, such file can be imported and
applied to remote end’s CPE (as VPN client). Then, a private connection via OpenVPN tunnel
between the server and the client can be connected successfully.

VPH and Remote Access »> OpenVPN d

General Setup Client Config

Remote Server
Transport Protocal TCP

File Marme

Ca cert
Client cert

Client key

Note:

Aovph

.crt
.crt

key

Please make sure the CA files are located in the same folder with .ovpn file,

Available settings are explained as follows:

Item

Description

Remote Server

Use the drop down list to specify an IP address of WAN for
VPN connection.

Transport Protocol

Simply choose UDP or TCP as protocol for building OpenVPN
connection between the server and the remote client.

Config Finename

Enter a name for the configuration file.

CA cert Enter the certificate authority (CA) file name obtained from
3rd party provider

Client cert Each client in an OpenVPN connection must have its
certificate and private key.
Enter the certificate file name obtained from 3rd party
provider

Client key Enter the private key file name obtained from 3rd party

provider
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Export The settings in this page can be saved as a file after clicking
such button. Later, the downloaded file can be imported to
the VPN client for building OpenVPN connection.

V-1-8 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via VPN connection. You may set parameters including
specified connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel,
and L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VYPN and Remote Access »> Remote Dial-in User t‘
Remote Access User Accounts: | Setto Factory Default |
Index Enable User Status Index Enable User Status
1. F 777 -—- 17. F 777 -—-
2. O 777 -—- 18. O 777 -—-
3. | 777 -—- 19. | 777 -—-
4. O 777 -—- 20. O 777 -—-
5. i 777 -—- 21 i 777 -—-
6. | 777 -—- 2. | 777 -
7. F 777 -—- 23. F 777 -—-
8. O 777 -—- 2. O 777 -—-
9. | 777 -—- 5. | 777 -—-
10. O 777 -—- 26. O 777 -—-
i i 777 -—- 2. i 777 -—-
12. O 777 -—- 28. O 777 -—-
13. i 777 -—- 29. i 777 -—-
4. | 777 -—- 30. | 777 -
15. F 777 -—- 31. F 777 -—-
16. O 777 -—- 32, O 777 -—-
[ oK ] [ Cancel ]
Backup setting to file: Restore From File: R -

Download Smart ¥PH Client:
Smart VPN Client for Windows PC

Smart VPN Android/i0S App

Available settings are explained as follows:

Item Description

Set to Factory Default Click to clear all indexes.
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Index Click the number below Index to access into the setting page
of Remote Dial-in User.

Enable Check this box to enable this profile.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Status Display the access state of the specific dial-in user. The
symbol V and X represent the specific dial-in user to be
active and inactive, respectively.

Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VPN and Remote Access »> Remote Dial-in User

Index No. 1
User account and Authentication Usarname e
[J Enable this aceount Password IMan: 19 characters
Idle Timeout 300 second(s . .
(s) [J Enable Mobile One-Time Passwards(mOTRY
Allowed Dial-In Type PIN Code
Secret

PRTP

IPsec Tunnel

IPsec Xauth

L2TP with IPsec Policy |Mone b

IKE Authentication Method
Pre-Shared Key

SSL Tunnel
Cpent'PN Tunnel
IKEw2 EAP

[ pigital Signature(x.509)

[ specify Remote Node IPsec Security Method
Remote Client IP Medium{ AH)

High({ESF) DES | 3DES | AES
or Peer ID Local ID {optional})

Metbios Maming Packet & pass O Block

Multicast via YPN O pass @ Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAM 1 %

[ assign Static IP Address

Note:
Username can not contain characters " and ',

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
User account and Enable this account - Check the box to enable this function.
Authentication Idle Timeout- If the dial-in user is idle over the limitation of

the timer, the router will drop this connection. By default,
the Idle Timeout is set to 300 seconds.
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Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

IPsec XAuth - Allow the remote dial-in user to make an IPsec
VPN connection through Internet via IPsec XAuth Pre-shared
Key and the username/password authentication.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPsec. Select from below:

® None - Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP connection.

®  Must -Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Allow the remote dial-in user to make an SSL
VPN connection through Internet.

OpenVPN Tunnel - Allow the remote dial-in user to set a VPN
connection through OpenVPN.

Specify Remote Node -You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox means the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Netbios Naming Packet -

®  Pass - Click it to have an inquiry for data transmission

between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

User Name - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the
name is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this
box to make the authentication with mOTP function.

PIN Code - Enter the code for authentication (e.g, 1234).
Secret - Use the 32 digit-secret number generated by mOTP
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in the mobile phone (e.g., e759bb6f0e94c7ab4feb).

Subnet

Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication
Method

This group of fields is applicable for IPsec Tunnels and L2TP
with IPsec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPsec tunnel either with or
without specifying the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as
the pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature
to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPsec Peer Identity.

IPsec Security Method

This group of fields is a must for IPsec Tunnels and L2TP with
IPsec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is optional
and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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V-1-9 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

VPN and Remote Access >> LAN to LAN t‘

LAN-to-LAN Profiles:

| Setto Factory Default |

Index Enahle Hame l?:t\r:?]tri Status Index Enable Name '?:“r:';tri Status
1. | 777 - 17. il 777 -
2. | 727 -—- 18. O 777 -
3 | 777 -—- 19. ¥ 777 -
4. O 777 --- 20. O 777 ---
5. i 777 === 21. L 777 -
6. [l 777 -—- 22, F 777 -—-
7. F 277 -—- 23. O 777 -
8. | 777 -—- 24, O 7Y ---
9. i 777 --- 25. I 777 ---
10. O 777 - 26. O 777 -
1. | 777 - 27. il 777 -
12. [l 77 -—- 28. F 77 -—-
13. | 777 -—- 29. P 777 o=
14. | 777 -—- 30. O 777 -
15. i 777 === 3. L 777 -
16. O 777 - 32 O 777 -

[ oK, ] [ Cancel l
Backup setting to file: Upload From File: BB -

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Index

Click the number below Index to access into the setting page
of LAN to LAN profile.

Enable

Check this box to enable this profile.

Name

Indicate the name of the LAN-to-LAN profile. The symbol ???
represents that the profile is empty.

Status

Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

To edit each profile:
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1.

Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 5 subgroups. If the fields gray out, it means you may leave it
untouched. The following explanations will guide you to fill all the necessary fields.

VPN and Remote Access => LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name 77

[ Enable this profile

WPM Dial-0ut Through

WAL First R

Methios Maming Packet @pass  Oelock

Multicast via WPM Opass  @eglock
(for some IGMPIP-Camera,DHCP Relay..etc.)

Call Direction ® poth © pial-out O Dial-in
[ always on

Idle Timeout 300 second(s)
[ Enable PING to keep IPsec tunnel alive

PING to the IP

2. Dial-Out Settings

Type of Server | am calling

® ppTP

© 1Psec Tunnel

O IKEv2 E&P

O 1Psec Xauth

O L2TP with IPsec Policy
O s5L Tunnel

Server IP/Host Name for YPN.
(such as draytek.com or 123.45.67 .89}

Mz 41 characters

Server Port (for SSL Tunnel):

Usarname 777
Password Mz 15 characters
PPP Authentication |PAP/CHAPMS-CHARMS-CHAPYZ v

® on O off

Y] Caompression

IKE Authentication Method
Pre-Shared Key

Digital Signature(x.509)
Peer ID
Local ID
Alternative Subject Mame First
Osubject Name First
Local Certificate

IPsec Security Method

Medium AH)
High(ESP)

Schedule Profile
Mane |, |Mone ¥ |, |Mone |, |Mone v

Available settings are explained as follows:

Item Description

Common Settings

Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

VPN Dial-Out Through - Use the drop down menu to choose a
proper WAN interface for this profile. This setting is useful

for dial-out only.

WAN1 First/ WAN2 First/ WAN3 First - While
connecting, the router will use WAN1/WAN2/WAN3 as
the first channel for VPN connection. If
WAN1/WAN2/WAN3 fails, the router will use another
WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only/ - While
connecting, the router will use WAN1/WAN2/WAN3 as
the only channel for VPN connection.

WANL1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WAN1 for VPN
connection.

WAN2 Only: Only establish VPN if WAN1 down - If
WANT1 failed, the router will use WAN2 for VPN
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connection.
Netbios Naming Packet

®  Pass - click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile.

®  Both:-initiator/responder
®  Dial-Out- initiator only
® Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep IPsec tunnel alive - This function is to
help the router to determine the status of IPsec VPN
connection, especially useful in the case of abnormal VPN
IPsec tunnel disruption. For details, please refer to the note
below. Check to enable the transmission of PING packets to a
specified IP address.

Enable PING to keep IPsec tunnel alive is used to handle
abnormal IPsec VPN connection disruption. It will help to
provide the state of a VPN connection for router’s judgment
of redial. Normally, if any one of VPN peers wants to
disconnect the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnects without notice, Vigor router will by
no where to know this situation. To resolve this dilemma, by
continuously sending PING packets to the remote host, the
Vigor router can know the true existence of this VPN
connection and react accordingly. This is independent of DPD
(dead peer detection).

PING to the IP - Enter the IP address of the remote host that
located at the other-end of the VPN tunnel.

Dial-Out Settings

Type of Server | am calling -

PPTP - Build a PPTP VPN connection to the server through
the Internet. You should set the identity like User Name and
Password below for the authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the server
through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
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VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

®  Must: Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Build an SSL VPN connection to the server
through Internet.

User Name - This field is applicable when you select, PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 15 characters.

PPP Authentication - This field is applicable when you
select, PPTP or L2TP with or without IPSec policy above.
PAP/CHAP/MS-CHAP/MS-CHAPV2 is the most common
selection due to compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPsec policy above. VJ
Compression is used for TCP/IP protocol header compression.
Normally set to On to improve bandwidth utilization.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer Identity.
Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>IPsec Peer Identity.

Local ID - Specify a local ID (Alternative Subject Name
First or Subject Name First) to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

® Local Certificate - Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for

IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

®  DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

® DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

®  3DES without Authentication-Use triple DES
encryption algorithm and not apply any authentication
scheme.

®  3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
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algorithm.

®  AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

®  AES with Authentication-Use AES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:

IKE advanced sentiags

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode
is more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for both
modes. We suggest you select the combination that
covers the most algorithms.

® |KE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

® Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the
IP address while identity authenticating with remote
VPN server. The length of the ID is limited to 47
characters.

Schedule Profile - Set the wireless LAN to work at certain
time interval only. You may choose up to 4 schedules out of
the 15 schedules pre-defined in Applications >> Schedule
setup. The default setting of this field is blank and the
function will always work.
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3. Dial-In Settings

Allowed Dial-In Type

PPTR
IPsec Tunnel
IPsec Xauth

SSL Tunnel

L2TP with IPsec Policy [MNone hd

Username 777
Password{Max 11 char) Maz: 11 characters
w1 Corpression ® on O off

IKE Authentication Method
Pre-Shared Key

Peer YPM Server IP

or Peer ID

[ specify Remote YPN Gataway

[ pigital signature(x.509)

Local ID
@ alternative Subject Name First
O subject Name First

Remote Metwork Mask
Local Metwork IP

Local Metwark Mask

IPsec Security Method
MediumiaH)
High{ESP) DES |~ 3DES |V AES
4. TCP/IP Network Settings
by WAN TP 0.0.0.0 RIP Direction Digable v
Remote Gateway IP no.0.0 From first subnet to remote network, you have to do
Remate Network 1P 00.0.0 Route (.

255.255.255.0 /24 ¥

192.168.1.1 [0 change default raute tno this WYPM tunnel { Only active if
295.255.255.0 /24 ¥ one single WaN is up )

[ 1Psec VPN with the Same Subnets

Ok ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Dial-In Settings

Allowed Dial-In Type - Determine the dial-in connection
with different types.

PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user
below.

IPsec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

B None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
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methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when
you select PPTP or L2TP with or without IPsec policy above.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy when
you specify the IP address of the remote node. The only
exception is Digital Signature (X.509) can be set when you
select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

® Digital Signature (X.509) -Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|Psec Peer ldentity.

B Local ID - Specify which one will be inspected
first.

B Alternative Subject Name First - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.

B Subject Name First - The subject name
(configured in Certificate Management>>Local
Certificate) will be inspected first.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy when you specify
the remote node.

® Medium- Authentication Header (AH) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High- Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data
Encryption Standard (DES), Triple DES (3DES), and AES.

TCP/IP Network
Settings

My WAN IP -This field is only applicable when you select
PPTP or L2TP with or without IPsec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
select PPTP or L2TP with or without IPsec policy above. The
default value is 0.0.0.0, which means the Vigor router will
get a remote Gateway PPP IP address from the remote router
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during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do
not change the default value if you do not select PPTP or
L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPsec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Display the local
network IP and mask for TCP / IP configuration. You can
modify the settings if required.

More - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Masks
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

92.168.1. 1o 121 M Et htm

Profile Index :1

Remote Metwork

Metwork TP

Metrnaszk
285 455205255532 7

Add Delete Edit
Create Phase2 SaA for each subnet.(IPsec)

oK Close

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide
four options: TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to remote network, you have to do - If
the remote network only allows you to dial in with single IP,
please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel.

IPSec VPN with the
Same subnet

For both ends (e.g., different sections in a company) are
within the same subnet, there is a function which allows you
to build Virtual IP mapping between two ends. Thus, when
VPN connection established, the router will change the IP
address according to the settings configured here and block
sessions which are not coming from the IP address defined in
the Virtual IP Mapping list.

After checking the box of IPSec VPN with the Same subnet,
the options under TCP/IP Network Settings will be changed

as shown below:
5. TCPAP Network Settings

Remote Netwark 1P 0.0.0.0 From Local Subnet to Remote netwaork, vou have
Remote Hetwork Mask 255,355.255.0 o do B v
Translated Local Network | LAN1 ¥ to
9216670 ¢ IPsec VPN with the Same Subnets
— Translated Type = Whole Subnet
Advanced Specific IP Address
virtual IP Mapping
QK Clear Cancel
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Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Translated Local Network - This function is enabled in
default. Use the drop down list to specify a LAN port as the
transferred direction. Then specify an IP address. Click
Advanced to configure detailed settings if required.

Advanced - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

| ] 192.168.1 1o 2 MR Fibm +

Profile Index :2

Remote Metwork

Metwork IP

Metrnask
2552552585 255132 W

g

[create Phase2 54 far each subnet.(IPsec)

Local Network [

Translated to 0.0.0.0

g

[ ok ] [ GClose |

Translated Type - There are two types for you to choose.
® Whole Subnet

®  Specific IP Address

Virtual IP Mapping - A pop up dialog will appear for you to
specify the local IP address and the mapping virtual IP
address.

| 192.168.1. 100 /L 21wl P htm +

Virtual IP Mapping Profile 2

Local IP

Wirtual IP

(Delete ]

[ ok ] [ close |
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2. After finishing all the settings here, please click OK to save the configuration.

V-1-10 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool
and clicking Dial button.

VPN and Remote Access »> Connection Management

Dial-out Tool | Refresh |

v[oal |

YPN Connection Status

All VPN Status LAN-to-LAN VPN Status Remote Dial-in User Status

. Tx Tx Rx Rx .
VPN Type Remote IP Virtual Network Pkis Rate(bps) Pkis Rateibps) UpTime
widesssy 0 Data is encrypted.
winssssy 0 Data isn't encrypted.

Available settings are explained as follows:

Item Description

Dial-out Tool Dial - Click this button to execute dial out function.
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Application Notes

A-1 How to Build a LAN-to-LAN VPN Between Vigor Routers via IPsec Main
Mode

This document introduces how to set up Main mode IPsec Tunnel between two Vigor
Routers.IPsec VPN with Main mode use the IP address of VPN client as identifier, and the IP

address must be set on VPN server; therefore, if the VPN client doesn't have a static IP, please
use Aggressive mode instead.

VPN Server VPN Client

. 4
LAN IP: 1=x4"=39.141 1=x4":.39.140 LAN IP:
192.168.30.1/24 192.168.1.1/24

VPN Server (Dial-In Site) Setup

1.  Create a Dial-In profile for VPN user, go to VPN and Remote Access >> LAN to LAN,
click on an available index to add a new profile.

VPN and Remote Access >> LAN to LAN o
LAN-to-LAN Profiles: | Setto Factory Default |
View: ® All Trunk
Index Name Active Status Index Name Active Status
[1] 777 17. 77
2. 77 S 18, 77 CE
3 e === 19, 777 ---
4. 7?77 - 20. 777 -

2.  Set up the dial-in profile.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name |Host | |call Direction Both © Dial-OQut [® Dial-in|
[# Enable this profile| Always on

Idle Timeout 300 second(s)
VPN Dial-Out Through Enable PING to keep IPsec tunnel alive
WAN1First v PING to the IP
Metbios Naming Packet ® Pass Block
Multicast via VPN ' Pass @ Block

(for some IGMP,IP-Camera,DHCP Relay..eftc.)
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In Common Settings,

le Name.

(@) Enter the Profi
(b) Enable this profile.
(c) Set Call Directi

In Dial-In Setting,

3. Dial-In Settings

on to Dial-in.

Allowed Dial-In Type

Username es

PPTP

# IPsec Tunnel
L2TP with IPsec Po
SSL Tunnel

licy | None

Password(Max 11 char)

V] Compression Off

IKE Authentication Method

Peer VPN Server IP

¢ Specify Remote VPN Gateway

== 39,140

or Peer ID

¥ Pre-Shared Key
IKE Pre-Shared Key |

Digital Signature(X.509)
v

1

MNone
Local ID

® Alternative Subject Name First
Subject Name First *

IPsec Security Method
< Medium(AH)

High(ESP) # DES¥ 3DES¥ AES
IKE Authentication Method
Pre-Shared Key e
Confirm Pre-Shared Key  [ssesers

IP of VPN client
(f)
()

router.

Make sure Allowed Dial-in Type has IPsec Tunnel enabled.

Enable Specify Remote VPN Gateway and enter Peer VPN Server IP as the public

Click on IKE Pre-Shared Key and enter the Pre-shared Key.
Select the IPsec Security Method that are allowed to use.

In TCP/IP Network Settings, enter VPN Client's LAN network in Remote Network IP and

Remote Network Mask. Click OK to save the profile.

5. TCP/IP Network Settings

286

My WAN IP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
Remote Network IP 192.168.1.1 do
Remote Network Mask  |255.255.255.0 Route v |
Local Network IP 192.168.30.1 IPsec VPN with the Same Subnets
Local Network Mask 255.255.255.0
= Change default route to this VPN tunnel ( Only
. More single WAN supports this )
| Clear | [ Cancel ]
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VPN Client (Dial-out Site) Setup

1.  Create a Dial-out profile to VPN server: Go to VPN and Remote Access >> LAN to LAN,
click on an available index to add a new profile.

VPN and Remote Access >> LAN to LAN @

LAN-to-LAN Profiles: | Setto Factory Default |

View: ® Ajl Trunk

Index Name Active Status Index Name Active Status
] 277 Lo T 222 =
2 222 ) 18, 277
a 227 —— 410 272

2.  Setup the dial-out profile.
In Common Settings,

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Set‘tings

Profile Name [Client

Call Direction Bothl C DiaI-Outl Dial-in

¥/ Enable this prc-ﬂlel [ Always on

-|Idle Timeout 300 | second(s)
Enable PING to keep IPsec tunnel alive

VPN Dial-Out Through

WAN1 First v PING to the IP
Netbios Naming Packet ® Pass Block
Multicast via VPN Pass @ Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

(@) Enter a Profile Name.

(b) Enable this profile.

(c) Set Call Direction to Dial-Out.
In Dial-out Setting,
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2. Dial-Out Settings

Type of Server | am calling |Username 7?7
PPTP lPasswor’d(Max 15 char)
e IPsec Tunnel PPP Authentication
L2TP with IPsec Policy | None v PAP/CHAP/MS-CHAPIMS-CHAPV2 v
SSL Tunnel V] Compression on Off
Server IP/Host Name for VPN, IKE Authentication Method
(such as draytek,com or 123.45,67,89) ® Pre-Shared Key
£ B394 ] | |KE Pre-Shared Key .
Server Port (for SSL Tunnel): s Digital Signature(X.509)
Peer ID None v
Local ID

Alternative Subject Name First
Subject Name First
Local Certificate None v

IPsec Security Method
Medium(AH)
® High(ESP) DES without Authentication ¥

Index(1-15) in Schedule Setup:

’ ' '

IKE Authentication Method

Pre-Shared Key
Confirm Pre-Shared Key

T |

h) Select IPsec Tunnel for Type of Sever | am Calling.
i)  Enter VPN Server's WAN IP or domain name in Sever IP/Host Name for VPN.
j)  Click IKE Pre-Shared Key and enter the same Pre-Shared key as VPN Server.

(
(
i
(k) Click on Advanced in IPsec Security Method.

In IKE advanced settings,

KE advanced seftings

IKE phase 1 mode Aggressive mode
IKE phase 1 proposal Auto v

IKE phase 2 proposal !Z.)IEE v

IKE phase 1 key lifetime 28300 (900 ~ 86400)

IKE phase 2 key lifetime 3600 (600 ~ 86400)

Perfect Forward Secret ¢ Disable Enable

Local ID

Note: If you select "Auto" in IKE phase 1 proposal, the router will send the following proposals to negotiate with the remote site. The pro|
DES_(MD5/SHA)_G1, 3DES_MD5_G1, 3DES_MDS_G2, 3DES_(MD5/SHA)_G5, AES128_MD5_(G2/G5), AES256_SHA_(G2/G5), AES256_t

| Close
(l) Select Main Mode for IKE phase 1 mode.

(m) Make sure phase 1 and phase 2 proposal are using the security methods which are
accepted by VPN server.

(n) Click OK to save.

3. In TCP/IP Network Settings, enter VPN Server's LAN Network in Remote Network IP and
Remote Network Mask. Click OK to save the profile.
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5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction | Disable v

Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to

Remote Network IP 192.168.30.1 do _

Remote Network Mask  [255.255.255.0 | Route ¥

Local Network 1P 192.168.1.1 IPsec VPN with the Same Subnets

Local Network Mask 255.255.255.0 :
: ; Change default route to this VPN tunnel ( Only
| More single WAN supports this )

| Clear | | Gancel

VPN Tunnel Establishment

To initiate the VPN connection, go to VPN and Remote Access >> Connection Management
on VPN Client, select the profile to VPN Sever and click Dial.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : 10 ¥ | Refresh

General Mode:| ( Client ) o= m==30,141 v

Backup Mode: Y | Dial

Dial

\
Load Balance Mode: v |

If all the settings are matched, the VPN will be established, and the statistics will be
displayed on the same page.

VFN Connection Status
Current Page: 1

Page No, Go | | == |
, ™~ Tx Rx Rx .
VPN Type Remote IP Virtual Network pyi pate(Bps) Pkts Rate(Bps) “PTIMe
1 IPsec Tunnel =7 =m.39.141 i
(Client ) DES-No Auth  via WAN2  -02-168.30.1/24 0 g £ 0 9:0:1 \Diopl

XXXXXXxX : Data is encrypted.
XxXxxxxxx : Data isn't encrypted.
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V-2 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be used
with a standard Web browser.

There are two benefits that SSL VPN provides:

® [t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

® There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.
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Web User Interface

V-2-1 General Setup

The general settings of the SSL VPN Server and SSL Tunnel are entered on this page.

SS5L VPH == General Setup

SSL VPN General Setup

Bind to WAN WANT WANZ WAN3
Port 443 {Default: 4437
Server Certificate self-signed +

Note:

1. The settings will act on all S5L applications.
2,Please go to System Maintenance >> Management to enable S5Lv3.0 .
3.Please go to System Maintenance => Self-Signed Certificate to generate a new "self-signed" certificate.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Bind to WAN Select the WAN interfaces to accept inbound SSL VPN
connections.

Port The port to be used for SSL VPN server. This is separate from

the management port which is configured in System
Maintenance>>Management. The default setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server.

Specify the certificate to be used for SSL connections. Select a
certificate from imported or generated certificates on the
router, or choose Self-signed to use the router’s built-in
default certificate. The selected certificate can be used in SSL
VPN server and HTTPS Web Proxy.

After finishing all the settings here, please click OK to save the configuration.
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V-2-2 User Account

With SSL VPN, Vigor2762 Series let teleworkers have convenient and simple remote access to
central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor2762 Series allows up to 16 simultaneous incoming users.

SSL VPN authentication and permissions management are implemented through user accounts.
SSL VPN user accounts are shared with the remote dial-in user accounts used by other VPN
protocols such as PPTP and L2TP, and hence SSL VPN’s User Account setup page SSL VPN >